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Abstract

Generally speaking, the criminal proceeding in the field of the internal affairs
manifests itself through the realization of two mutually conflicting requirements which the
legislator seeks to balance: respect for human rights and freedoms on the orentland,
effective crime prevention, on the other. It is thus require certain legal limits to analyze and
expose the systematic legal mechanisms to protect society against crime through the prism
of the functions and roles of law enforcement agencies. Redudtgivities of the Interior
to serve the needs of the criminal proceedings, which are generally set as a preliminary
guestion of how to ensure the effective implementation of operational and investigative
activities and toadjectivecomply with procedudaforms necessary to form the factual
criminal matters. The problem ultimately comes down to what the legal force of the
documentary evidence and testimony of witnesses or potential suspects, collected by law
enforcement agencies, especially before thetqgmoceedings. The problem can be solved
in two ways, by giving the powers of law enforcement to work together with other law
enforcement agencies conducting the investigation as a whole, or that an investigation
conducted by the court and to law enforesauthorities only as an exception to allow
evidence taken action. That's why we need this work in comparative law investigate and
analyze the procedural forms that are used to these organs provide evidence for the
successful launch and completion of thieninal proceedings.

Keywords:crime, criminal law, police.

'This paper is the result of the research o
preventing and mitigating threats to securit
carried out by the Academy of Criminalistic and Police Studies,rBedg the cycle of scientific
projects 20152019
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1. INTRODUCTION

The position (rights and obligations) of law enforcementagencies(police) in
moderncriminal processsystemsare preciselyregulatedby normsof positive legislation
On the one hand, this providesthe legal basisfor the work of theseorganswhich affects
their efficiency andregularityin the work on preventionand suppressiorf all forms and
manifestation®f crime, andon the otherhand,it shouldentirely secureandguaianteethe
position of the suspector defendantin the procedurein front of bodiesof criminal law
repressionand protectionof freedomsand rights. Therefore,all the procedurallaws of
moderndemocratidegal systemshavevery preciselydeterminedposiion and actionsof
the police andthe relationshipof thesebodiesboth with other bodiesof criminal justice
andin respectof personsfor whom thereis suspicionor reasonablesuspicionof having
committeda criminal act.

In order to make more completadaversatile consideration of police position in
procedures of criminal prosecution, it is necessary to pay attention to comparative
(comparative legal) analysis of the characteristics of the position of police in other modern
criminal process systems. Thére, at this point, we will give an overview of several
available legal solutions, in legislation of two distinct representatives dnpm-Saxon
law (Great Britainand Continental Law (German).

2. GREAT BRITAIN

According to the existing solutions ihe UK, there are two types of criminal
proceedings, as follows:

Aregular procedure, which is used for more serious offenses,

Asummary (abridged), which is used for lesser crimes.

Criminal proceedings may be initiated by all citizens. In practt#&ens can
submit an application, and the prosecution was taken over by the police until 1985. The
trial in criminal proceedings has the character of a dispute between two parties. The
defendant is a party and he/she may have counsel at all stages.

The defendant is not interrogated at trial if he/she does not want to, but may appear
as witness in his/her favour. The criminal procedure is characterized by very broad powers
of the police, and they stildl hav ernhét bee
evidence collected by Police where it has virtually unlimited freedom. The only judicial
review of the evidence was possibility of rejection of the evidence at trial by the Trial
Court, given that in criminal proceedings in the UK there is no pulrisecutor or
investigating judge.

Regarding the position of accused in criminal proceedings, there is the solution
according to which police are not obliged to collect evidence in his/her favour. Evidence in
his/her favour only collects the accused. lagpice, it often happens that the police, when
there is evidence in favour of the suspec
evidence to the court. Therefore, the Royal Commission on criminal procedure in 1981 set
issue of use of such a setatftained facts by the police in criminal proceedings.

The Commission has proposed the legal regulation of police powers. According to
these proposals, the most important powers of the police would be subject to judicial
control, while the less significargowers would be undertaken in accordance with the
precisely regulated specific provisions. Under the influence of these recommendations, the
Police and Criminal Evidence Adi984). In accordance with these recommendations, the
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Prosecution of Offences Actas passed 1985, according to which the majority of
prosecutions was entrusted to the Crown Prosecution Service.

According to the Police and Criminal Evidence Act, police may, after the arrest of
a person who is suspected of a serious criminal offéadesep him/her for questioning,
regardless of whether that person wants to answer questions or use his/her right to remain
silent. Earlier, police had no authority to retain such persons, which now can take up to 24
hours, and if they get approval of alge, a detention may take up to ninsiy hours (four
days).

Confession of the suspect given to the police can be used as evidence at trial. Since
the British procedural law has no public or the state prosecutor or the investigating judge in
the manner athwith the role to be found in continental law (created under the influence of
French and German law), prosecution under the Prosecution of Offences Act undertakes
the Crown Prosecution Service.

Of importance for the position and powers of the police imioal proceedings is
to consider importance of testimony of suspect before the authorities. So, the testimony of
witness that was given to the police is considered inadmissible evidence, and those
testimonies the police Hthenwitriess isddaid.\Hewevet, 0 t |
the testimony of suspect before the police is permitted as evidence, which the court accepts
as an important proof of the charges, considering that it generally consists of the
confession of the accused. Inadmissible ewsdenvhich also relate to the powers of the
police, is evidence obtained in an unjust and illegal manner.

As for the category of illegal evidence, it relates exclusive to the phase of the main
hearing, and evidentiary rules in this stage of criminal praeedte valid. Such proven
rule does not apply beyond that stage, so that the evidence which are inadmissible at the
main hearing (when deciding on the punishment measurement, the release etc.) are subject
to free judicial evaluation as all other certifieddence.

According to the provisions of Police and Criminal Evidence Act, when the police
retain a suspect, he/she has the right to consult with an attorney if he/she wants. This right
of a suspect may be limited. But in such cases, the court can acoepbistained
confession, but it is also authorized to rebuke the police for such behaviour.

In the British procedural legislation (sectionsl® of Police and Criminal
Evidence Act and the Code of Practice), in criminal proceedings there are different
investigative actions oéntering the premises and conduct of search of the prenkisésy
and search of premises can be ddfgbased on the warrant, (2) without a warrant and
(3) based on the consent of the owner of the premises

Warrants to enter premisend their search (search warrant) are issued by a justice
of the peace, based on the reports submitted by the police. When submitting report, police
have a duty to take reasonable steps to verify the accuracy of information based on which a
warrant is rquired to enter premises and search.

The application for a warrant issue must contain information indicating the legal
grounds for search, the premises to be searched and subject of search (object or several
objects that should be found during the searah{l, the reasons justifying the issuance of
the order (for example, whether the reason is the gathering of evidence for the committed
offense and of what importance this object is for the investigation). The identity of the
informant is not revealed in theeport, but the police official person must be ready to
provide satisfactory answers to the judge about the reliability of prior information provided
by the anonymous source, as well as other relevant issues.
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The competent judge shall issue warrant temretite premises and their search in
the following cases prescribed by law:

i that the search will discover some of the serious violations, based on which it is
possible to arrest (arrestable offense);

1 that the material on the premises, specified irafhy@ication, such that, by itself or
together with other materials may be of crucial significance to investigate
violations;

9 that the material may be relevant evidence in the proceedings of the trial for the
offense and

9 that the material does not represany of the things that are statutory privileged,
excluded or a special procedure is required for them.

The warrant issued by Justice of the Peace determines the name of a police officer
who will execute the warrant, the date of issuance, the regulatiber wvhich the order
was issued and include information about premises that need to be searched. Entry and
search in premises must be madthin one calendar month from the date of issuance. The
order authorizes only a single case of entering the prepaspolice officer is required to
write in form of report whether the requested item was found and confiscated, as well as
whether some other item was found, besides those item to which the warrant was related.

The action of entering the premises andrtseiarch without a warrant under the
Section 17th of Police and Criminal Evidence Act can be done in the following cases:

1 to enforce an arrest warrant or order issued under the Section 76th of the Law on

Magistrates Court since 1980;

to arrest persons faffenses for which the arrest is possible;

to arrest persons for violations of the Section 1, 4 and 5 of the Law on Public
Order since 1936 (possession of offensive weapons at public gatherings when
moving in processions, violent behaviour that violatelipubrder like etc.) for
violations of the Section 68 and 10 of the Criminal Code of 1977 (offenses relating
to the usurpation of property rights);

1 to arrest a person who is unlawfully at freedom and who is wanted;

1 to save life or prevent serious damageraperty.

By special procedure, established under the Section 18 of the Police and Criminal
Evidence Act, the search can be done in the premises where the arrest has not been done.
Such premises are those in which the arrested person resided or cotitestecnd for
their search, the condition is the existence of reasonable doubt that these premises are the
evidence concerning the offense for which the arrest was taken or other similar violations
of that person. Such search can be done before takirethen to the police station, on
the basis of written authorization issued by a police officer in the rank of inspector or
higher rank. The authorization is issued on a separate document;dakedostatement
about powers and rights.

The search on thkasis of consent of the owner of the premises or other person
authorized to approve the entry (user of premises), must be confirmed, whenever possible,
in the statement on the powers and righiefore undertaking search. Before that, the
officer is requied to determine whether a person is in a position to arrange the consent.
Police officer cannot enter the premises and search them if consent is given under coercion
or if it is given voluntarily and later (during search) was withdrawn.

T
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3. GERMANY

Police powers in criminal proceedings in the Federal Republic of Germany are
regulated by the Law on Criminal Procedure of the Federal Republic of Germany.

According to German Law on Criminal Procedure, bodies and police officers are
obliged to immediately afteahe acquisition of information, examine the existence of crime
and all circumstances related to it, and to immediately take measures for the prevention of
its negative influence on the determination of truth. They are then obliged to submit the
records ofactions taken without delay to the State Prosecutor's Office. If it is necessary to
undertake urgent judicial investigative actions, such records shall be submitted to the
competent criminal court.

The law has provided a series of special powers of paticensure efficient
groundwork for court on clarification of criminal matterand to provide effective
protection of human freedoms and rights of the defendant. Thus, when there is need for
implementing criminal proceedings or need of the police for ifiestion of persons is
required, the accused may be photographed without his/her consent, his/her fingerprints,
measurements and other similar measures can be taken.

Conduct of competent authorities in taking action of search of premises or persons
is regllated by a series of regulations, from which the following arises:

9 search of premises of other persons, in order to apprehend accused, find traces of
the crime and seizure of certain items, can be done only if there are facts from
which can be concludethat the wanted person, evidence or items are in the
premises where the search is done.

1 In order to apprehend the defendant, who was immediately suspected of having
committed a criminal offensender Article 129 of the&Criminal Code (1998) or
other offenceof the said legal provision, search of apartment and other premises is
permitted even if apartment or other premises are located in a building in which it
is assumed the defendant is.

9 Night search of an apartment, office space and fenced property isdllomy
during the chase for the defendant who has just committed the crime or because of
risk of delay, or in the case of-capture the escaped prisoners. These restrictions
do not apply to any premises which are accessible or that are known to palice as
shelter or meeting of already convicted persons, store of items obtained through
criminal offence or as a hiding place for gambling, illicit manufacture of drugs,
weapons and prostitution. Night time from 1 April until 30 September includes the
time from 21.00 hours to 04:00 hours and from 1 October to 31 March from 21.00
hours to 06.00 hours.

1 The search may be ordered only by the judge, and when there is a risk df delay
also by the public prosecutor and his assistants. Search of apartment, business
premises or fenced properties, which is done without the presence of a judge or
state prosecutpshould be carried out with the present@ municipal officer or
two members of the municipality on the territory on which a search is being
performed. Members of the municipality must not be police officers or deputy
state prosecutors. If it is necasg toconduct search on official building, in areas
which are not generally accessible or in premises of Bundeswehr, the authorised
official instance of Bundeswehr will be asked to perform the search.
Representatives of the institution or facility in whithe search is conducted, are
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authorized to participate in the search. The request is not required when the search

is conducted in the premises which are exclusively inhabited by other and not

military persons.

The defendant, who has been on basis obtlder arrested, shall be immediately
brought to the competent judge. The judge, without a delay, must hear accused of a crime
for which he/she is accused, not later than the next day after the detention. The defendant
will be notified during interrogatioron the circumstances against him/her and his/her
rights that he/she is not required pleading guilty or making a statement on the matter of
proceedings. Also, he/she must be allowed to dispute grounds of suspicion and basis for
the determination of investgjive prison, as well as to prove the importance of the facts in
his favour. If deprivation of liberty should be supported, the defendant shall be informed of
his/her right to appeal as well as other types of legal aid.

State prosecutors and judges mayeoithe issuance of warrant against the accused
that has fled or is hiding, and there is a command ordering the imprisonment or placement
in a hospital or institution for care and treatment. If command on the prison or placement
in a hospital or institutiofor care and treatment is not taken, the issue of warrant shall be
allowed only against a person who fled after the arrest or otherwise avoided the
supervision. In that case, a warrant may be issued by the police. The warrant will provide
personal informton, and as far as possible a description of the person to who arrest
warrant relates. A criminal offense of which he/she is suspect will also be listed, and the
time and scene of crime.

State prosecutors and police officers may take necessary measigesiane the
identity of persons suspected of committing a crime. The suspect can be detained if they
cannot determine his/her identity or when identity can be established only with
considerable difficulty. Determining the identity of a person not stsgeof having
committed a criminal offense is allowed only when and if necessary for clarification of
criminal offense.

Detention of person shall not in any case last longer than it is necessary for
authentication. In order to pass court decision on thmipsibility and the extension of
detention, the detained would be promptly brought to Magistrates in the territory where
he/she is arrested. Apprehension shall not be made if the very apprehension and the
decision making would take longer than the tinguieed for authentication.

The detained person has the right to request notifying his/her relatives or people
he/she trusts about his/her detention, without delaying. Detained should be given the
possibility to inform a relative or someone he trusts adetgntion himself/herself, unless
he/she is suspected of a criminal offense and a notification would jeopardize the purpose of
the investigation. Deprivation of liberty for the purpose of establishing identity must not
last longer than a total of 12 houihen identity is determined, the evidence related to
authentication will be destroyed.

For clarificati on of criminal of fences

can be hired if there is sufficient factual basis that the committed crime is intp@gan
follows:
9 illicit trafficking in drugs or arms or related to the forgery of money and value
stock,
9 in the area of the state safety,
9 from a trade or habits,
1 by members of gangs or otherwise organized offender.

6



The undercover investigator can be hireddlarification of the crime, if true facts
found point to the risk of repeating. Engagement is permitted only if clarification in any
other way would not bring results and would be much more difficult. Use of undercover
investigators to clarify the crimé permitted, except abowaentioned, and when it
recommends a special importance of criminal offence and other measures show hopeless.

The undercover investigators are police officers, who carry out research under the
changed identity (legend), giventttem for a longer time. They can participate in the legal
traffic under that identity. If the creation and maintenance of the legend is necessary, it is
permissible to make up, change and use appropriate documents.

Use of undercover investigators is petedt only after approval by the state
prosecution. If there is a risk of delay and when the approval by the prosecutor cannot be
requested in time, the approval will be obtained immediately. This measure is cancelled if
the state prosecutor's office withinhr ee days doesndét give perr
The authorization must be written with fixéefm duration of action. An extension is
allowed until there are preconditions for the use of undercover investigators. The
engagement of such persons igthis directed toward a particular defendant or if he/she
should enter the apartment which is not generally accessible) is required by approval of a
judge.

In case of risk of delay, a simple approval of state prosecution is enough. If the
decision of sta prosecution could not be obtained in time, it will be obtained without
delay. Implementation of measures will be terminated if the judge does not issue the
approval within three days. The identity of the undercover agent can be kept confidential
and uporcompletion of the application of these measures. The state prosecutor and judges,
who are competent to decide on approving the engagement of an undercover investigator,
may demand his/her identity to be revealed to them. In other cases, it is perniissible
criminal proceedings to keep in secrecy the identity of an undercover investigator,
especially when there is reason to fear that publication of the identity would endanger:
body, life or liberty of undercover agent or other person or if further acfiondercover
agent would be threatened.

Undercover agent can under his/her changed identity, and with permission of
authorized person, enter others premises. Consent for the entry into the apartment cannot
be obtained with deception, beyond the use ofredtedentity. The powers of an
undercover investigator are based on the law and other regulations.

Persons in whose apartment, which is not generally accessible, undercover agent
entered, shall be notified of his/her engagement as soon as possible wadtinpudomising
the purpose of investigation, public safety, body and life of a person or the possibility of
further using of undercover agent. Decisions and other evidence on the involvement of an
undercover investigator will be held in the state prosesusdiice.

German Law on Criminal Procedure recognizes a special process measure called:
wiretapping and surveillance of telephone and other conversations. Surveillance (wiretap)
and recording of telephone and other conversations may be ordered if Gstaijustify
the suspicion that a person, as a perpetrator or accomplice made:

a) Crimes offences of treason of peace, high treason, endangering the demaocratic rule of
law, treason of the state safety and the criminal offences of endangering exterritgl, secur

b) Cri minal of fences against the statebds d
c¢) Criminal offenses against public order,

g) Crimes against the security forces of non German states members of NATO pact
stationed in Germany,
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d) criminal offences of money or debentures forgery, thienes of mediation in
prostitution, crimes offences of murder, qualified homicide and the crime of genocide,
crimes against personal freedom, the crimes of robbery and theft, criminal offence of
coercion, and generally dangerous crimes.

f) Criminal offerces under the Law on Arms and the Law on Control of military weapons
or criminal offences in terms of occupation, that is, gang members, and criminal offences
of the Law on narcotic drugs and other drugs.

This particular criminal procedural measure wil #pplied against the perpetrator
of these crimes, if the crimes were committed or attempted and if: the attempt is
punishable, or by commission of another crime they were prepping to commit a crime, as
well as investigation of the actual state of affairestablishing the place of residence of
the defendant in any other way would be hopeless, or much more difficult. The order may
relate only to the defendant or the person, for which, on the basis of true certain facts, is
assumed that have taken inforioat on behalf of the defendant, or were transmitting
information from the defendant further on, or the defendant had used their telephone.

Surveillance (wiretapping) and recording of telephone and other conversations that
are performed through similar meanan be ordered only by the judge. When there is a
risk for delaying, order may be issued and by state prosecution. The order of state
prosecutor's office will be revoked if within three days the judge does not confirm it. The
order will be issued in witién form. It must include the name and address of the person to
whom it relates. The order must state the manner, extent and duration of the measure
applied. The duration of the ordered measure can be set up to three months. Extending
measures may be extd for another three months.

German federal post office and other facilities for remote voice communication are
obliged on the basis of such issued orders to provide that the judge and state prosecutor, as
well as assistant officers of state prosecutomfrthe police carry out monitoring and
recording of telephone and other conversations that are performed by similar means. In the
case that there are no preconditions stipulated by law, the use of measures shall be
immediately terminated. The judge mustib®rmed on termination of measures, as well
as the German federal post office and other institutions dealing with matters related to
remote voice communications. Evidence that are gathered with these measures, and that is
no more needed for prosecute af particular defendant, must be destroyed under
supervision of the state prosecutor's office, and a special report about that should be
prepared.

4. CONCLUSION

Internal affairs bodies were established to protect the security of the state and to
ensure theaalization of human rights and freedoms. They have especially significant role
in the fight against crime and appear as bodies of preliminary proceedings and secondary
processing subjects in criminal proceedings, with certain fund of powers and dutask, bas
on which their position is determined. Authorized officers of the law enforcement agencies
are extremely important and take an important place among the other secondary criminal
procedure subjects, on account of their activities and contributions ilaimain of
clearingup and solving of criminal matters.

A special place among the essential features of the functions of the law
enforcement agencies has its legal charaetafl important issues related to police

8



functions to its performance have not yord social and political, but also a legal
expression. Legal regulations establish in detail the contents of the police function, that is,
the scope and jurisdiction of the police, then they prescribe their powers in carrying out the
tasks and rules of cdact, establish principles of organization and its relations with other
bodies and entities in society, regulate manner of control over its work, the responsibility
for performing its tasks for which it has been established. This connection of police
functions and rights is only a logical consequence of the intention to shape the modern
state as a constitutional and legal state. In such state, organization and functions of its
organs are based on the prescribed legal rules and their own bodies are edtakliah
already determined legal procedure. By legal regulation of the organization and work of
public authorities, their power is being limited, the rule of objective law is being
established, and free and arbitrary actions of state bodies are beundpexcl

Adoption of all or some of the proposed institute in terms of their incorporation
into provisions of the Code of Criminal Procedure, would improve the efficiency of
authorities of internal affairs, bearing in mind the changed phenomenal forms and
masiveness of crime in the world. The fact that we live in a world of highly sophisticated
crime, which on organized and international basis uses the weaknesses of all existing
countries in which it acts, requires from legislator, police, prosecutors and tmdind a
more effective concept of combating crime, and on the basis, ensure high level of
protection of individuals and the state. In that sense, the phase of preliminary proceedings
could be conceptually changed, by entrusting it to-judicial auhorities - the state
prosecutor and law enforcement authorities, provided that the limitation of basic freedoms
and rights are determined by the court or that such actions and decisions are placed under
the mandatory control f the court. This would provEgadentiary power of the factual
material obtained from the actions of these bodies.
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Abstract

Bankruptcy crime represents a ss#t of economic and financial crimes performed
by people of status in the period before and continuing throughout the whole bankruptcy
procedure, which is itself a court case. As this is a specific form of crime, usually
spreading over a longer period of time, its detection, revelation, disclosure and prevention
also represent a complex issue and a responsibility of various state institutions and
authorities with police jurisdiction.
However, in the course of the investiga, other state authorities with specific jurisdiction
and responsibility are also involved in supervising and controlling the activity of the legal
person in the course of the bankruptcy process, i.e. the legal person involved in criminal
activities toinduce insolvency of that particular legal person, or even more precisely, a
legal person with debts surpassing by and large the claims.
Pursuant to the provisions of the Law on Criminal Procedure, the criminal investigation of
bankruptcy fraud representtse liability of the Public Prosecutor and the Primary Public
Prosecutor responsible for eradicating organized crime and corruption, of the Ministry of
Interior and its criminalist unit, the Ministry of Finances and its Financial Police Office
and sometires even its Public Revenue Office, which can file a bankruptcy litigation to
the court due to unsettled indebted liability-ssis the Macedonian Budget.
This results in the necessity to establish htetitutional collaboration in close
coordinationwith the Public Prosecutor, in a process of criminal investigation, for the
purpose of revealing and disclosing relevant evidence, necessary for successful conducting
the penal process and forfeiture of proceeds of crime as well as corresponding sgnctionin
The main topic of this paper is the study of the bankruptcy fraud and thénistigrtional
collaboration among the respective bodies in the pretrial procedure in order to provide
relevant evidence, indispensable to the successful conduct of the ppeocedure and
sanctioning.
Key words:bankruptcycrime, crime investigationpretrial procedure proceeds of crime
and evidence
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INTRODUCTION

Bankruptcy crime as a particular type of financial crime has been known even in
the previous economic systeof the Socialist Federal Republic of Yugoslavia and present
in cases of large industrial capacities going bankrupt as a result of mismanagement.
The most prominent criminal misbehavior came in the diverse forms of appropriation on
the part of persons iohargei managers, or piling up fictitious debts through fictional
invoices issued by the private sector, of course, upon agreement with the persons in charge.
However, this was not the case frequently. This type of crime particfiauhjshesin the
transitional years, growing into a serious danger threatening to cause enormous damage
both to the large number of workers and to the state Budget, due to the unpaid taxes and
contributions, as well as to the numerous trustees, who only because of theptmnkr
procedure, are prevented from settling the debts. The bankruptcy fraud is directly brought
into relation with filing for bankruptcy, as a means of dealing with the financial condition
of the debtor in cases of inability to repay the due debts. Thieversed debtors of
numerous private legal persons managed to evade responsibilit&sivisrustees and
employees, through bankruptcy schedules, ending up in starting a new company.
The newly created market economy conditions and the entreprenehastgignevitably
accompanied by the emergence oftatied new forms of criminality. In the course of the
privatization process where the state is gradually withdrawn from company ownership and
due to the psychological racing for profit, a new type of @atyy is being developed in
the form of starting uphantomcompanies, opening and closing of accounts, keeping no
books, false balance sheet, false invoices and other fraudulent documensizexelebts,
inability to repay them and the like. Above #ikse stands the abuse of the bankruptcy
procedur e and | egal personbs tot al i qui
meanwhile being transferred into personal gain for the subject. (Kambovski: 2003, p. 336)
The bankruptcy, as a particular econorand legal entity, has been regulated by the Law
on Bankruptcy and its several amendméntbich, in given situations brought about
substantial misconceptions whether certain acts are considered criminal or legal. This is
especially in correlation with ghprerogative of financial control and audit, upon filing for
bankruptcy. This dilemma has been clarified in the transitional and final provisions of the
Law. Yet, the extent to which the courts are successful with regards to bankruptcy
procedures, represts a problem with which the Public Prosecution, the Criminal Police
and the Public Revenue Office are faced in the process of obtaining operational
information or notions about criminal activities laying the grounds for bankruptcy filing.
This is particlarly the case when the bankruptcy procedure is aiming at liquidation of the
legal person, thus preventing the creditors to repay the claims in total, whereas the State
and its Budget are granted the role of a trustee, as well, due to the unpaid taxes and
contributions.
The really wide range of criminal activities in the prequel to the bankruptcy procedure, in
line with those directed towards creating a condition that meets the legal provisions for
taking up a bankruptcy procedure, as well as the bardyrgpime itself, impose the need
for pronounced professionalism, competence and motivation on the part of the state bodies,
particularly having in mind the fact that bankruptcy crime is closely linked to the evasion

Y aw on BankruptcyOfficial Gazette of the Republic of Macedonia, §6/97, 53/2000, 37/2002
17/2004 34/ 06, 126/ 06, 84/07 d 47/ 11.
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of legal regulations and the time frameeded for amending certain legislation provisions
that eventually decriminalize the acts previously categorized as crime.

The bankruptcyelated crime is a system of criminal acts that are considered as typical
criminal acts, such as: false bankruptdankruptcy through malpractice, abuse of
bankruptcy procedure, or excessive detriment or profit related to the trustees. Along with
the above are the following: abuse of position and authority, forgery of official documents,
falsification and destructionfdusiness books, money laundering and other proceeds of
crime, as an act of legalization of crime proceeds earned in the course of the previously
named crimes.

As this is about crime situations characterized by a series of criminal acts committed by
persms of legal status features (officers, heads of offices, persons performing public
activities), part of the bankrupteglated crimes are subject to criminal liability on the part

of the legal persons and coordinated taking up actions on the part obtleegoasecutor.

The coordinated approach to criminal investigation is above all necessary, due to the
individual jurisdiction that the Criminal Police of the Ministry of Interior and the Financial
Police Office of the Ministry of Finances inherently passeand to the need to avoid
duplicating the activities. Yet another benefit lies in the utilization of professional skills
and knowledge of operational officers in terms of veefianized team approach in the
process of investigating and applying the ameasures, pursuant to the Law on Criminal
Procedure.

CONCEPT AND PATTERNS OF BANKRUPTCY CRIME

There are several definitions lsnkruptcyandinsolvencyand some of them are going to

be presented in the following text:

Bankruptcy represents a speciform of court proceedings related to the assets of a debtor
incapacitated to repay, by means of which the debtor is deprived of further managing the
assets for the purpose of settling the debt with the trustees

Bankruptcy represents an economic conditdf the debtor due to which the debtor is not

in a position to settle the due payment obligati¢®arini : b.237y

Bankruptcy is a particular form of executive proceeding that provides assets for settlement
of all trustees of the insolvent deht6rgstevski 1986, 318)

Bankruptcy, in its broader sense, understands a collapse of the company activities which
prevents it from achieving the expected results, whereas from the financial aspect, it
understands a collapse in the company activities whah restart the continuity of
operation, but is caused by the insolvency of the negative net assets of that company.
( Ba ht i-GiabedrSikalica:2001)

The bankruptcy is a form of court procedure that can be induced by criminal behaviors and
for the purpose of starting the bankruptcy procedure. The crime related to incurring
fictitious debts or malpractice leading to a condition of insolvency of the legal person, as
well as the criminal behavior underlying the very bankruptcy procedure for the pufpose
abuse of trustee rights and selling the bankruptcy assets at lower than realistic prices, is
known as bankrupteyelated criminality in the criminalist and legal theory

Bankruptcy procedure is an altinclusive procedure led by the authorized courthie
direction of reorganization or liquidation of the debtor. The bankruptcy procedure is

2 A small encyclopedia of educatioBeneral encyclopediaecond parsecond editionBelgrade
1971,p.649
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aiming at collective settlement of trustee
income, or at designing a contract for leveling the claims determingat ireorganization

pl an that i S me ant for further ma Thet enan
bankruptcy procedure is taken up for the purpose of collective settlement of trustee claims
and it is directed towards the debt@uslesl®: 2 0 0P, tc. 15

The bankruptcy procedure is administered at the court of law, and the parties involved are:
the bankruptcy judge, bankruptcy manager, board of trustees, trustee assembly and
bankruptcy court council. The decision to open a bankruptcy procedure is bbyutie
bankruptcy judge and it is this judge that nominates the bankruptcy manager. The manager
acquires the status of person in charge for the legal person by registering in the Central
Register of the Republic of bthangeboomelated i nt r
to the legal person. The manager becomes responsible for the operation in the course of the
bankruptcy procedure and his/her work is completely in accordance with the bankruptcy
judgeds recommendati ons.

The bankruptcy procedure rcan o t be undertaken in cases
Republic of Macedonia, funds financed by the Macedonian budget, the Pension and
Disability Fund of Macedonia, the Health Insurance Fund of Macedonieg@edfnment

units, government bodies and autties, as well as legal persons with public jurisdiction,

in case they are exempt from the Law on Bankruptcy Procedure (Brajanovski, Belicanec
and Nikolovski: 2007, p. 19).

The bankruptcy is whiteollar crime executed in two phases of criminal actisitie

activities preceding and activities following the opening of the bankruptcy procedure. The
acts of crime for the purpose of || egal pe
based upon previously established objective and well theafgiian fa criminal
realization and gaining crime proceeds in the form of immovable and movable property, or

claiming the right over t he | egal per son
motivation for bankruptcyelated crime is unlawful acquisition of propelly means of
bankruptcy and Il iquidation procedures for

of debt payment. This procedure is accompanied by fraudulent business documentation
and a series of abuses of position and authority on the part ofvalVéd in the crime.

The abuses in the course of bankruptcy procedures are also known as criminal bankruptcy,
determined by the following: avoiding or prolonging to open the bankruptcy procedure,
inhibiting or obstructing the rights of trustees in thegedure, deceitful increase of
debtords I|liabilities andKakleoeskii n2g0 Of9r, a ued u |3e6n)
Bankruptcy crime is one of the forms of financial crime, representing a nowiolent
behavior of an organized criminal group, structured onthe bases of special status
(professional, responsible, legal, foreign professional and legal persons by contract)

and features of the executors (professional and legal persons) displaying enormous
psychological influence, even violence, on the employeexidhe trustees, in terms of
non-respecting the legal provisions and involving in acts of crime with a sole purpose

of opening a bankruptcy procedure and acquisition of unlawful property gain,
through a process of not paying the contributions towards thetate, the employees

and the trusteeg(Nikoloska 2013, . 294)

The bankruptcyelated deeds of crime are actually a subset of criminal deeds immediately
related to going bankrupt. Contributing to this is the statement according to which it is
totally acceptable to punish the debtor, who, driven by his/ser own cripunabses, has

3 Article 3 of the Law on Bankruptgyfficial Gazette of the Republic of Macedonia, R4/06
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caused a crisis in the economic operation, which on the other hand has brought about
damage in the interests of the trustees. This damage is by no means insignificant; on the
contrary, it can, to a large extent, influence the interestseotitiiployees, in parallel with

the trustees, as well as the state budget and the national economy in general. In the
Macedonian penal legislation, the bankruptelated crime can be of two forms:
(Tupanlev®lib, t. 219)

Crime related to bankruptcy oriminal behavior that contribute to filing for bankruptcy or
abusing the bankruptcy, for unl awf ul purp
ibankruptcy due to mal practiceo.

Crime in the course of the bankruptcy procedure, or criminal behavibumigirstands
abuse or violation of the procedure for ¢
procedureo and fAdetri ment and/ or excessive
such as ifabuse of positiomciaald dadhmoentt
ifalsification and destruction of company
The bankruptcy crime does not stand by itself; in a number of cases it is in close relation
with other forms of crime, like: abuse of position and authority, malpractice, defalcation,
forgery and destroying official records, misdemeanor related to public procurement of state
owned legal persons, fictitious procurement and money laundering, which, as a new
invest ment of Aidirtyd money acquirenad t hr ol
degree crime of bankruptcy deddinmaiknpsoden
into Aclean fundso (Taseva: 2003, p. 30).

Bankruptcy-related crimes before opening the bankruptcy procedure

Fake bankruptcy is a crime against the property inngeal, the property rights and
interests, and could be performed by any person engaging in acts of crime, directed
towards opening a bankruptcy procedure based on fake or fictitious documeiitation
evidence, aiming either at illegally gained profit or pation of the person that committed
the cri me. T h e *fofieBeaskrespobsibilitkon the pac gf dhe person who
deliberately causes the condition, in order to evade payment, through apparently selling the
property or just a part of it, transferg money to other accounts, handing over without
compensation or expropriation at incomparably low value, signing fake contracts about
debts, acknowledging untrue claims, or concealment, destruction, redrafting, or simply
keeping the books in a manneathwould prevent defining the true condition as regards
property and assets.

The act is defined as creating false notion of insolvency of the debtdrhis is most

often done by changing the contents of business records that reflect the economic and
finandal condition of the debtor, coming into view through the asd@bility balance.

What is the case in practice is usually brought in relation to signing fictitiousdiuy
agreements, unsubstantiated money transfers or handing over without compgtraagon
entries without realization, fictive transactions related to fake debts, accepting fictitious
claims, destroying, redrafting or keeping the company books in contravention to the
regulations. The outermost purpose would be evading the obligatipayofent through
creating an idea of a fake bankruptcy, or fake inability to fulfill the obligation. This is the
intention, preceded by premeditation. Thus defined acts speak clearly of the fact that the
situation needs to be well thought of, planned toddiail and accomplished, by a single

* Article 254 from the CriminalProcedural CodeOfficial Gazette of the Republic of Macedonia,
No. 37/96, 19/0d4nd114/10
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person or in cooperation with accomplices. Since 2004, the legislation has foreseen
criminal liability of legal persondn practice, trustees very often try to prove that, in order

to avoid the responsibility & vis them, the debtor undertakes any of the above actions or
a combination of several of them in order to reach the ultimate éffecping out the
debtords property and inability to settle
obligations, that @, in fact not realistic at ajSusleslo : 2009 170)tc . 160
Bankruptcy due to malpractice is an act of crime committed with full awareness on the
part of the doer about the inability of the debtor to repay, achieved through insensible
expenditure andexpropriation of goods and rights at irrationally low prices and over
excessive indebting, taking over disproportionate obligations, signing asigniag
contracts with other persons incapable of making payments, to missing to settle claims and
other brms of harmful activities towards the responsibility in managing an asset that lead
to going bankrupt. Since 2004, the legislation foresees criminal liability for actions taken
by the person committing the crime, on behalf and for the account of thg@ézgafi. The
legislation incriminates the unethical operation as a means of committing this type of
crime. But, unethical operation is itself considered a rather broad category, very often
related to the activity of the legal person and to other crimimiatiemeanor, involving
elements of forgery, destruction of business documentation and fraudulence. According to
the legal provisions, the executor of the crime is the individual debtor, him/herself.
However, it can easily be deduced that the crime cbeldommitted even by a person in
charge at the trade corporatibdebtor.

Bankruptcy crime in the course of the bankruptcy procedure

In a bankruptcy procedure, a number of persons with official status, and at the same time
involved in the very procede are taken responsible for committing crime, like the
bankruptcy judge, the bankruptcy manager, the bankruptcy court council, the board of
trustees, the authorized court assessors and the like, all entrusted with the obligation to
abide by the Law on B&ruptcy, as well as with the penal responsibility with regards to
incriminated conduct, according to the Macedonian Criminal Law. For such cases, the
legislature foresees responsibility for official and persons in charge, for the involved
physical personsbut also for the legal persons, depending on the crimes committed and
the intention that preceded the very act of crime, particularly as regards the behalf and the
account at which the crime was committed.

Abuse of the bankruptcy procedurerepresents a crime committed during the very
procedure and is related to filing fraudulent claim for securing the right that the
representative of the trustees / the member of the board of directors / the bankruptcy
manager is not commonly entitled to, shproviding unlawful gain and benefit for the
purpose of not reaching a decision in a given context, or afflicting anyhow at least one
trustee. Beside the above, it is foreseen to seek responsibility on the part of the involved in
the crime who attempt aromising and/or providing unlawful benefit for the purpose of
fraudulent claim and entitlement to rights that do not belong to a trustee, a member of the

® Article 254 from the CriminalProcedural CodeOfficial Gazette of the Republic of Macedonia,
No. 19/04
® Article 255from the CriminalProcedural CodéOfficial Gazette of the Republic of Macedonia, No
37/96, 19/04nd114/09
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board of trustees or a bankruptcy manager, over the course of the bankruptcy procedure.
Also, such reponsibility is foreseen for the legal persons

The Law on Bankruptcy stipulates a specific ortisamply with when settling the claims

in every phase of the bankruptcy procedure. But this is not the case when there is reverse
order of payment or subitting of fraudulent documents. In addition, this is also about the
corruptive elements in line with the forced fraud claim or revepsexlity payment done.

These are considered massive crimes, but the afflicted parties, in some cases decide to
accompli® the cases through civil lawsuits. If, in the course of the trial a certain crime is
detected, the case is defined as corruptive crime involving elements of abuse of position,
falsification or destruction of administrative documents, frauds, etc. A venyfisant
element here is the involvement of premeditated intention, considering the trustees as
probable criminals, or the members of the board of trustees, the bankruptcy manager or
any other person involved in the procedure, who does not have the Istatmaking

efforts to reach it, getting involved in incriminated activities of this scope (e.g. a person
with fraudulent documents representing him/herself as a trustee).

Detriment and favoring of trusteeghe interest of the trustees is emphasizeditazdin

their interest to have a legally conducted bankruptcy procedure. The competition among
the trustees in terms of who gets partial and who gets total settlement is considered a
corruption motivation for the involved officials in the bankruptcy pahae (the
bankruptcy judge, the bankruptcy manager or the bankruptcy court council, and very often,
the involved court assessors).

Some of the trustees are more privileged on account of the ones who are going to be
deprived, and this represents favoragleunds for criminal activities, with increased
opportunity for corruption and diminished possibility to detect crime. Bankruptcy
procedures are rather specific, and the prosecution authorities, considering it to be an issue
of interest of the court, arelatively less involved in collecting information about this type

of crime, which takes significant professional knowledge to disclose it and specific one for
locating and providing evidence. A word has to be said in relation to the inertness of courts
to cooperate in cases involving bankruptcy and bankrtiptelated crimes, most probably
due to the interconnections and cri minal
the Abankruptcy pieo.

Detriment or favoring of trustees is a crime perfediby a person in charge and of status,
who, knowing that the legal person has gone insolvent, purposefully favors one of the
trustees on account at the expense of others, by settling his/her claims first. This person in
charge, welaware of the insolveycand aiming at detriment of trustees, will acknowledge
fraudulent claim and create a false contract just to bring damage to the trustees. This crime
is graded against the damage incurred with regards to whether there is -acédege
damage (over 250 aagge salaries in the course of the execution) and whether the legal
persons are liable to responsibfiity

Crimes in relation to bankruptcy crimes
ATax evasi ono inrrdagon® ankruptsy canmitted eluring the act of
selling of bankruptcyestate, with a discrepancy between the price visible in the official

’ Article 256from the Crininal-Procedural CodéOfficial Gazette of the Republic of Macedonia, No
37/96, 19/04nd114/09
8 Article 257from the CriminalProcedural CodéOfficial Gazette of the Republic of Macedonia, No
37/96,19/04nd 114/09
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buy-sell documents and the actual one which is usually higher. Part of this money is paid

i n cash, as a commi seilom,f dr ewehledibradct @d
like, meant for thedeservingones. Of course, tax is calculated and paid just for the price

that appears in the financial documents. Although it does not represent a separate crime in

relation to the bankruptcy, the Aabuse of
353 of the Criminal Code, is still the most frequent case of persecuting bankruptcy
managers.

The same crime is brought into relation with an official who abuses his / her position for

the purpose of gaining material or other form of benefit, either for himseliesr for
somebody else, in a process of #uolfilling his work tasks, at the same time causing
damage to other persons. The supervision
to checking whether all obligations, as foreseen in the Law on Baokrugre satisfied,

but it does not take into consideration any unlawful activities taken up by the manager, for
which, he / she provides reports with fake contejsssleska 2003, tc. 164)

INTER-INSTITUTIONAL COOPERATION IN COMBATING BANKRUPTCY¥
RELATED CRIME

Bankruptcy crimes are incorporated within the Crime Code of the Republic of Macedonia,
Chapter 23 Crimes against Property, whereas the crimes related to position and authority
abuse in Chapter 30

The disclosure and evidence provision procedimeselation to bankruptcy crimes are
regulated just as the rest of the crime acts in the Crime Procedure Code. This procedure has
been categorized as pretrial procedure carried out by the Public Prosecutor, in a
coordinated mode of operation of the Juali&olice Force, whose members are operation
officers from the criminalist police forces of the Ministry of Interior and the financial
police of the Ministry of Finances. These are directly authorized task forces for combating
bankruptcy crimes, in closeooperation with the Public Revenue Office and Financial
Intelligence Office of the Ministry of Finances for the purpose of complete disclosure of
crime cases, by provision of relevant evidence in a process of inspection controls over the
functioning of le@l persons in a bankruptcy procedure, but also by financial investigating
the money fl ows and | egal personds transa
procedure, in order to facilitate the confiscation procedure.

The Public Prosecution Office an@riminal Police forces are the only legitimate
authorities for official prosecution of all crime acts, whereas the Financial Police has the
jurisdiction to investigate and provide evidence for the following financial crimes: money
laundering and crime peceeds, illegal trading, smuggling, tax evasion and other crimes
involving unlawful property gain of significant valtfle The bankruptcyelated crime is
directly in relation with acquiring crime proceeds mainly of significant value (more than
50 average saties}”.

Penalprocedure legislation outlines the process frames of legitimate police jurisdiction,
like operation and tactic measures and activities, investigation measures and activities and

® Criminal-Procedural CodeOfficial Gazette of the Republic of Macedonia, 8@/96, 19/04nd

114/09
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specific investigation measures. Besides, it defines whicke $tetitutions have the
jurisdiction to investigate the specific crimes, the crimes resulting in unlawful property
gain or in harm above the legally foreseen values.

To put it otherwise, the Police and the Public Prosecution Office are entrusted complete
jurisdiction regarding all crimes, and the Financial Police has the jurisdiction of
investigating and evidence provision for the following financial crimes: money laundering
and crime proceeds, illegal trading, smuggling, tax evasion and other crimegnigvol
unlawful property gain of significant val

The pretrial procedure is of great importance and influence on the final effect of the overall
case. Namely, this represents a stage that precedes the start of the penal procedure, and as
such, its aim igo provide, answers to each and every question as regards the given crime,
based on criminalist methodology, in order to lay the grounds for opening up a criminal
procedurdTupant e29Ri2, t. 54)

The investigation of crimes in relation to bankruptsyperformed by a team led by a
public prosecutor, whereas the judicial police are in charge of taking up the related legal
measures and activities. Macedonian legislation has foreseen three types of measures and
activities: police investigation or operatiand tactic measures, investigation measures and
specific investigation measures. The team approach actually represents the inter
institutional cooperation of the above mentioned bodies, regulated by memoranda of
understanding. The process of intestitutional cooperation is rather complex and the
preconditions for its success involve above all, fim@ng of laws and bjaws,
establishing a system for exchange of information and data, forming joint teams for
operational procedures, preparing joint geak of crime situations, developing a role
model of a liaison officer, providing accessibility to data bases, electronic linkage and
communications, mutual professional and material assistance, education and exchange of
experience.

The interinstitutional cooperation is a concept of operation in good faith, by means of
well-established communication and collaboration and is not to be perceived as an
opportunity for competition or rivalry. In some way, the concept of -int&itutional
cooperation, pdicularly among state bodies with entrusted police authorization, should be
considered as a possibility for fcorrectia
the investigation process in view of providing relevant evidence. The professional
competace, the human resources involved and the technical facilities of each cooperating
party are diverse and they all have to be optimally utilized. The coordination of institutions
and state bodies is required for the purpose of harmonization of specWitiestisince

the involvement of several institutions with same or similar authority, strategy, function
and task can sometimes lead to conflictjurisdiction, parallism in operation and/or
double mandates for dealing with the same crime act.

Also, anotler risk would be transferring the mandate to act from one body to another due
to various reasons, and above all is the risk of corruption. The aim of coordination is
establishing mutual communication, collaboration and planning of joint activities in the
course of control and financial investigation of crimes that are almost always interwoven
with numerous criminal activities, performed in various locations at different period of
time.
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The term cooperation understands a process of joint operation ofyaetidt involves
deliberate or noweliberate engagement of officials in collaboration. Usually, it involves
the form of direct agreement among officials from institutions and state bodies involved,
written communication and exchange of acts, as well ag@hc correspondence, which

is rapidly growing and providing faster and simpler way of information and data exchange.
Discovering this kind of crime requires above all highly professional,-twalied and
experienced staff with knowledge of economgge law and finances. Only skilled expert
professionals of this caliber can be considered for disclosure of such crimes, to provide the
relevant evidence and to initiate procedures by filing criminal reports to the authorized
courts. Without providing th@ecessary evidence in the {neestigation procedure, the

case would be reduced to simply having crime suspects, and the final outcome of the
procedure would be speculative with regards to existing crime liability. The investigation
procedure imposes tmeed for submitting the complete paper work attached to the file for
bankruptcy, access to the financial report on the justification for filing and every other
document issued during the procedure, in line with the court decisions for selling the whole
or part of the property.

The most common problem the operation officers are facing is the cooperation with the
court in charge. Very often it is difficult to get permission for inspecting the case, or to
provide corresponding documents needed for the psoad analyzing and finally
confirming the criminal liability, at whichever phase of the bankruptcy procedure,
including the crimes prior to the procedure. The insight into the paper work is planned and
performed in the presence of a bankruptcy manadeen,Tall legitimate mandates are
employed in order to inspect the bankruptcy case, by involving the public prosecutor.

In the process of disclosure of this type of crime and provision of relevant evidence,
comparison of documents like, financial reporattliepresents the base for filing for
bankruptcy, financial report as a basis for opening up the procedure, paper work produced
in the course of the procedure such as the decision to open the bankruptcy procedure, the
decision for nominating the bankrugtmanager, court trial minutes, decisions adopted by
the bankruptcy judge and bankruptcy court council, is carefully carried out. Of course, it is
necessary to analyze all the produced documents related to trustee claims in the course of
the procedure. Ab, an analysis of all the acts related to the distribution of the bankruptcy
assets, payments made after selling and paper work related to the distribution of financial
resources upon selling of immovable property, means of production, raw materials and
finished products, as well as comparing them to the provisions of the Law on Bankruptcy
in effect at the time of opening and closing of the procedure, have to be made. The analysis
and the comparison of paper work against the Law provisions, lead towdalls to
disclosure of the case, by determining the elements of concrete crimes, defining the
criminals (their status and criminal activity) and relevant evidence present in the given
acts, preceding, during and after the completion of the bankruptcy procedure.

The overall process of criminal investigation is closely related to preparation of
corresponding documents, regarding above all the insight into the business paper work,
economic and financial court expertise documents, graphologist expertise etc. It is
important to take legitimate measures and activities with regard to lawful provision of
materials for evidence and to application of appropriate tactics and techniques in the course
of the criminal procesd he neatly prepared minutes and the completdesde represent

the basis for the prosecution to have an incrimination act, with the prosecution being one
of the parties in the criminal procedure. It is exactly the active part of the Public prosecutor
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in the preinvestigation procedure and the analysfighe activities taken in line with the
evidence provided that are significant for the further development of the procedure.

The prosecutor is coordinating the flow of actions and what evidence to be taken into
consideration in the pravestigation proedure in order to prove the liability of the
involved, in combination with suggesting measures for securing and/or freezing the assets
of the insolvent legal person for the purpose of confiscating and paying up the trustees.
Particular attention is pai@ tproviding evidence with regards to the status features of the
criminals as it is required for classification of crimes based upon the analyses of evidence
and type of crime activities. It is important to mention that special attention, in the course
of the investigation, is also paid to the auditing reports which are needed in the first stage
of opening the bankruptcy procedure, as well as in the stage when it is decided whether to
liquidate or revitalize the insolvent legal person.

The bankruptcy delingent s ar e kmownd aas ciwmi nal so wh
criminal acts within the frames of their professions, bringing into question their relatively
high societal status and thus causing lagme material damage to the domestic economy
and, widerto the society in generdl fgeleski 1997, Letwml pergofis2aye also
considered criminally liable category of bankruptejated criminals. Criminal liability of

legal persons is related to criminal acquiring property gain, through sharing itheith

i mmedi ate executor, thus( ammeski mi2rod 53 fiecr i1lBe
The aspiration of the Republic of Macedonia for integrating in the -Btlamtic
organizations has imposed the imperative for harmonization antufiiteg of the existing
domestic penal legislation as regards bankruptcy procedure, with that of the Elémemb
states, particularly with a reference to dealing with complex issues of this criminality, its
legal determinacy, disclosure, prevention and court resolutions that were mainly
inefficient. According to this, there is an underlined demand for educatitraning of

staff dealing with this issue, a necessity for upgrading the judicial practice that will
permanently be of service to the bankruptcy managers, as well as building up reinforced
court positions, in particular that of the Supreme Couphaudwski, Nanev & Nikoloska

2009)

CRIMINAL CASES WITH ELEMENTS OF BANKRUPTCY -RELATED CRIMES
:
MACEDONIAN CASE ANALYSIS

An example from the Macedonian criminalistic practiceThe Local Office of Interiof

Ohrid has filed charges against AA from Ohrid, owner and managerof ttwo companies, XX
and YY, against BB general manager of ZZ company, against iCSecretary of the
Municipality of Ohrid and against DO judge in the Primg Court of Ohrid for
committed cri minal of f e n c élsificatidnuasdedestouttionp o s i t
of of ficial records and fraudul ent bankr
manager, has reported to the Primary Court in Ohrid, basedr@audulent document from

year 2010, that his company XX has incurred certain debt to his other company YY. At the
same time he asked the Court for settlement, according to which the two objects of 710
square meters in total, property of the companyafd BB, would be transferred into
AAb6s company XX ownhership. Both objects,
used by the Municipality of Ohrid, leased from BB for an annual rent of 4890Euro. AA, in

the course of the court procedure has just obtaamedvidence list instead of a property
certificate, which he used for privatization and legalization of the objects and the land, and
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then sold in 2011, acquiring unlawful property gain of 105,400.00EAMsD, in his
intention to evade the unsettled delbbwards the trustees and the taxes, AA filed for a
bankruptcy of his company YY and transferred his whole estate to his other company. On
the other hand BB, not protecting the company, allowed loss of the estate, without any
possibility for further seltig or transferring it to other physical persons, causing a damage
of 46,933 euro. CC, the Secretary of the Ohrid Municipality, without any legal grounds,
ordered handingver to AA, although welaware that both objects have been leased by
the Municipalityfor an annual rent of 4890 euro. Thus he provided for AA to obtain a
geodetic elaborate and object legalization and privatization, with an opportunity, both for
him and his company, to utilize them, although it was the Municipality which was paying
the ent. DD, the judge in Ohrid Primary Court, in 2010, has concluded the court
settlement, at the request of AA, who was not in possession of a property certificate,
contract, court decision or any other legal document regarding object ownership, and
knowingly granted AA and his company ZZ the right to own the estate.

An example from the Macedonian criminalistic practicePS from ON Prilep has leveled

an accusation against AA, manager of the company F from Prilep to the Municipal Public
Prosecution, on the gnads of causing bankruptcy through imprudent working, foreseen
and incriminated pursuant to Article 255 of the Criminal Code of the Republic of
Macedonia. In the course of 2009, AA in his capacity of manager of the company-+, over
excessively indebted treompany by taking a loan of 34,839,122.00 MKD from the MM
bank- Skopje for the purpose of purchasing equipment. Also, he appears as a warrant or
for a loan of 22,076,533.00MKD taken by a family company run by his wife. The accused,
for the alleged needd bis company, took loans from a number of legal per$dnsstees

for his company, and after that, in September 2010, abandoned the company, interrupted
the connections with his business partners and filed for bankruptcy of his company. In the
course ofthe bankruptcy procedure, upon completion of the court expertise, the company
estate was estimated at a value of about 4,893,555.00MKD. AA, in committing this
criminal offence, has deprived the trustees of his company for a sum of
41,501,646.00MKD. In sumimg up, it is clear from this example that the manager of the
company has deliberately taken a loan of 34,839,122.00 MKD for equipment purchase, but
later on uses this sum to warrant for another loan of 22,076,533.00MKD on behalf of the
family firm, run by his wife, to abandon the company, interrupting the communication
with the business partners and filing for bankruptcy of the legal person, thus depriving the
trustees of a sum of 41,501,646.00MKD.

CONCLUSIONS

The bankruptcyelated crime is a reality ithe criminal practice in the Republic of
Macedonia. The involved state instituions and organizations act in accordance with their
legitimate authorizations. However, the most difficult part in the process falls within the
part of uncovering the primary emtion informationAfter that, the disclosure process is

l ed by Ahints in the paper worko.

It can be deduced from the analysis of practical cases that this type of crime is usually
committed by persons of status who get involved in criminal activitigs po the
bankruptcy procedure leading the legal person to reach the state of opening the
bankruptcy procedure, as one of the aims of their criminaBactkruptcy managers and
bankruptcy judges are getting involved at a later stage, and of cowsaudriors and
court experts play their criminal rol e,
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the bankruptcy pieo, depending on the | ega
stock companies, the criminal offence is in the directibeventual purchasing the legal
person, upon constant depreciation and opening a bankruptcy procedure, during which, the
rest of the movable and immovable estate of the legal person is purchased at a price far
lower than the actual valdkit is a privae legal person, the criminal offence is in the
direction of evading to settle the obligations towards the trustees, in particular those that
are state owned (public enterpriseben, tax evasion as an obligation towards the state
Budget and wages, as abligation towards the employees.

The above two examples illustrate the fact that bankruptcy crime is committed for the
purpose of gaining largecale crime proceeds and causing lesggle damages to the
trustees, whereas the crime is most often corathith the form of falsifying and
destroying the business books or fraudulent activities accompanied by abuse of position.
These crimes are well premeditated before they are committed. The success of the criminal
trial, as well as the determining the typedasize of criminal proceeds, the sanctions
against the criminals and the measures for confiscating such proceeds and property, depend
directly on the quality of the collected evidence in the pretrial procedure.
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Abstract

Juvenile delinquency as a phenomenon is currenirduggent in every society and
time, and in accordance with the current political, economic, and other social conditions
and circumstances. The Republic of Serbia, like other countries in the region, is
characterized by a period of "transition”, in which thajority of its inhabitants are mostly
failed to adapt adequately, which is especially evident in juvenile population. Given the
fact that juveniles are a special category of criminal offenders, they have a criminal justice
treatment different from adslt
The development of criminal legislation on minors is accompanied by the acceptance of
modern trends in juvenile criminal legislation. These trends involve the avoidance of
classical criminal reaction to socially unacceptable behavior of juvenilesineaoduce
new institutes of criminal law that should meet the best interests of this population.

On combating and preventing juvenile delinquency it is crucial to recruit more social
entities, both local and broadéron national level. This phenomenon Hasg been not

just criminal law and social repression on it. Delinquency of young people is increasingly
concerning social welfare institutions, educational institutions, NGOs and other institutions
of society. When it comes to juvenile delinquency, pnéive treatment of this entity
should certainly be a priority, comparing to our current system of repression.

As from January 1, 2006 a single regulation in field of juvenile criminal law in Republic of
Serbia began to apply. The Law on Juvenile Offenderd Criminal Protection of
Juveniles is a novelty in our legal system because the matter of juvenile criminal law is
now completely isolated and is in one, single regulation. In this paper, author will analyze
characteristics and peculiarities of the pemtiags against juveniles.

Keywords: Juvenile delinquency, educational orders, recidivism, criminal
sanctions.

1INTRODUCTION

The term “juvenile delinquency” in the present time covers a wide range of socially
unacceptable behavior by juveniles, fr@asocial, antisocial up to delinquent behaviors.
Therefore, in our literature there is a differentiation in approaches to the term “juvenile
delinquency" on two concepts: wider and narrower understanding of this term.

Any behavior of a human being, whichnist in accordance with generally accepted social
and legal norms, is a result of the interaction of several factors, mostly biological,
psychological and sociological. When it comes to juvenile delinquency, in the sphere of
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interests is not only committedriminal offense or offenses, but also a minor who
performed action, as well as his attitude toward the performed actions.

Today, a general attitude that resulted from the statistical monitoring of crime prevails, and

it is that of the total number of ahe crimes committed around 10% carries out minors.
Juveniles usually commit crimes in the field of general crime, in the majority crimes
against property, followed by the commission of criminal offenses against life and other
crimes in much smaller numtse

It is believed that the juvenile justice system originated in the United States, when in
Chicago in 1899 was established juvenile court. Following the idea of the special features
of the judicial system against minors in Europe are specialized fdrjosisaliction first
established in the Netherlands in 1905, t
2011). Given the fact that juveniles are a special category of criminal offenders, they have

a criminal justice treatment different from adults.

The ntroduction of corrective measures in the register of criminal sanctions of substantive
criminal law has led to major changes in their procedures against minors, who until then
have slightly been different from the proc

2. THE CRIMINAL PROCEEDINGS AGAINST JUVENILES PROCEDURAL
PROVISIONS AND MODELS

The new regulation in this area definitely had to be in accordance with international
regulations in the field of juvenile justice. It should be noted that only the mosttamp

and the Standard Minimum Rules of the United Nations Juvenile Justice (the Beijing
Rules) were the first rules were adopted specifically to protect the rights and needs of
children in conflict with the law. They consist of extensive guidelinesjtvanile justice

should be guided from the moment a child is arrested to the moment it leaves the detention.
Since the rules were adopted before it was adopted by the United Nations Convention on
the Rights of the Child, it influenced on the formulatidrihee basic standards of juvenile
justice that were later entered into the Convention on the Rights of the Child. The rules
emphasize the welfare of the child and the principle of proportionalityat when
considering each case specific circumstancethefchild and the nature of the offense
must be taken into account. The Beijing Rules are considered the most important document
for all professionals who deal with children in conflict with the law, although they are not
binding on the signatory countries

United Nations Guidelines for the Prevention of Juvenile Delinquency (the Riyadh
Guidelines), although nebinding for States Parties, were adopted specifically to treat
issues of crime prevention in the field of juvenile justice.The Riyadh Guideliedsaaged

on the assumption that the Member States most efficiently reduce the number of children
in conflict with the law, by strengthening and improving support systems and quality of
life (social security and welfare) of children from early childhood ahdaing
adolescence.Riyadh Guidelines include "Basic principles" to encourage preventive action
in the field of juvenile delinquency. These principles affect the Member States to:

A involve children in the "social activities" that will contribute to thpwsitive
development;

A take advantage of all the possibilities in society to encourage the healthy
development of children starting from their early childhood;

A Develop services and programs within the community, especially where there is a
lack of suchs er vi ces é
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Standard Minimum Rules of the United Nations Mwostodial Measures (Tokyo Rules),
although norbinding for a Member State, have been adopted to promote punitive
measures that represent an alternative to institutional measures (alternativensgaant

the pretrial diversion programs for children in conflict with the law. Tokyo rules represent

a key document in the framework of international instruments on juvenile justice. Tokyo
rules should apply to children in conflict with the law "in allages of criminal
proceedings” and to encourage Member States to develop a "wide range of measures
alternative to institutional care, starting from those before the criminal proceedings to those
after conviction". Member States should develop measures dte alternative to
institutional care within their legal systems, to provide other options, thus reducing the use
of imprisonment and rationalize criminal legislation policy, taking into account respect for
human rights, requirements of social justicd #re needs of offenders foreeucation.

A criminal proceeding against juveniles is one of the special criminal proceedings.
Juvenile justice is no longer regulated by the provisions of the Code of Criminal
Procedure, but a special law or the Law on dileeDffenders and Criminal Protection of
Minors (Art. 4285). The Act envisages two groups of criminal procedure provisions:

A Provisions relating to juvenile justice and

A Provisions relating to criminal proceedings in which a minor appears as an injured
party in criminal proceedings.

Al gener al proceedings against juvenil es
2011):

A Rules that represent the modification of certain general principles of criminal
procedure;

A Rules that may be regarded as ecéql characteristic principles of juvenile justice;

A Other general procedure against the juveniles.

Criminal proceedings represent an institutional framework for achieving criminal
protection of the basic social values violated by minor offenses. Ewagtttthe procedure

is specific to juveniles, however, it i s &
aim of the criminal proceedings against juveniles, among other things, is the protection of
the personality of the minor.The proceedings fosusn establishing the facts relating to

the personality of the minor, the circumstances in which he lives, as opposed to facts
relating to the offense.

Criminally and criminological theory talks about the existence of three models of the
criminal proceedigs against minors, namely: 1) protective model, 2) model of fairness,
and 3) corporate model.

1) Tutelary or protective model of the criminal proceedings against juveniles is primarily
based on socially constructed sogiabdagogical and psychological asggeof juvenile
delinquency, and criminal law aspects in the background. According to this model of
criminal procedure, which dominates in contemporary criminal legislation, committed
criminal offenses are in the shadow of the personality of minor anf@rhisy and social
environment. The basic principles of this process are: a juvenile to the proceedings referred
to as the defendant, specialization of judiciary, less formalism in such proceedings,
exploring the personality of the juvenile.

2) The model ofairness insists on the will of the minor against whom the proceedings are
conducted. The basic assumption of this model consists in a new approach to juvenile
delinquency, which causes of delinquency of minors see in their personality. Accordingly,
the uveniles must bear consequences for such their behavior, including criminal sanctions.
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3) The corporate model as a model of alternative treatment is based on the following
characteristics: given the primacy of administrative decigi@king in relation tothe

court; turn to criminal proceedings in some other branches of law; the implementation of a
number of alternative methods in the prevention of juvenile delinquency; coordination of
social services and the judicial. So as instruments diversion of resgotued juvenile
delinquency in our legislation are: the introduction of corrective orders as a measure sui
generis; then the principle of opportunity in the proceedings against juveniles, etc.
(Knegevil, 2010).

3. CONTEMPORARY REFORM OF JUVENILE JUSTICHEISERBIA

Contemporary cycle of juvenile justice reform in Serbia has begun (at that time
Yugoslavia) by Centre for the Rights of the Child and its initiative to produce a
comprehensive Code of Juvenile Justice and the evaluation of the existing sy&@8,in
which was conducted by UNICEF, stating that "the system of juvenile justice in Serbia
collapsed." The report described how decades of economic sanctions and social unrest
adversely affects the protection joénilechil d
delinquency, and that the juvenile justice system was in a state of neglect. Any essential
component of the system required considerable support and attention: legislation, police,
social welfare centers, judiciary and institutions for childrecoinflict with the law.

Different ministries in the Government of Serbia began with individual work on reform
within the preparation of priority programs for membership in the Council of Europe
(which happened in 2003). UNICEF has supported the beginfiwgr& on coordination

and planning, and conducted a reform program called "Give Children a Chance for
Change" funded by the Swedish International Development Cooperation Agency (SIDA),
in the period from May 2004 to June 2007. The project focused orabenain aspects:

A Policy development and supporting legislative and administrative referms
including the adoption of the new Law on Juvenile Justice and related norms and standards
for practical work;

A Development of alternative programs of protecteamd prevention within the
community - primarily through pilot projects of mediation between the victim and the
offender and the mobile teams for child protection;

A Strengthening the capacityin the judiciary, prosecution, police, and lawyers and
staff in correctional institutions;
A Representation rights and awareneamong those skilled in the justice and social

protection, journalists and the general public.

Adoption of the first, a special Law on Juvenile Offenders and Criminal Protection of
Minors in 2006 was strongly promoted in November of valoamative framework for
creating and managing policies and practices for working with children in conflict with the
law. These concepts include the following:

a) Rigorous foundation on the Convention tre Rights of the Child and other
international principles and standards;

b) The concept of restorative justice and diversion measures;

c) Restrictive application of detention, isolation and institutionalization of minors;

d) Promoting alternatives to inc®ration and development programs in the local
community;

e) Training mandatory for all professionals working with CBS;
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f) Development and implementation of special procedures to protect child victims of
violence and abuse, etc.

The Law on Juvenile Offetfers and Criminal Protection of Minors stipulates that the
purpose of educational measures and juvenile prison when he explicitly states, that the
provision of protection and assistance to juvenile offenders, by supervising them,
vocational training and deloping their personal responsibility, ensure education,
rehabilitation and proper development. Because of this goal, corrective measures apply in
proportion to the educational neglect of minors and the needs of his reformation and
education.l.(Grubal, 201

Application ofThe Law on Juvenile Offenders and Criminal Protection of Minors was not
synchronized and efficient at all levels of the juvenile justice system. At the same time
proved to be certain weaknesses, ambiguities, and the effort to juvetiite gidturally
sensitize with full respect for international principles and standards. For these reasons was
established the Council for juveniles as an independent coordinating body, which quickly
proposed the adoption of a revised National Plan of Adtio Children, defining priorities

in the further course of the reform of the juvenile justice system.

4. THE LAW ON JUVENILE OFFENDERS AND CRIMINAL PROTECTION OF
JUVENILEST FEATURES

As from January 1, 2006 in Republic of Serbia a single regulatidieloh of juvenile
criminal law has begun toapply. The Law on Juvenile Offenders and Criminal Protection
of Juveniles is a novelty in our legal system because the matter of juvenile criminal law is
now completely isolated and once the regulation is coveyeslibstantive, procedural and
enforcement law. Today in the Republic of Serbia,above listed, is the basic law, the
immediate source of the juvenile criminal law, which has primacy in the application to
juvenile offenders. (Jovagevil, 2011)

The Law on Juenile Offenders and Criminal Protection of Juveniles face indicates that the
provisions of this Law shall apply: "juvenile who has committed an unlawful act in law as
a criminal offense." From the legal definition it is clear that the term does not endiaidtt
because it is considered that the fault is incompatible with the concept of minors.
Accordingly, under the term minor is meant a person who, at the time of the criminal
offense, has attained fourteen and was under eighteen years of age. Withigethesl
guidelines of our legislation is made a distinction between: younger miagrerson who

has attained the age of fourteen but not the age of sixteen, and older ju\sepiéEson

who has attained the age of sixteen and under eighteen yeaes. of

Criminal proceedings against juveniles shall be initiated in all cases only at the request of
the public prosecutor for juveniles, who is required to fully participate in this process. The
public prosecutor submits a request for preparatory proceedihg procedure against the
juvenile in the first instance shall be conducted in front of a judge for juveniles and larger
juvenile higher court.

The general principles of the criminal proceedings against adult offenders apply in a
proceeding against ming but some of those principles modifying certain special rules
characteristic of juvenile justice. The main difference in terms of general criminal law
principles goes down to the existence of statutory exceptions to the general rules of
criminal procedre. The most significant deviation from the general principle of criminal
proceedings is the principle of opportunit
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Some of the characteristics of the juvenile criminal law have a special department for
juvenile delinquency, then the public prosecutor for minors, who must have knowledge in
the field of child rights and juvenile delinquency, which is the only authorized prosecutor
in the proceedings, and, of course, judge for juveniles or the juvenile coundal igtrer
courts.

Regarding the competence of the court for juveniles, for offenses committed by minors,
jurisdiction is exclusively on higher courts in the first instance, while the court of second
instance is the Court of Appeal. The last instance ingadings against minors, the
Supreme Cassation Court of Serbia decides on extraordinary legal remedies in such
proceedings. Territorial jurisdiction is also regulated differently than in proceedings
against adult offenders. As a rule, in juvenile courtsgligtion is by the residence of the
minor, and if it is a minor who has no permanent residence, or what is not known,
territorial jurisdiction is the court of residence of the minor. Territorial jurisdiction is
regulated in such a way on the grounds tlatdetermining the liability of minors,
emphasis is placed on examining personality, his earlier life, the circumstances in which it
lives and works reformation and improvement through enforcement of criminal sanctions.
(Knegevii, 2011).

All persons actingn criminal proceedings against minors must possess special knowledge
in the field of child rights and juvenile delinquency. Specialization for the juvenile judge is
formally confirmed with certain certificates. The acquisition of special knowledge and
training of persons working in the field of child rights, juvenile delinquency and criminal
protection of minors takes care of the Judicial Academy for training and professional
development, in cooperation with the relevant Ministries of the Governmenteof th
Republic of Serbia, scientific institutions, expert and professional associations and non
government al organi zations. (Gkul il, 2011
criminal prosecution authorities have broad discretion, in accordance wiphirthiple of
opportunity which is in the process against minors much more widely than in the criminal
proceedings against adult offenders.

5. CONCLUSION

The Republic of Serbia followed the trends of modern criminal policies of other developed
European contries (France, Germany, Croatia), in a special, specific way to determine the
status of the juvenile criminal justice. This specificity is reflected in several directions: 1)
Lex specialis was adopteda special Law on Juvenile Offenders and Criminaltté&ution

of Juveniles, in which minors in their criminal justice situation are completely separated
from the status of adults as perpetrators of criminal acts, 2) is determined special
jurisdiction of higher courts in criminal cases for juvenile offend&)sprovides for
mandatory specialization for persons in the criminal justice system who are participants in
the criminal proceedings against minor offenders (with previous training and licerising
certificate ") and 4) in addition to criminal sancBamnder the law of juvenile offenders
predicted the possibility of imposing special measures sui genedsicational orders
(instructions or recommendations)estorative justice as a mean of circumventing the
initiation or conduct of criminal proceedjs.

The Republic of Serbia is considered to be among the countries that are at least
declaratively and normatively accepted current international standards relating to the issue
of juvenile delinquency. Adoption of special Law on Juvenile Offenders andir@i
Protection of Minors in 2006 was strongly promoted new vahogmative framework for
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creating and managing policies and practices of working with juveniles in conflict with the
law.

These concepts include the following: a rigorous foundation ohet@Cobnvention on the
Rights of the Child and other international principles and standards; the concept of
restorative justice and diversion measures; restrictive application of detention, isolation
and institutionalization of minors; promotion of altermad to imprisonment and
development programs in the local community; mandatory training for all professionals
working with children in conflict with the law; development and implementation of special
procedures to protect child victims of violence and abasc. The main problem in Serbia

is still insufficient and ineffective implementation of legislation in practice, even though on
this front in recent years are made significant steps.

It is necessary that at the level of society is developed policyeseption of juvenile
delinquency. Given that the aim is to prevent primary delinquency and prevent recidivism,
measures must be applied broader social reaction. Also, it should be determined what are
the defects of consist legislation; what prevents tiseiccessful application; and to
determine whether it is at a given moment the community able to meet the set
requirements.

When studies of juvenile delinquency are in question, unfortunately, not one of the
institutions that deal with these issues can lmgrof a systematic approach in studying
these issues. For the improvement of practice, it is necessary to have knowledge that result
from the improved, systematic, etiological studies of juvenile delinquency, which
conducted renowned experts from bothotlyeand in practice. Unfortunately, in practice it

is not yet visible of indications of such an approach.
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Abstract

The tasks and duties assigned to the policedaraocratic society raise the issue
of legitimacy, as a generalized perception on whether and to what extent policing
corresponds to the established system of legal and ethical norms and values in the society.
The aim of this paper is to report some of the ndi ngs from a suryv
confidence with police and satisfaction with police performance carried out in 2014. For
this purpose, two sources of data were used, 112 police officers and 197 citizens. Special
software for statistical data processings been used for quantitative processing of the
data. The purpose of the survey was to obtain empirical data on the "quality” of interaction
between citizens and police, and identify the existence of organizational policies, as well as
professional attitdes of police officers towards violation of legal and ethical norms and
values.

The basic assumption is that public perception built through direct interaction
between citizens and the police, together with procedural justice, constitute important base
for building a legitimate platform for policing.

Key words Police, legitimacy, trust

1. INTRODUCTION

The police, according to the size, mandate and responsibilities, is the most visible
body of state administration. Given the complexity and sigmiieaof the purposes for
which it is established in the society, the legally conferred powers, as well as the resources
and equipment available, the police is subject to permanent supervision by the public.
There is almost no other profession that attragth attention, and is exposed to constant
public scrutiny.

The police profession is in constant balance between acceptable and unacceptable,
the expected and condemned, between necessity to act, but also to manifest forbearance.
Thus, an answer to suglosed question of permanent balance may be looked for in the
basic function of the police in a societjo protect. The police accomplish these functions
by taking actions to protect life, property and personal safety of citizens, fundamental
human rightsand freedoms, by preventing crime and detecting perpetrators of crimes,
maintaining public order and peace, but also providing aid and protection of citizens in
case of necessity.

The necessity of police has to be assessed primarily through the reeuiifeme
compliance with the law that reflects the degree of democratization of society. According

31



to Uglow, "rule of law is a major factor determining the legitimacy of state action ...
Acceptance of the authority of the police actually means acceptigthe hor i ty of
(cit. in Stojanovski, 1997: p. 253)

The theory of strong and weak states establishes a relationship of proportionality between
the question of what will be the role of police in the society and the legitimacy of the state,
namely, its cagcity to provide a guarantee of basic human rights and freedoms through
institutions. Undeniably, the question of how and when to use police mostly depends on
the capacity of the democratic state and the trust it receives from citizens. As pointed out
by Vankovska, "the greater the confidence and support of the citizens, the less is the need
to use repression. é The strong state has
citizens [...]. Thereby, a strong state has no need to use repressiomresdthat
strengthens the commitment of <citizens to
The theory of strong and weak states distinguishes between:

A Alienated police that citizens perceive exclusively as a repressive body and
extended arm of government that is nohtrolled, and acts for purposes not known to the
public, the absence of rule of law and violations of fundamental rights and freedoms, and

A Police that confirms its legitimacy through the articulated trust in the police as a
proactive service, or send@ahat protects citizens.

The legitimacy of the police usually mirrors its responsiveness, transparency and policing
model. The responsiveness of the institution is confirmed by established standards and
operating procedures within the principles of théerof law. Transparency includes
openness, genuine and timely information of citizens, as well as accountability.
Community oriented policing that requires active involvement of the community in
development of policy and priorities, is one of the main gmditions for strengthening the
institutional legitimacy of the police. Kuper referred that responsiveness is the fundamental
element of democracy (Kuper, 2004, cit. in Atichison and Blaustein, 2013:498), and
Marenin pointed out that the principle of acotability is of utmost importance, especially
before the citizens as ftax payerso (Mare
500).

Bayley claims that the police is an important subject that affects the democratic
development of society, butheank es a seri ous distinction ¢
government is more important for police reform than police reform is for democratic
government. Police reform is a necessary but not a sufficient condition for democratic
governmento (2001:13)

The isue of police legitimacy must be analyzed through the prism of personal and
institutional legitimacy. In the police discourse this means that in the past the legitimacy of
the police was predominantly built on the basis of personal authority and personal
relationship of the officer with the local population. The interaction between the officer
and citizens is usually established by foot patrols. The modern police services have
changed the way of everyday police operation in its essence. Despite the tfdobtha
patrols still make up the backbone of police work, moto patrols are becoming prevalent. In
addition, the legitimacy has an institutional dimension and is recognized through the
symbols of the police. And above all, the issue of procedural fairmelssrgplementation

of the laws and ethical standards in the course of police intervention, timely and
appropriate response, uphold the rights and freedoms of citizens (suspects, damaged or
victims) have a strong impact on the legitimacy of the police.
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The mper is focused on the issue of legitimacy of the police confirmed through the public
trust. Legitimacy will be analyzed through transparency and accountability, control and
oversight over police, and intensity of cooperation with the community.

2. POLICELEGITIMACY

Everyday policing may be successfully performed only if police enjoys legitimacy.
Lack of legitimacy mirrors absence of trust, remteptance and resistance to police. As
noted by Bradford, Jackson and Hough (2014:553),
fé measuriema oyf rleefgeértence two connected ps)
assessment of the normative justifiability
that the police have a positive right to d
The issue of the polidegitimacy should be analyzed in light of the statutory powers given
to the police that may result in restraint of certain rights and freedoms, but also in light of
ethical conduct. Hence, three essential elements can be distingusrednal integrityf
each individual in the police service, the legal norm that governs policing and procedural
justice. Legitimacy of police service in the given society is dependent on the extent to
which the police serves as a public service that protects human righfteatdoms and the
lives and property of citizens. As noted by Bayley (1999), the police and policing are
complex variables, and, besides current legal and-sistiorical and political context they
are highly related to the professional culture, valued skills of the police. In turn,
professional culture is shaped through professional educatieseniite training, job
socialization, ethics and accountability and civilian supervision mechanisms.

Suchman noted that, AL e @nd assummign thatshe actiogse n e r
of an entity are desirable, proper, or appropriate within some socially constructed system
of nor ms, val ues, beliefs, and definition

According to such definition, the legitimags built within the defined legal and ethical
norms and values.

Public perception forms and changes the legitimacy of the police and allows for a
different approach in the evaluation of police policies and practices. The basis of police
legitimacy stemd$rom the citizens' trust in the police as an institution, the efficiency of the
police to protect citizens from crime and to maintain order in the society. Each contact of
citizens with the police is a process of mutual "learning" and building a relaifons
trust.

The legitimacy has crucial importance for policing, primarily due to the notion that
effective policing depends largely on the support the police has from the citizens. Hence,
police practices should be aimed at increasing confidence dyél) transparency in the
work, (2) efficient control over the police as proof that the police conduct is monitored
through the legal system of the state, (3) developed system for filing petitions and
complaints on police officers conduct, and (4) acfiveolvement of the community in
problem solving. Consequently, the police will strengthen its legitimacy and act as a
recognizable and accepted body entrusted with maintenance of law and order in the
community.

syler (2009), e s p e oaclathal iy basedngn bbuwdding publid t h ¢
trust in the police which will cultivate public perception of police legitimacy.
Strengthening the institutional legitimacy fosters and encourages cooperation and
acceptance of the pol i cex (200B)uidentified twondifierent S u n
approaches in explaining the citizens6 exp
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for building confidence. Namely, the police legitimacy depends on the expectations that
citizens have from the police in rdtat to providing help and assistance in situations when
their safety and security are threatened
in the trust that the police is able to protect or serve. Establishing "instrumental approach”
assumes #it confidence in the institution is derived from the observation of citizens about
the usefulness of the institution. The trust will depend on whether in the eyes of the public
police is efficient in crime prevention and control. The second approach esteuti

towards procedure and is concentrated on the perspective that citizens expect the police to

use their powers in an appropriate manner, excluding any possibility for discrimination.
According to this approach, trust in the police rests on behavibisttiair and ethically

acceptable. As noted by Bradford, et.all],
is the way in which officers exercise the
I n general, police | egi tthemdice yundertaké measuresd o

and activities in order to perform their task to protect and preserve the fundamental and
common values as perceived by the citizens. Accordingly, through any police action which
has public support, the citizens confirm tlegitimacy of the police as a competent body

for combating crime. Nonetheless, if the police step outside the framework for legal
conduct (arbitrary arrest, violation of the procedure, unethical conduct), such actions are
illegitimate and unacceptable fdre citizens, thus creating an atmosphere of alienation of
the police.

3. METHOD AND SAMPLES

This paper reports some of the findings
and satisfaction with police performance. The purpose of the surveytovabtain
empirical data on the "quality" of interaction between citizens and police, and identify the
existence of organizational policies, as well as professional attitudes of police officers
towards violation of legal and ethical norms and values. Tdséchbassumption is that
public perception built through direct interaction between citizens and the police, together
with procedural justice constitute important base for building a legitimate platform for
policing.

For this survey, two sources of data esed, police officers and citizens. The survey was
conducted in the City of Skopje and covered all police departments and organizational
units of the criminal police in the area of the SIA Skopje. The survey included respondents
from across one shift, peesenting the overall hierarchical structure. This approach
enabled representation of police officers with various levels of education;esmriomic

status and access to information and knowledge for the control mechanisms of the police
work. Total of 1.2 police officers from SIA Skopje filled in the selfiministered
guestionnaire developed for this purpose.

Another source of data used were citizens who reside on the territory of the City of Skopje.
The sample of citizens has been made on purpose,datgoio several criteria. In
choosing the sample, we had in mind the place of residence in order to cover urban and
rural areas, as well as the ethnic composition of the population in the City of Skopje and
educational background. The questionnaire wasrildiged in small enterprises with
different structure of employees (by gender, age, education level), among student
population and retiree population. Total of 197 citizens filled in a separate self
administered questionnaire.
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The two questionnaires cassof mainly quantitative items, often with tiddloxes or pre

set response lists, alongside a number of qualitative fields. The analysis refers to data on
cooperation between police officers and citizens, transparency, control and oversight of
police, pub i c6s beliefs on police | egitimacy,

justice.

Table 1: Description of samples

police officers citizens
(N=112) (N=197)

Gender
Male 83 59.4
Female 17 40.1
Education
Elementary / 5.6
Secondary education 59.8 56.3
Higher education 3.6 4.1
University 32.1 30.5
Postgraduate 2.7 3.5
Age
1829 22.3 23.4
3049 67.8 51.3
50-64 6.2 18.8
65+ / 6.1
Ethnicity
Macedonian 64.3 74.1
Albanian 20.5 15.7
Serbian 0.9 4.1
Roma 1.8 3.9
Other 4.5 2.5

Both samples, to a large extent, represent their population in terms of sex, education, age
structure and ethnic affiliation. At the same time, save the sex structure, both samples are
corresponding.

The sample of police officers consists of smaller proportion of female police officers, only
17% of respondents were women, which reflects the sex structure of the operational part of

the police. According to Mircewafwanmedat Raj k
the operational level in the Bureau for Public Safety in relation to the total number of
empl oyees at the operational l evel i's 14.

performance (uniformed or not), the most frequent were uniformédepofficers
(80.3%), and two third of the respondents had policing experience longer than five years.
According to the age structure of the respondents, the dominant category were respondents
with length of service from-&5 years (37.5%).
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4. DISCUSSION

Research findings presented in this paper refer to transparent policing, control and
oversight and compliance with the procedures and rules. The analysis is based on the
reported perceptions and attitudes of the respondents, citizens aredofiidiers.

4.1 Transparent Policing

Transparency as a principle of democratic policing encompasses the expectedness of the
competences of the organization, and is based on the availability of public information, the
decisions taken, the rules and reguns under which the police act. If citizens are
informed about police work, they are more likely to recognize its service function, exercise
of police powers and duties, but also compliance with the law.

Tabe 2: Information on the police work and corepees

frequency  percent

I am informed on the police work and Disagree 19 10
competences
Neutral 40 20
Agree 80 41
Donodt 58 29
Total 197 100

In the total number of respondents (N 197), the group of citizens who stated thattbey
informed about the work of the police (N 80) dominates. At the same time, it is hoteworthy
that one third of respondents opted for "do not know". As with any social research,
collection and interpretation of research findings necessitate due cotisidesh the
current social, political and economic context in the country. The expressed indifference
by the citizens to their own awareness of policing (29%) should be placed in a frame of
understanding of freedom of thought and expression accommodaiieel ¢urrent social

milieu at the time the survey was conducted (from 15 August to 15 September 2014). If we
further add respondents who stated Aneutr
expressed an indifferent attitude towards the contentoti€ipg. Such data may be
interpreted as a lack of interest on the tasks and competences of the police arising from
mistrust in police.

Very significant indicator of the genuine information of the citizens on police work and
competences is the issue ofggnizing what is the main task of the police. Out of the total
number of citizens who stated that they were informed about the work of the police, 95%
recognized that the main task of the police was to protect the citizens (Table 3). On the
other hand, oudf the total of 17 citizens who do not consider themselves informed about
the police work and competence, 74 % recognized that the main task of the police is to
protect the citizens.
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Table 3: Relationship between the awareness of citizens about police work and recognition
of service function of the police

Main task of the police is to protect

Agree Disagree Total
Informed on police work and 76 2 78
competences
Not informed 14 3 17
Total 90 5 95

This data indicates the need for a more transparent approach in police work, primarily in
relation to expectedness of policing. Importance of transparency in police work is
underlined by the consideration tHatowledge makes expectations of citizens realistic,
but also makes the assessment of police procedures objective.

Strengthening police legitimacy has several important aspects, as follows: 1. public support
is more evident and dominant if the police enfbg necessary legitimacy, 2. voluntary
compliance with the law, and 3. efficient cooperation, primarily due to support of policies
that outline police powers.

4.2 Importance of Control and Oversight for Increasing Professionalism and Integrity
of the Poice

Oversight and control of police work is a necessity in a democratic society, which prevents
the possibility for police to turn into what it fights against. Policing and police conduct is
an incredibly complex issue, having in mind the powers and sr&facoercion that may be

used by the police, as well as the need of society for its existence. Thus, it is essential that
there is a developed system of oversight and control oriented towards developing good
practices, and correction of possible deviaioin everyday life, citizens come into
interaction with the police on various grounds (damaged, victims, perpetrators of offenses,
witnesses, as persons in need of police or the police need them).

Table 4: Interaction with the police

frequency percent

Have you had direct contact Yes 120 61
with the police? No 77 39
Total 197 100

Out of the total number of citizens that participated in the survey, more than half (61%)

had direct contact with the police. The interaction had been on a different basis , and in

most cases (21%) it was in relation to a traffic offense, and 19% wepeedtbp police for

identity checks, 19% requested information from the police, while 18% stated that police

asked information from them. Few of the respondents had contact with police in relation to
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grounds for suspicion of committing a crime or offensdregjgpublic peace and order. At
the same time, the number of citizens (16%) who contacted the police in the course of
reporting an offence (damaged / victims) is not negligible.

Table 5: Distress from contact with police

frequency percent
Wasthe contact with the police Yes 55 46
disturbing to you? No 65 54
Total 120 100

Out of 120 citizens who stated that they had contact with the police, almost half of them

(46%) reported that contact with the police was disturbing to them.

In most cases (53%), citizens stated they were disturbed by rude behavior of the police
officers, while in 38% of cases the police officer acted unconcerned, and delays in police

response upon notification of a crime disturbed 22% of the respondent&rfaté, 18%

of citizens were disturbed because they were held for more than 15 minutes for document
inspection on various grounds.

Table 6: The impact of information on police work on recognizing inappropriate police
of ficersodo behavior

Was the contat with the police Total
disturbing to you?
Yes No No
contact
Informed on police work Disagree 7 7 5 19
and competences
Neutral 12 10 18 40
Agree 23 31 26 80
Dondt Kk 13 17 28 58
Total 55 65 77 197

A high percentage of respondents wstated that they were informed about police work
recognized inappropriate police behavior (69%) in direct communication, may be
interpreted as increased expectations of citizens regarding police actions. Thus, the
guestion on how individuals strengthentitigional legitimacy by upholding the principles

of legality, and professional and ethical conduct attains even greater importance.

The issue of personal integrity and professionalism of every police officer is strongly
associated with institutional legitacy. Police officers enforce the policies, procedures
and rules of the institution in constant balance between the crime prevention or detection
and protection of human rights and freedoms. However, equally important is the impact of
the institutional lgitimacy on the legitimacy of individual conduct of police officers. Thus,
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if the institutional legitimacy is low, the citizens will observe any individual police conduct
with distrust.

Institution which is oriented towards strengthening or confirminguia legitimacy shall
inevitably establish a system for oversight and control oriented both towards strengthening
the integrity and professionalism of each individual officer and organizational units within
the police. In the individualist theory, the effincy of the police organization is measured

by the effectiveness of the police officers as individuals. According to the "rotten apple”
principle, the organizational weaknesses result from the activities of a small number of
nonprofessional police offias (lazy, rude, ignorant, intolerant, insensitive, brutal,
corrupt, and prejudiced), because the public progressively perceives more bad and illegal
police conduct. Such approach of individual responsibility is not oriented towards the
organization and sicture of the organization, and it is important for building a culture of
behavior of individuals (Brogden, Jefferson, Walklate, 1988).

In order to influence potential or already emerged deviations in the police organization that
can considerably underminghe legitimacy of the police, it is necessary to have a
developed system for oversight and control, but also accepted legitimacy expressed
through the confidence of citizens to submit a complaint against the police. Determination
or hesitancy of citizento report inappropriate or illegal conduct of a police officer is an
important indicator of the legitimacy of the police.

The data from the survey strongly suggests that citizens are opting not to report the
conduct of the police officer that has disturltleem. Notably, out of 55 citizens who stated

that contact with the police was disturbing, only 20% have submitted a complaint against
the police. Considerable 80% of the respondents, for various reasons chose not to complain
about police procedure. Most them stated that the incident was not serious enough.
However, worth noting is the large proportion of respondents who did not complain
because they had a feeling that "no one will do anything" (27%), that "do not want to be
further harassed with appedP2%), or that "they were afraid of reprisals” (7%). It is of
utmost importance to develop a transparent and easily accessible system for filing
complaints against police conduct, which will offer adequate protection to the complainant,

too, primarily bea u s e , as noted by Smith, A victims
of the broader criminal justice system in the sense that they are likely to feel abandoned
by the policebés | aw enforcement partners

Considering the relationship betweimstitutional and personal legitimacy, data suggesting
that police recognize oversight as useful for their work is worth observing. Namely, there
is a high rate of compliance among respondents from the police that the control over the
police work positiely impacts the quality of results, professionalism and trust in the
police.
Table 7: Impact of control over police work

Impact of control over police work

frequency  percent

enhanced quality of work 99 88
improved results 95 85
increasedprofessionalism 99 85
increased confidence 92 82
less used means of coercion 74 62
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The data presented is encouraging, if we consider that the oversight and control are
increasingly recognized as methods to improve working processes and the williofjness
police officers to strengthen personal and institutional legitimacy.

On the other hand, the issue of police culture that builds a sense of attachment to a
structure (professional and organizational) requires particular interest. Police culture may
not be an incentive for developing attitude that would mean "us against them", or an
attitude built on the basis of superiority or skepticism and distrust in citizens. If integrity,
objectivity, transparency and accountability are set as core values in thee pol
organization mission and aim, consequently, the police culture of police should be directed
to the basic values of the organization.

Data from the survey confirms that the large number of police officers highly accept to
refrain from executing an illed order. Still, the proportion of neutrals, as well as those
who do not know and who do not agree with such statement, or who would execute the
order regardless of its legality is rather high. This conclusion requires a serious and
systematic approach tbe training of police officers in terms of building the integrity of
each individual and the institution in general.

In support of such conclusion is the finding that 31% of police officers that participated in
the survey stated that they would not bedemed with the behavior of a colleague mainly
because "everyone is responsible for own behavior", while 67% stated that they would
prevent such conduct primarily due to the awareness that misconduct by a colleague will
adversely affect the efficiency of@éhwhole service. Such situation is further confirmed
with high and almost identical proportion of respondents (61%), who stated that they
would inform the superior officer of serious injury in the workplace by a colleague.
Undoubtedly, the oversight andritml system must be acceptable for both sides: for those
who complain and act as a direct or indirect victims of police actions, but also for those
who should be controlled. Police as an institution must demonstrate a high level of
willingness to cooperat as well as awareness for zero tolerance for any improper,
unlawful and unprofessional conduct by police officers. Such approach is aimed at
strengthening personal and institutional responsibility, which in turn will directly influence
confidence in thg@olice and the legitimacy.

4.3 Cooperation with Citizens

Recognizing the significance of the relationship between the public and the police
is essential for the legitimacy of the police. Cooperation, identifying problems and
involvement of the communityn seeking solution is a key prerequisite for a safe
community, but also for acceptance of police work as legal, necessary and indispensable.
As stated by Bittner, il am not saying th
problems, but only thatglice work consists of coping with problems in which force may
have to be usedo (2005:165).

Informing citizens about police work, changes in policing through joint thematic meetings,
debate and discussion on important issues of security, on the rightsblgmtions of

citizens and the rights and obligations of the police as an integral part of the community,
are key assumption on which the willingness of citizens to cooperate with police depends.
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Table 8: Relation between the awareness of police watkreadiness among citizens to
participate in preventive activities organized by the police

| would participate in preventive activities
organized by the police in the place where | live ,

work
Yes No
Total
Informed on police work and Disagree 13 6 19
competences Agree 66 14 80
Total 79 20 99

Although it is evident that there is no statistically significant association between the two
variables, it appears that dominantly, the citizens who are informed about the work of
police (N 80) expressed a strong willingness to participate in preventive activities carried
out by the police (N 66).

Table 9: Readiness of citizens to cooperate with or help the police

frequency percent
Would help if police ask for 187 95
Would help to save other from accident 180 91
Would warn the officer of possible danger 174 88
Would share information on crime 152 77
Would share information on the area 162 82
Would participate in preventive activities 145 74

The data from the survey shows readiness among a high proportion of citizens to
cooperate with the police through various forms of assistance to the police, exchange of
information and participation in preventive activities organized by police.

Despite tle generally large number of respondents that expressed readiness to cooperate
with the police, the slightly lower expressed willingness to share information with the
police for crimes and whereabouts of alleged perpetrators (77%), and the smallest
proporton related to the participation in preventive activities planned by the police (74%)
deserve attention.

The reasons behind smaller readiness of citizens to share information on crimes and
perpetrators may be interpreted with distrust in police confidéptiak well as in lack of
confidence in the ability of the police to protect them from possible retaliation. Intelligence
led policing as well as community policing implicate a high degree of professionalism,
established legal procedures and ethical stalsd of conduct. Hence the police
organization must develop values that will enhance the cooperation with the citizens on a
voluntary basis appreciating needs expressed by the citizens.
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Upholding laws, procedures and rules of conduct in policing, havegsimgpact on police

l egiti macy. It seems that <citizensd percecg
terms of voluntary compliance with the law.

Thereby, the following key assumptions can be identified: 1. Trust in the justice system,
institutions and their members, is the main assumption upon which citizens will respect the
decisions of the authorities; 2. If citizens see and perceive the police as legitimate, it is
more likely that they will report an offense and share information with theep@ind will
participate in the implementation of prevention programs of the police.

5. CONCLUSION

The legitimacy of the police should be viewed as a single process along with the
democratization of society and the police as an institution. The cootdptnocratically
accountable police is based on the fundamental tenets of transparency and accountability,
respect for core cultural values (respect for others, their needs and diversity) and service
orientation with participation of the community. Hendbere is proportional relation
between the capacities of social progress with the democratic capacity of the police.
Encouraging professionalism and competence versus -@atigstrated behavior,
strengthens legitimacy and acceptance of the police asstitution responsible for
protection. Building positive attitudes and behavior towards citizens, possession of
knowledge and skills for proper use of powers, as well as constant investment in
knowledge and skills development, especially when changes aeclegislation or
procedures, are extremely important for the development of police capacity. At the same
ti me, police transparency contributes to c
and quality of cooperation with police. In turn, comgi®mn with citizens significantly
impacts personal attitudes of citizens and their perception of police work.

Legitimate police reflects the overall legal, social and political environment. Policing and
development of the police can not be analyzed inu#getly from the development of
society. Clear legal solutions with precise legal conditions for the exercise of police
powers, clear procedures on tactics and methods of policing, will significantly influence
the professionalism of the police. Professlpmastrained and servig@iented police
deserves public trust, which in turn impacts the legitimacy of the police.
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Abstract

Combating crime is a constant and highly topical and problematic part of the
overall security problems and conditions in society. The most serious offenses including
robbery and robbery theft, as wals traditional forms of violent property offenses are
detected most often by classical methods and means, although in contemporary catches of
used and new (special) methods which contribute to more efficient detection and
suppression these crimes.

The pagr will be presented, analyze and discuss the use of special methods
special investigative actions in discovering and disclosing criminal acts of robbery and
theft of the band. In addition, work will comprise part empirical research work in the
application of special investigative actions: surveillance and technical recording of
telecommunications, access to computer systems and computerized data, surveillance and
technical recording of premises, secret surveillance and technical recording of persons,
meansof transport and objects associated with them, the use of undercover investigators
and the use of informants, simulated and controlled purchase of items and simulated
bribery and supervised transport and delivery of objects in discovering and disclosing
criminal acts of robbery and robbery theft of the band for the time period from 2009 to
2013 in the area d?ublic Security Centre Banja Luka.

Keywords:robbery, theft robbery, detection, proving, methods

1. INTRODUCTION

The offenses of robbery and theft belong to the general, the classic crime or in law,
natural or atavistic criminal offenses that know all human society from ancient times to the
present day, mainly in the first place, especially when it comes to prot@eisonal and
property assets and values. It is, in fact, about the crime that arouses attention not only
professional, but also the general public (citizens), because of the importance of the
protected object (object protection), the frequency and sabphe forms of manifestation
in daily life, and because of scale and intensity of consequences, and ways and means of its
execution. When talking about the crime of robbery, immediately in the first place to point
out that it theoretically, criminal policy and practice deal with not only lawyers, but also
experts from other specialties such as criminologists, psychologists, experts Forensic
medical specialties, sociologists and others. The most serious offenses including robbery
and robbery theft, as wWehs traditional forms of violent property offenses are detected
most often by classical methods and means, although in contemporary catches of used and
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new (special) methods which contribute to more efficient detection and suppression of
these offenses. &ordingly, this paper will present, analyze and discuss the application of
specific methoespecific investigative steps in discovering and disclosing criminal acts of
robbery and theft of the band. In addition, work will comprise part
experiential reseah work in the application of special investigative actions in discovering
and disclosing criminal acts of robbery and theft of the band for the time period from 2009
to 2013 in the area &fublic Security Centre Banja Luka.

2. SPECIAL METHOD OF DETECTING AND PROVING CRIMINAL
OFFENSES, ROBBERY AND THEFT

2.1. Special investigative measures

Special investigative measures are taken before the start of criminal proceedings,
in order to reveal the structure, form and methods of operation of criminal organizations in
order to | aunch proceedings against Inmembe:
this sense it receives understanding of the European Court of Human Rights and its alley of
24 April 1990, the legislator had to indicate the scope of persons to wdniche applied
to some of these measures, the nature of the offenses that provide the basis for,this time
life monitoring and recording requirements for minutes on recorded communication, ways
of theircontrol, as well as to anticipate the reasons foetidel and destruction of
recordings. The provisions on special investigative actions in Criminal Procedure Code of
the Republic of Serbian temporarily restricting constitutional rights and freedoms in
connection with criminal proceedings and really meam l#gal regulation of specific
measures to combatthe most dangerous forms of critegorism and organized crime
(Veic, 1996: 669). Analyzing the conditions for their implementation, it can be concluded
that these measures can be relativelywidely applibés conclusion is based primarily on
the provisions of Article 234, paragraph 1 of the Criminal Procedure Code of the Republic
of Serbian and by which special investigative procedures can be used "if otherwise unable
to obtain evidence or that their adsjtion was coupled with the disproportionate
hardship."

2.2. Application Conditions

The law provides the same application conditions Manuell investigative actions in
accordance with the principles of a legal state. Respects, therefore, a principle of legal
certainty intervention in the fundamental rights of citizens in the way that the application
of such covert actions linked to the offenses enumerated in Article 235 and against the
integrity of theRepublic of Serbiamagainst humanity and valupsotectedby international
law, terrorism and crimes that according to the that criminal law, punishable by
imprisonment of three years or more (Simo®Si j erolliiill , 2005: 349
investigative actions may be ordered only if otherwise unable to obtoorawould tell
their acquisition may involve a disproportionate difficulties. It is a substantive requirement
for restriction of the fundamental right to the inviolability of private or family life, and
adherence to the subsidiarity principle when deteirgi the application of these specific
actions that will be allowed if their purpose could be achieved by other, less severe
measures and actions prescribed by laiv jSe-Irolici 4008: 688). Special investigative
actions may be determined according tep&cific person with the existence of certain
procedural and legal reasons for their undertaking: (1) if there are "grounds for suspicion”
against the person that alone or with other persons involved in the oftéhgé the
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judicial authority (the judgefor preliminary proceedings) a reasoned written order
(extremely verbal) determines their implementati@®) the duration of the application of

the special actions is limited to six or three months, provided that their appropriateness
supervises the piigtinary proceedings judge, so that in the cases to achieve the purpose, ie
detecting cases that do not achieve the expected purpose or does their the application does
not receive data for which they specifieéerminate their application.

2.3. Types of Specialnvestigative Actions

Article 234, paragraph Zriminal Procedure Code of the Republic of Serbian
prescribes the possibility of determining the seven special, undercover investigative
operations which temporarily restrict the constitutional rights otemis, who at the
request of the prosecutor may determine the judge for preliminary proceedings against a
person percent is "probable cause” that only has committed or with other persons involved
in clearly defined offenses described in Article 235 of thendal Procedure Code of the
Republic of Serbian. The seven special investigative measures are: surveillance and
technical recording of telecommunications, access to computer systems and computerized
data, surveillance and technical recording of premisestet surveillance and technical
recording of persons, means of transport and objects that are associated with them, the use
of undercover agents and the use of informants, simulated and controlled purchase of
certain objects and simulated bribery, supd transport and delivery of objects of
criminal offense (Skakavac, 2008: 207). Special investigative actions can be classified
into: mere secret observations as follows: surveillance and technical recording of
telecommunications; access to computertesys and computerized data processing;
surveillance and technical recording of premises; secret surveillance and technical
recording of persons, means of transport and objects that are associated with them,
supervised transport and delivery of objectstaf bffense and the extent of penetration
into the criminal groups: the use of undercover investigators and informants and simulated
and controlled purchase of certain objects and simulated bribery (Bugarski, 2014: 202).

2.3.1 Surveillance and technical reording of telecommunications

This investigative action consists in a secret surveillance (wiretapping) and
recording conversations conducted means of communication at a distance, and their
interception (Banovi i, 2001 :he Suprdme.Coukofc or d
Bosnia and Herzegovina number Kg. 411 / 03
communication between the monitored person after transcripts in the original, can be used,
according to a discretionary conviction, as evidence of dhendssion of certain offenses
of supervised entities. The measure is covered by surveillance and technical recording of
all technical devices for distant communication, for example. telex, fax, electronic mail
and similar devices. In technical terms thisveillance applies to all the technical means
in any form (stationary, mobile, analog, digital, audio and visual, integrated, etc.) Users
use it either by post (e.g. private telephone connections, public payphones and etc.), or
through other organizationge.g. telecommunication traffic, etc.), and at extending
constitutional and criminal protection (Krapac, 2002: 197). Police authorities, responsible
for the technical implementation of these specific actionssipoeting are obliged to note
the number ofechnical recording of the court order on the basis of that act, place and time
of the start of the measure, the fact that registration is altered, copied and in how many
copies, as termination of the implementation of this action. The court can stiflitsub
original technical shot, with the necessary information for possible authentication thus
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collected information to it during the procedure could be used as evidence, crime scene or
subject expertise. Viewing detected or temporarily confiscated a muplbdlee is not a
special action under Article 234, paragraph 2, point a), but a search of movable items as
"similar devices for automated data processing” described in Article 115, paragraph 2 of
the Criminal Procedure Code Si m&%ii ji e_rolliiil , 1)2005: 35

2.3.2. Access to the computer systems and computerized data

Access to the computer system means a set of various technical means and
procedure that is used to get from one computer system covertly gather information
through interventions conductedof a distance via an electronic network. It is the
opening of the electronic computer system by the national investigating authorities and the
electronic transfer of data from computers where the measure is applied using special
forensic computer programs Paj | i | , 20009: 282) . Thi s i s
computer program "remote forensic software" (RFS) which is installed in the information
technical system (computer) on which the measure is implemented, which collects and
transmits information orhe "infected" systems face that manages the computer program.
Computer processing of data (German: Rasterfahndunggllenl raster search refers to a
comparison of citizens' personal data stored in databases and other records with the data
contained in plice records, registers and databases with automatic (electronic) data
processing, if there are grounds for suspicion that they made exactly certain crimes under
Article 235 of the Law on Criminal Procedure Code of the Republic of Serbian. Automated
compuer search of personal and other data of citizens is a modern investigative action
which checks the database and -paoiblic service, and according to the specific
characteristics of the control characteristics (grids) in order to find clues or important
inf or mati on that could |l ead to the perpetra
79). The alignment of people's personal data stored in various databases and registers, with
police records and automatic data processing is a method of modweimotogy by means
of which, using various computer equipment, connecting personal data of a certain type in
search criteria, electronic databases, which are used in a quick and safe manner can extract
features (e.g. modus operandi) is required to ideatierson (Krapac, 2002: 206). In this
way the dissenting person enters the circle of "suspicious" for the execution of the blood
proceed work or lack of facts, of course, with a number of other reasons, can be
eliminated as part of the perpetrator.

2.3.3 Surveillance and technical recording of premises

Monitoring and technical (optical and acoustic) monitoring of the premises police
carried out secretly, appropriate technical means (optical devices and devices with infrared,
video and technical resourdesin order to achieve the purpose of the judicial
determination of these special actions. The specificity of these actions is particularly
reflected in the fact that she strongly affects the basic rights of other people, i.e. persons
living with the suspet or the accused. This measure must affect the personal lives of
others (Salil, 1998: 860) , because during
reasons, to record conversations between all people who were in that room, she found,
regardless of Wich according to some of them shall individually issue commands to
monitor. The application of these specific actions means and powers to secretly entering
police authorities in the dwelling or premises for the purpose of secret "embedding” of
technical @vices for optical and acoustic recording of communications, and after the
expiration of application of these special measures order to "dismantling” of these
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technical means. The application of these actions is limited to the constitutional right to
inviolability of the home (article Il/ 3. f) of the Constitution of Bosnia and Herzegovina,
article 8 of the European Convention of Human Rights.

2.3.4. Secret surveillance and technical recording of persons, means of

transport and objects that are assoecited with them

Secret surveillance and technical recording of persons, means of transport and
objects that are associated with them aims to collect evidence of criminal activity, the
location of certain persons, collecting detailed information on theitasivof certain
individuals, check the reliability of informants, discover hidden assets, to prevent a crime
and capture the perpetrator during the commission of, and collect information that will be
used during the test. To make this special investigatotion carried out successfully, it is
necessary to make certain preparations: a thorough survey of the area to make it easier to
overcome difficulties in monitoring, record the characteristics related to topography, check
the tactics monitoring, assetsee number of operatives and material and technical
resources, assessment seasoned operatives whether the plan is feasible, to know about the
past, accompanied by the person or the vehicle. The purpose of the determination and
application of special invegiative actions determine the circle of persons with whom, and
how often socialize, contact and meet face under "escort" ("observation"), and its direction
and gat her i ng& pkakavac 2009( 2B4). §Vikhathe imiplementation of these
actions, mak often used and other specific actions and measures of surveillance and
technical recording of premises and supervised transport and delivery of objects of
criminal offenses. All identified persons, objects and elements of the offense of criminal
activityar e | ocked photographing, video camer a

2.3.5. The undercover investigator and informant

The use of undercover agents and informants represents the most complex special
investigative procedures, the application of which requires the fulfillment of the highest
requirements, necessary to achieve the purpose of its determination (provisiatenteyi
objects and clues pointing to the commission of an offense of certain persons or members
of criminal groups and fulfill the same number of important conditions which guarantee
confidentiality) (Lukil, 2005 hesesabtidns seeks n ac
protection of physical integrity of the person who appears in the role of undercover agents
and informants. The undercover investigator specially trained authorized officer who
investigates under changed identity. The undercover ine¢stignay, under its changed
identity to participate in legal transactions. If it is necessary for the formation and
maintenance of the identity, can create, modify or use the appropriate documents (article
234, paragraph 6). The undercover investigatorshted in the investigation and perform
under changed identity (legend). The undercover investigator in the preliminary
proceedings represents a kind of "agent” or a person who in a covert, discreet manner,
collects information about a specific organizesinmal group or criminal groups, and in
general on organized crime, which are formed so that, in fact, needs in a criminal group or
in another hidden way of connecting with members of criminal organizations (Bugarski,
2014: 197). The main obstacle for tihgplementation of these measures derives of distrust
of members of the criminal organization to new members they will penetrate to the very
top of the criminal organization. Informant is a person who police authorities temporarily
or permanently, but alwa in secret (conspiratorial), provides information about the
activities of a criminal character. In relation to recruitment of informants may occur
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following situation: the informant belongs to the criminogenic environment and is included
in the investigtive action; informant does not belong to the criminogenic environment, but
the persons covered by the investigative action have confidence in him, and he knows the
actions and intentions of the criminal milieu; informant out of the holders of criminal
acivity, but objectively able to perceive and fixed clues and facts and provides information
about them. With regard to the immediate danger to life, the practice of some countries
such informants appear in the role of a protected witness (Lazin, 2004A40ii)the case

of undercover agents, informants should not undertake such activities that constitute an
incitement to commit a criminal offense, because it would lead to exemption from criminal
prosecution inciting individuals (Gkulilil,

2.3.6. Simulated and controlled purchase of certain objects and simulated

bribery

These are measures that also provide a window into criminal groups and are
important for convergent offenses such as receiving and giving gifts and other forms of
benefits. Doubtlss, that there were two different actions. Simulated purchase is
particularly important in drugs crime, while the simulated bribery purposefully with other
offenses, such as from exploration offenses of receiving and giving gifts, which are
difficult to prove due to the fact that the action takes place most frequently between the
two sides. The aim is to prove the manifold, continuity of criminal activity of a specific
per son, especially if there are gro3)nds f
Measure simulated and controlled purchase of items arising from a criminal offense or are
intended to commit a criminal offense or have been way connected to the commission of
the offense, should also provide evidence for criminal proceedings, dlypatiaases
where it is necessary to prove continuity
1998: 863). Simulated bribery mostly relates to the detection afalded. acts of
corruption, which demonstrate the usual means of evidence refsresgneat difficulty
prosecuting authorities. The act of commission of these offenses, as a rule, takes place
between the two sides, and often mediated by third parties, with whose work is difficult to
prove a legal connection between, for example, timdand recipient, and the Purchaser
of a gift or other person who abuses his position or authorization. This special action is
aimed to overcome perceived obstacles in proving this socially damaging and criminal
behavior. Although laws on criminal procediuprovide for the execution of these actions
by the police authority, the current criminal practice suggests that this action would be to
continue to implement citizens who are asked to give a gift and with good criminalistic and
technical preparation fauccessful collection of evidence on the criminal work, and with
the approval of the actions of the judge for preliminary proceedings at the request of the
plaintiff. After the surrender of the amount of simulated acts, must ensure court order to
search lte person or his home or other premises and the process of securing evidence on
the criminal act. Simulated purchase of items and simulated bribery must also constitute
incitement to commit a criminal offense. A police officer who applied this method must
behave so that in such an environment figures as good "victim", i.e. so that offenders asked
by the unlawful conduct, and not vice versa. The duration of action is usually brief,
especially actions simulated bribery, which, as a rule, "consumed" dispo&abtading
to the law, the requirements for this special investigative action may relate only to a single
act, and the requirement for each subsequent measure against the same person must
contain reasons justifying its application (Article 236, parag&ph
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2.3.7. Supervised transport and delivery of objects of criminal offense

This action is in criminology theory called "leakage," and is primarily intended for
research and demonstration narcotic criminal. It was introduced on the basis of the UN
Convention against lllicit Traffic in Narcotic Drugs and Psychotropic Substances of 1988.
It consists in monitoring of transport or transport drugs such acts of commission of the
offense in the field narcotic criminal. However, this measure can be used fenfingv
the transport of weapons and nuclear waste, counterfeit money, white slavery and other
criminal activities (Bugarski, 2014: 213). This measure allowing illicit consignments to
pass out, through or into the territory of one or more States, with nbelédge and
supervision by their security services, with the ultimate goal of discovering how the direct
perpetrators and the principals of cri me
the illegal transport of objects of criminal offenseshvatdelayed police intervention, for
the forfeiture of controlled items and arrest perpetrators. The police do not react
immediately and the goal is to come up with real data and evidence of the illegal source of
supply of drugs, drug stock, couriers, jpeediators and, possibly, the organizer of specific
illegal drug transactions, and create favorable conditions for the implementation or arrest
perpetrators in committing the offense.

3. APPLICATION OF SPECIFIC METHODS OF DETECTING AND
PROVING ROBBERY IN PRAC TICE OF PUBLIC SECURITY CENTRE
BANJA LUKA FOR THE PERIOD FROM 2009 TO 2013

Observing the application of specific methods of detecting and proving criminal
offenses of robbery in practice the city Public Security Banja Luka for that period, we
obtain infomation that in the period from 01. 01. 2009 to 31. 12. 2013. The police officers
apply a total of 53 special investigative measures and actions. Most of the actions of
administration surveillance and technical recording of telecommunications total of 23
times, and secret surveillance and technical recording of persons, means of transport and
objects that are associated with them a total of 19 times, while the special action
surveillance and technical recording of premises applied 7 times, special achivitéss
to computer systems and computerized data processing and use of undercover agents and
the use of informants were applied only 2 times in the period. As the specific actions
simulated and controlled purchase of certain objects and simulated taittbgupervised
transport and delivery of objects of criminal offense used to detect and prove criminal
offenses related to narcotic drugs, they are not applied when detecting and proving
criminal offenses of robbery in the period. Special investigativeracurveillance and
technical recording of telecommunications is most frequently used for special evidentiary
action by police Legal Officer Center for Public Security Banja Luka. It was in the period
from 1. 1. 2006 to 31. 12. 2013 used 23 times, andist@mu of secret surveillance
(wiretapping) and recording conversations that led suspects. Such special evidentiary
action is applied on the basis of court orders to obtain information on the preparation of the
crime of robbery and obtaining informatiorgegding the distribution of money and means
of execution following the rejection of the offense. From a total of 23 times as much as this
action was applied, only 8 times it has contributed to discovering and proving the crime of
robbery. The reason forithis because the robbers were taught earlier experiences are no
longer used mobile phones to commit a crime, do not receive communication before,
during and after work, and used disposable mobile devices, so called 'Specials’, rejectionist
after completioa of work. Special investigative action access to computer systems and
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computerized data is a special evidentiary action that was used only twice during clearing
robbers in the period. The above action was applied in order to obtain information on
crossinghe state border of the suspect and did not directly affect the detection and proving
criminal offenses of robbery. Special investigative action surveillance and technical
recording of the premises was carried out a total of 7 times by police offictres Bliblic

Safety Center Banja Luka in the period from 1. 1. 2009 to 31. 12. 2013. Such special
evidentiary action was used along with surveillance and technical recording of
telecommunications in order to obtain information in preparation to commit fitxesef of
robbery. From a total of 7 times as this action was applied, only 3 times it has contributed
to discovering and proving the crime of robbery. The reason for this is that the robbers
were taught earlier experiences during the preparation worlkenesgpted page, and after
committing the offense about no longer talk and not to discuss. Special investigative action
secret surveillance and technical recording of persons, means of transport and objects that
are associated with them is the action thas wsed a total of 19 times by police officers of

the Public Security Centre of Banja Luka. Such special evidentiary action has been applied
in order to gather evidence about the crime of robbery, locating suspects and gathering
information on the activiéis of persons who prepare committing an offense of robbery. As
stated above, the said special evidentiary action was administered a total of 19 times and
has been used in parallel with the specific actions surveillance and technical recording of
telecommuitations. In 5 cases by the above actions led to the evidence that contributed to
discovering and proving the crime of robbery. Using undercovezdkers and informants
represents the most complex special investigative action that is only twice applied b
police officers of the Public Security Center Banja Luka in the period from 1. 1. 2009 to
31. 12. 2013 in order to prove and clarifying criminal of robbery. The undercover
investigator in the preliminary proceedings, as stated, has been applied otilpésdn a
manner which is infiltrated in a criminal group with the aim of obtaining information about
the preparatory work related to the crime of robbery. How to commit the offense of
robbery is the funding of criminal groups undercover investigatorsotim occasions to
obtain information on the preparation of the crime of robbery, after which members of the
criminal group were arrested and prosecuted. As noted above, the special investigative
actions simulated and controlled purchase of certain obgatssimulated bribery and
supervised transport and delivery of objects of criminal offense have not been used by
police Legal Officer of the Public Safety Center Banja Luka in the period.

4. CONCLUSIONS

This paper describes the specific methods of detedimd) proving criminal
offense of robbery during the investigation and intpied proceedings. It is important to
note that the application of special investigative actions surveillance and technical
recording of telecommunications in recent years doégine results because the robbers
were taught earlier experiences are no longer used mobile phones to commit a crime, and
not exercising communication before, during and after work, and used disposable mobile
devices so-called. " Specials', rejectioniafter completion of work. The best results in the
investigation of the offense of robbery is achieved by a combination of special
investigative actions surveillance and technical recording of premises and special
investigative actions secret surveillanaed technical recording of persons, means of
transport and objects that are associated with them because in this way learns about the
overall functioning of the bandit groups before, during and after the crime. It also learns
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about the movement of individls and groups, contacts that they have with entities that
may be linked to the commission of an offense. It is very difficult to make insertion of the
undercover investigator in a criminal group for the reason that the Center for Public
Security Banja Lka small country, people know each other, and there is a real danger to
the security of the undercover investigator. Accordingly, it is necessary to enlist
undercover officers from countries in the region. The use of informants is a very useful
method of poving the crime, but because of instructions that is in force at the Ministry of
Interior of the Republic of Serbian police officers reluctant to this option. The reason is
that after contact with the criminal face of the police officer's face it musteens
informants, fill out the necessary forms that must be signed by him and criminal entities,
which in most cases is impossible to do, because criminal person who provides
information in most cases they want to remain anonymous. As discussed abspecthk
investigative actions simulated and controlled purchase of items and simulated bribery and
supervised transport and delivery of objects of criminal offense have not been used in the
investigation of the offense of aggravated robbery. Accordiral tilis it is necessary to

use all acts proving criminal offenses prescribed by the Criminal Procedure Code, and in
particular the use of special investigative measures and actions, because banditry as a
complex criminal act requires a systematic appréaavery aspect of his enlightening.
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Abstract

The Republic of Serbia has a major problem in the fight against corruption in the
customs service. One of the most corrupted state services in the Republic of Serbia in the
period from 1999 to 2000 was the Customs Service. One of the essentdlons for the
entry of Serbia into the European Union is to reduce corruption in general, and particularly
in the customs service. The aim is to indicate the level of corruption in the customs service,
as well as to take the necessary measuresrtda@a corruption in the customs service. In
order to succeed in the fight against corruption, the Republic of Serbia should develop the
institutions that will be successful and effective instrument against corruption in the
customs service.

Different kinds of corruption have been observed within the Customs Service by
means of organization, and since the customs service is still one of the most corrupted
government services, it is necessary to determine the measures to be applied in the fight
against comiption at the state level and at the level of the Customs Administration. The
Republic of Serbia and the Customs Administration, in order to reduce corruption, have
undertaken a series of measures to fight against it; these include the establishment of new
organizational units that are fighting against corruption in the customs service,
streamlining customs procedures, and actions.

During the research we used the comparative method, which is efficient to the
level of corruption in the Customs Service anlleo government agencies. Through the
method of the case, we collected certain information on the forms of corruption that occur
in the customs service, either by magazines, daily newspapers or by talking with the
customs officials. The aim of this metha@s to point out the causes of corruption such as
low salaries of customs officials that cause the appearance of corruption.

The aim of the work is not the criticism of the Customs Service of the Republic of Serbia,
but the desire to measures the levelcofruption and to bring in the acceptable social
framework so as to reduce corruption in the customs service.

Keywords: corruption, customs service, ambrruption measures, institutions,
customs
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1. INTRODUCTION

Corruption as a phenomenon today is present in the developed capitalist countries,
but also in the developing countries. In recent years, countries in transition have had major
problems with corruption in all spheres of social life. One of the areas whexgtion
has been most represented is the customs service. The customs service is one of the
national authorities largely susceptible to corruption, and within the customs
administration, corruption is most evident in its operative part, the custontesoffi
Customs officers at the customs offices are directly related to the work with clients, so it is
one of the reasons for increased corruption in the customs service.

The Customs Service of the Republic of Serbia (hereinafter RS) is not an
independent tate authority, but part of the Ministry of Finance, and as such is the
executive body that implements the decisions and regulations adopted by the RS
Government, so, in order to enable the state to successfully function, it is necessary to take
appropria¢ measures with the aim to reduce or suppress corruption in the customs service.

The measures to fight corruption in the customs service should primarily be taken
by the state itself, by its institutions and by its authorities, and then to a large lextind,
Customs Administration and by its officers. The measures to fight corruption in the
customs service must be effective and must bring results both in short terms, but also in
long terms.

2. TYPES OF CORRUPTION IN THE CUSTOMS SERVICE, ACCORDING
TO THE M ODE OF ORGANIZATION

Forms of corruption in the customs service may vary and change according to the
circumstances that exist in a particular society, whereas new forms of corruption, requiring
the implementation of new measures and methods in the figlihsagt, will emerge
because of the further development and technical service of technological progress. At the
same time, diverse types of the technical equipment of services change the measures
applied in the fight against corruption. Corruption in Ghestoms Service, according to the
mode of organization, can be divided into:

9 Individual corruption;
9 Organized corruption.

Individual corruption in the service is less dangerous for the customs and society
as a whole, but if it has a huge number of custoffisers, at a certain point, it can have a
greater and more damaging consequences than the organized corruption.

Individual corruption is very dangerous if it is related to the increasing number of
customs officers as 'freelancers' who take bribes, whrelatly harms the service as a
whole and suggests that there are large organizations, staffing and other problems.
Individual corruption, although it may appear harmless in terms of the bribe that
individuals receive, it is very dangerous if it is widesgtan the great number of the
employees. Individual corruption, as the word itself suggests, is related to an individual in
the customs service, who carries out corrupt activities of customs clearance and customs
control periodically on a cadsy-case basi and only when he has a fine opportunity. In
case of individual corruption people who appear as corruptors are usually random
passengers, drivers, importers, although it is not excluded that the acquaintance between
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customs officers and the corruptoesist. Individual corruption can occur in all forms of
corruption in the serviée In case of individual corruption compensation for officers is
frequently monetary value and can be in cash or in kind.

An organized group or corruption in the customs semgpeesents a great danger
for the country and indicates that corruption covers all social layers. In case of organized
corruption in the service, customs officials, from all the way through the full shift can
participate in corruption and at the end offislihey share the bribe equally according to
the merité. The most common form of organized corruption in the service is when a group
of customs officers connect with the tour leader in travel agencies, for leakage of the goods
on the bus, then when thegnnect with shipping agentgustoms agents and businessmen
in order not to perform the inspection of goods, uncontrolled goods in the warehouse,
uncontrolled temporarily imported goods and the'like

The most dangerous form of organized corruption & dbrvice represents the
customs officers and members of the Ministry of Interior or the Border Police for leakage
of goods without customs clearance. This kind of corruption in the Customs Service is
present at border crossings and is very difficult tectebecause the border control may be
carried out by border guards, so that they are able to go to a safe place that is away from
the border and where the vehicle can travel freely with smuggledgoods

Organized corruption in the customs service desttbgscustoms service as a
whole, and then destroys the whole country and the state apparatus, because it prevents
sufficient and adequate flow of funds in the budget. Individual or organized corruption in
the service are equally dangerous for the cust@ndce, the state and society, so they all
must seriously approach the problem in order to detect and fight corruption.

3. ANALYSIS OF CORRUPTION IN THE CUSTOMS SERVICE

Customs Service of the Republic of Slovenia for many years has had major
problems with orruption. The problems have been solved resulting in reduction of
corruption in the service, but not adequately. Based on the opinion of RS citizens, the most
corrupt official or social area in 2001 was the duty for a period of 5 years, significantly

'During 2010 at the Gradina border crossing at Dimitrovgcastoms office launched criminal
proceedings against customs officer (M), becauseof letting the vehiclewith goods of a
commercial nature without the payment of duties and other duties which he did abuse of office. A
court verdict marketiim guilty and suspended from the customs service.
“Customs officer (1G.) in the Customs Office Dimibvgrad inthe late springof 1995asIT worker
(Information Technology)manually discharged transit documdatting the importerof coffee
import goods dutyffree.He wascourt sentenced and removed from the customs service.
*The dhily newspaper PRESS Behde announced afune3“2009 that the police arrested three
customs officers at the border crossing Kotroman, because in the pfeoiod 2006 to
200%heysought and received money in the amount of 200 eurofrom the owners of companies
that exported materials when crossinghetrucks with timber.
“The website www.rts.rs published dpril 17,2013 thathe police arrested seven customs officers
and seen owners and employees in forwarding becats®y imported 94 containers with
wardrobe,chips, fruit, furnitureith false documentation
®. The website www.dnevno.rs published &y 16, 2015 the police arrested 29 members of the
MIA(Ministry of InternalAffairs)\and 9 customs officer at the bor
of thesmuggling of goods, import of goods without payment of customs duties, crossing the border
without registering documentsr whichthey received gifts of money and goods.
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redwed corruption in the service of the index 4.7 to 4.0 indexes in 2006. However, the
high index of venality in the service indicates that it is the service that is most susceptible
to corruption, along with political parties and the judiciary.

A large percatage of the population still believe that corruption is largely
represented in the Customs Service, it was declared by 67% of the population in 2006,
which is better in comparison to 2001, when it was declared by 76% of people. According
to the citizensn 2006, corruption in the Customs Service was in front of the judiciary
(Vukmirovi i, e t toahk resedtoh Oatried. ot tycthee UNDPring2009 and
2010, we can see that people change views on corrupt areas in the RS, so that as the most
corrug activities citizens stated health care servit®% of citizens, political parties
72%, judges’0%, the police65%, and education sect@&6% .

According to the experience of citizens in October 2009, the majority of people
bribed the doctorstated i 50% of respondents, the police office28% , the officials in
the state administratior12%, the tax officials6%, whereas the customs officef86 of

respondents.

Table 1: Representation of corruption in specific areas of social life in 2001 &@Dh

AREAS OF SOCIAL LIFE 2006 2001
JUSTICE 4,1 4,2
CUSTOMS 4,0 4,7
POLITICAL PARTIES 4,0 3.8
STATE TOP 4.0 3.8
POLICE 3.8 4,1
HEALTH 3,7 4,0
EDUCATION 2,9 3,2
Source:( Begovil, et al, 2007)

According to the experience of citizens @cttober 2009,the majority of people
bribed doctorstated by 50% of respondents, the police offi@3% , the officials in the
state administration12%, tax officials 6%, whereas the customs officers% of
respondents.

However, citizens continu® indicate that the highest number of bribes is given to
the customs officials, because customs officers take eight bribes per person, nurses, four
bribes per person, doctors three bribes per person, while officials cadastre lbribe per
person. In the RSpeople are accustomed to corruption, so that 83% of citizens agree that
corruption is a common practice in 28Hhd in 2012, 90% of respondents believe that
corruption is commonplage

®Coruption in Serbia, research on the perception and experience of gitetober 2009, Medium
Gallup, Belgrade, 2009, www.readbag.com
"Examination of the public opinion in Serbia on corruptiothird wave of researche©ctober
2010, TNS Medium Gallup, NDP, Belgrade 2010, www.mc.rs
%ukmirovil, D., Kapuran, S., Budimir, J., Gtul
Serbia: experience of the citizens, Office of the UN for drugs and crime, Vienna, p. 13
°Examination of the public opinion iSerbia on corruptioii fifth wave of researcheslune 2012,
TNS Medium Gallup, UNDP, Belgrade, 2012, www.mc.rs
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Figure 1: The percentage of persons who have gave bribes, October 2009, March 2010
and October 2010
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Source: (UNDP and TNS Medium Gallup Serbia Corruption Benchmarking Survey,
October 2010)

According to Special Eurdbarometer for 2013 in the developed count(iee
United Kingdom, France, Germany, the Netherlands, Sweden, Denmark and others)
respondents believe that corruption is widespread in banks, financial institutions and
private companies, and in the newly admittedopean Uniorghereinafter EUxountries
(Bulgaria, Romania, Croatia, Slovenia, etc) respondents believe that corruption is
widespread in the police and customs. Out of the total number of respondents in developed
countries, 32% of respondents declared the existence of corruption in the castbims
the police and in the newly admitted EU countries, 51% of respondents said they would
like to widespread corruption in the customs and in the police, and when viewed
individually by EU countries, it can be seen that 67% of respondents in Romania and
Bulgaria thinks that corruption is widespread in the customs and the police, in Lithuania
(63%), Latvia (58%), Croatia (57%), the Czech Republic and Cyprus (55%), Greece
(51%), Finland (3%), Denmark (12%), Germany (16%), Austria (19%) and Sweden
(22%)"°. According to research by Medium Gallup, 66% of respondents in theirRS
2012 stated that the customs service is corrupt; it is much more than in the opinion of
citizens regarding corruption in customs duties in the EU.

Based on these facts, it can be shat corruption in the customs service of the RS
decreases each year, but still all indicators show that the customs service is at the top
among corrupt services in the RS, so it is necessary to take adequate measures to fight
corruption in the service.

YSpecial Eurebarometer 397, p. 229, ec.europa.eu/public opinion/archives/ebs_397_en.pdf
YExamination of the public opinion in Serbia on cetiani fifth wave of researchesun€012,
TNS Medium Gallup, UNDPBelgrade 2012 ,www.mc.rs
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4. MEASURES TO FIGHT CORRUPTION IN THE CUSTOMS SERVICE

The RS was admitted to the Council of Europe on Apfil 2003 which
immediately became a member of Group of States against Corruption (GRECO), and was
immediately subjected to the first and second do@valuation. In September 2008,
GRECO informed our officials that they had met 12 of the 25 recommendations, which
was insufficient in the fight against corruption undertaken by the RS. GRECO in its report
for 2013 indicated the progress of the RS in ffght against corruption, and that it has
made 10 of the 15 tasks set which is encouraging for further work.

The RS is constantly under surveillance of many European institutions in order to
successfully fight corruption. However, the RS itself and inoits interest must take
action in the fight against corruption in general and in the fight against corruption in the
customs service. If the RS wants to successfully fight against corruption in the customs
service, it must take a number of measures osttite level, which include the adoption of
anticorruption laws and the establishment of special institutions to fight corruption.

In addition to the necessary conditions created by the state in the fight against
corruption itself, the RS Customgiministration, as well as its organizational units, needs
to oppose corruption in the customs service.

5. MEASURES TO FIGHT CORRUPTION IN THE CUSTOMS SERVICE AT
THE LEVEL OF THE CUSTOMS ADMINISTRATION

In this part of the paper we will point out specifi,easures in the fight against
corruption that should be taken by the RS Customs Administration to reduce and curb
corruption in the customs service. Measures to combat corruption in the customs service
are related to several areas:
1 Information system andpalication of simplified customs procedures;
1 Reorganization and change of individual organizational parts

RS customs service;
9 Personnel policy.

Customs Service of the Republic of Slovenia took a series of measures aimed at
reducing corruption in the custenservice, reorganizing customs and applying many
innovations that already exist in EU customs services. The innovations are related to the
development of information systems, the introduction of simplified procedures for customs
clearance, the developmenf certain parts of the customs service which were not
developed until recently, such as internal control, intelligence department, Risk Analysis,
and in the coming period, great attention must be paid to the staff or people in the Customs
Service that wi be not only the leaders of the development of the customs service, but
active participants in the fight against corruption in the customs service.

2Report of the Council of Europe in Strasbourg fraéf- 19.10.2012 publishedn 06.03.2013
(GRECORCI 111 2013 16E)
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6. INTERNAL CONTROL AS A MEASURE OF REDUCING CORRUPTION
IN THE CUSTOMS SERVICE

Customs Service of RS in @8 adopted a new organization that had not existed
before and formed the Department of internal control. The head of internal controls reports
on their work and the work of the entire department and directly to the Director of the
Customs Administration. fie control include: viewing, monitoring, inspection, audit,
review and preventing current and potential risks that may jeopardize a particular process,
function and purpose of human life and wdrkThe internal control has to create and
preserve those vatgthat enable the smooth execution of the tasks of the state authority,
because internal controls should be organized to promote the work of the state bodies and
not to obstruct the execution of that wrkAt the same time it is considered that sirice i
appeared to be a part of an administrative or public administrative apparitusas
important and significant role of internal controls against corruption.

The Internal Control of the Customs Administration has a significant impact on
running many disciplinary procedures against customs officials, because it works together
with the heads of customs offices, as well as with other governmental agencies. From the
table it can be seen that the largest number of disciplinary proceeding®dnitia2009
and in 2010 come up to a total of 57 disciplinary proceedings, while the largest number of
customs officers, even 15 2007 of them were given a decision on termination of
employment. However, the Customs Administration of the RS in 2014 initik38d
disciplinary proceedings against customs officers, out of which the prosecution treated 18
customs officers for criminal liability, and in five cases received a measure of termination
of employmeni, indicating that corruption in the customs servitik exists, but that UC
is taking all measures to reduce corruption in the customs service, including such measures
as well as disciplinary measures.

Table 2: Overview driven disciplinary proceedings, the number of customs officers
against whom disciplary proceedings are initiated by 2008013

Number of initiated Nym_ber of Qﬁipigls who Number of foic_ials
Years Lo . initiated disciplinary with the termination of
disciplinary proceedings :
proceedings employment
2006 27 38 4
2007 43 51 15
2008 55 61 8
2009 57 65 9
2010 57 69 9
2011 29 33 6
2012 18 24 4
2013 23 23 1

Do b o v g eHandbodki. prevention from orruption, Personnel Managemgiontenegro,
Digtar Print Center, Podgorica009, p. 66
“ibid, p. 74
%) 0 v a g e \Coriuption B.the international and the comparative criminal law of the public
service Magazine of the Lawyer Chamber of Vojvodina N@G311, p.123
Svww.novosti.rspublished on 26.03.2015
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Source:Data obtained on the basis of information of public importance by the Customs
Administration on February 142014 by email

According to the findings of the Customs Administration, criminal proceedings for
offenses committed at work were led against 143 customs officers. The most common
crimes that are prosecuted are related to abuse of office under Article 359 of the Criminal
Law, bribery under Article 367 of the Criminal Law, forgery of official documents under
Article 357 of the Criminal Law, and conspiracy to commit crimes under Article 346 of the
Criminal Law. In the period from 2006 to 2013, 28 customs officers were itbfdwt a job
after completed criminal proceedings.

The Internal Control of the Customs Administration may improve their work in the
coming period by strengthening of personnel structure; not only numerically, but also
professionally, thus greatly contrilimg to reducing corruption. All the EU's customs
services have developed internal control, and will eventually harmonize customs
regulations with the EU and cooperation with other EU customs services to reach
development and the increasing importance tfriral control in the customs service of the
RS, which will later contribute to the reduction of corruption in the customs service.

7. HUMAN RESOURCES AS A MEASURE FOR REDUCING CORRUPTION
IN THE CUSTOMS SERVICE

The RS Customs Service shall maintaisuacessful personnel policy through the
Department of Human Resources, both at the level of the Customs Administration, and the
level of the customs office, to professionalize them, to make it as professional as possible
to fulfill all the tasks which thstate demands from it. The success of the Customs Service
and of any other governmental body depends exclusively on the human resources, on their
intelligence, experience and expertise.

Customs Administration must take into account the finanmigition of customs
officials, which implies that it must take into account the salaries of customs officers,
housing matters, taxation of benefits, remuneration, etc. The importance of the material
position of customs officer, noted by M. Ivanovic: "Fig all the clerk is required to
provide, i.e. provide him a decent existence and give it regularly to him and thus you can
ensure political influence. You cannot ask for anything from a man who is never sure
whether tomorrow he will have a place to liveand a piece of bread to eat or not. You
cannot ask for the correctness of a man when he receives means to live with only for
fifteen day$’ from the state.

Table 3: Average earnings of customs officers from 2@013 (in RS Dinars)

QUALIFICATIONS 2011 2012 2013
UNIVERSITY DEGREE 57004.28 60085.41 63454.41
HIGHER EDUCATION 32452.28 34228.53 35844.91

SECONDARY
QUALIFICATIONS 26617.59 28017.11 29461.33
PRIMARY SCHOOL 16823.86 17945.24 18701.84

Ycustoms Magazine, (1928), Body of the Association of customs officers, Belgraldt?
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Source: (Customs statistical bulletin for 2012 and 20C8stoms Management of RSlectronic
edition, Belgrade, accessed on 03.04.2014)

Earnings of customs officials are one of the essential elements that you need to
deal with within the Customs Administration, in order to influence the reduction of
corruptian at the customs. The average salary in the RS customs service in 2011 amounted
to 36,797.23 dinars, in 2012 amounted to 38963.61 US, and in 2013 the average salary was
41,206.28 dinars, which represents an increase of 5.89% and 5.76% in each year.

Comparson between the average salary in the customs service with average
salaries in the RS can be based on the presented table concluding that the average salary in
the customs service is below average salaries in the R958%6 depending on the

considered yea

Table 4: Average salaries in the Customs Service of the Republic of Serbia and the average salary
in the Republic of Serbia from 20112013 (RS Dinars)

The average salary The ratio of theaverage salary in the
. The average . .
Years in the customs . .| customs service and the Republic
. salary in Serbia .

service Serbia
2011 36 979,23 43 887,00 84,26
2012 38 963,61 46 923,00 83,04
2013 41 206,28 44 057,00 93,52

Source: (Official Gazette of the Republic of Serbia, No. 6/2012, 8/2013, 34/2014, Belgrade and
Customs statistical bulletin for 2012 and 2013, Customs Management bfefeBtronic edition,
Belgrade, accessed on 03.04.2014)

At the same time, the customs service of the RS in 2013 employed 2432 customs
officers, of which 64.72% are workers witbwer, middle and higher education, which
have a lower salary than the average salary in the RS, which is very problematic and
indicative and may adversely affect the fight against corruption. Customs officers must be
financially secured so as not to be@easy prey for corruption.

Low salary is one of the causes of corruption, but not the only one, because the
material position of customs officer may be improved by providing favorable loans for the
purchase of an apartment or building a house, obtairtaff) @ official apartment for
exceptional customs officers, by rewarding the customs officers for their achievements in
service, by enabling them education in the country and abroad.

Strengthening the staff structure of the Customs Administration witribote to
better and more professional working in the customs service, but on the other hand,
appropriate choice of managerial staff in Customs Administration can successfully fight
against corruption in the customs service. If the RS desires to haJteetive customs
service, it must take into account the financial position of customs officials.

8. CONCLUSION

If the RS wants to fight successfully against corruption in the customs service, it
must, above all, pay attention to the advice of the Europesitutions that monitorial
development in our society as well as in the important areas accompanied by corruption. If
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the RS wants to become a full member of the EU, it must take all measures to fight against
corruption and to bring it into socially aatable forms.

The RS, in order to fight against corruption, needs to developcamtiption
institutions and allow them to work independently, professionally and without any pressure
so as to successfully fight against various forms of corruption-céntuption institutions
with their work and expertise can greatly contribute to the fight against corruption in the
customs service of the RS, because it is one of the few state agencies that largely fills the
budget of the RS and its operation dependshenfanctioning of the state as a whole.
Great significance in the fight against corruption in the customs service may be provided
by the State Audit Institution, which constantly takes care that the Customs should not
affect the legality of the operationsf the Customs Administration, manages budget
inspection which should control the movement of money flows, the timely payment of
money in the budget, etc.

The Customs Administration is obliged to daily fight against corruption in the
service and it is neesary to greatly benefit individual services that exist within a
department, such as the Department of internal control, the Department of Anti
Smuggling, Department for analysis and risk management, on the other hand, should take
care that the Customs Adhistration develops simplified customs procedures in order to
prevent customs officials in corruptive activities, and implements certain actions, because
it is necessary to have efficient and professional customs officers, who must be properly
paid, inorder not to succumb to corrupt activities.

Customs Administration must take into account staff potential in order to retain
expertise in the work, but on the other hand, it must take into account the financial position
of customs officials to reduce antepent corruption in the Customs Service, for as long as
customs officers have lower salary than the national avergdde# the fight against
corruption will be more severe and prolonged. Based on everything shown, it can be said
that there has been a wetion in corruption in the customs service, but still 66% of
respondents in the RS believe that the customs service is one of the most corrupt
departments, which is a very high level in comparison to other customs services from other
European countries.

It can be concluded that the emergence of some institutions on the state level and
development of certain institutions in the customs service, decrease corruption from year to
year, but not at the satisfactory point. If the RS wants to further developsitaontinue
to carry out carefully planned, systematic and organized fight against corruption in general
and especially against corruption in the customs service. Successful and uncorrupted
customs service leads to better and more efficient state anibated to the development
of the economy as a whole.
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Abstract

In September 21, the Parliament of the Republic of Serbia enacted a new
Criminal Procedural Code which became effective on 15 January 2012 with respect to
criminal offences under the jurisdiction of the public prosecutor's office of special
jurisdiction (Prosecutor's @fe for Organized Crime and Prosecutor's Office for War
Crimes), while the remaining parts became applicable as of 1 October 2013.With the
enactment of this Code, a number of new features were introduced into the Serbian
criminal procedure legislation, ermost important being prosecutorial investigation, which
is instigated on the order of the public prosecutor, who also manages the procedure. Given
the new conception of prosecutorial investigation, a question arises of the legal status of a
suspect, prirarily in the preliminary criminal proceedings. The subject of this paper is the
analysis of the legal provisions regulating the interrogation of a suspect as an evidentiary
action in the preliminary criminal proceedings in the Republic of Serbia, whespeuyal
focus will be on basic questions, such as which subjects are authorized to perform this
action, under what conditions and how, in order for the suspect's statement to constitute,
subsequently, in the main proceedings, an evidence on which th&s ctaaision can be
based. By methods to be used in this researctitical content analysis, description,
comparison, synthesis and deductiowe want to achieve the objective of the research,
which is to point to certain deficiencies concerning positgal provisions, as well as to
issues and problems that may arise in their practical application. In the analysis, we shall
also point to potential directions of and solutions to identified legal deficiencies and
practical problems in the implementatiohthis evidentiary action. Special emphasis will
be on the police activity and its cooperation with the public prosecutor with respect to
suspect interrogation in the pirevestigation and investigation procedures.

Key words: criminal proceedings, prnvestigation procedure, investigation,
authority conducting the proceedings, public prosecutor, police, suspect interrogation.

1. INTRODUCTION
In September 2011, the Parliament of the Republic of Serbia enacted a new

Criminal Prca edur e Code (60Official Gazette of t !
101/2011, 121/2012, 32/2013, 45/2013 and 55/2014), which has been in effect since 15

This paper is the result of the research on projgdEr i me i n Serbia and in
r e s p owhteifi financed and carried out by the Academy of Criminalistic and Police Studies,
Belgrade- the cycle of scientific projects 2018019
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January 2012 with respect to offences und:
of spe¢ a | jurisdiction (Prosecutorbés Office |
for War Crimes), while the remaining part became effective on 1 October 2013. The Code
brings a multitude of novelties, with the most significant ones including: the regatem

of the judicial investigation with the prosecutorial investigation, which retained some
elements of foreign investigation; devaluation of the principle of material truth, with a
view to making the court a classic arbitrator in the dispute betweerubiie prosecutor

on the one hand, and the defendant and his counsel, on the other; public prosecutor
becomesdominus litisof the investigation procedure, with the duty to prepare the case
collaborating with the police, as well as a legally sustainabletmdnt for the court, etc.

( B o gli& &isimovil , 2012).

In regards to evidence, the legislator distinguishes between evidentiary actions and
special evidentiary actions. Evidentiary actions, as general investigative actions that can be
taken in all typesof criminal proceedings, include: interrogation of the defendant,
examination of witnesses (particular significance is attached to the witness protection
provisions), expert examination, examination, event reconstruction, instrument (the law
regulates praong by a record and the collection of records), obtaining samples (the law
distinguishes between biometric samples, samples of biological origin and samples for
forensiegenetic analysis); verification of accounts and suspicious transactions; temporary
seizure of objects, and search.

It can be noted that the legislator mentions the interrogation of the defendant
instead of the suspect, which, from the viewpoint of the theme of this paper, makes it
important to point to the relevant provision of the Coddeapi ni ng t hat a o6d
general term used to refer to a suspect, a defendant, an accused person, and a convicted
person (Article 2, paragraph 1, item 2). Therefore, when one mentions the interrogation of
the defendant in the Serbian criminal praged legislation, one primarily means the
interrogation of a person for whom there are grounds to suspect that they have committed a
crime, and which can be undertaken in the preliminary proceedings by authorized subjects.

Nonetheless, suspect interrogatisran evidentiary action which can be taken by
the public prosecutor or, upon his authorization, the police in the preliminary criminal
proceedings(pre nvestigati on and investigation). E
statement, the status of suspect in the procedure, the subjects involved in the
interrogation, are extremely important and complex issues. In this context, the paper will
analyze the provisions of the existing CPC of 2011, whereby it will point to both the
advantages and the dgéincies of current legal solutions, as well as to some theoretical
dilemmas in regulating this action. It will also attempt to provide answer to certain legal
gaps, ambiguities and inconsistencies.

2. AUTHORIZED SUBJECTS AND REQUIREMENTS CONCERNING
SUSPECT INTERROGATION IN THE PRELIMINARY CRIMINAL
PROCEEDINGS

To undertake the interrogation of a suspect in the preliminary proceedings (pre
investigation and investigation), it should first be defined who is considered a suspect.
Under Article 2, paragraph 1, item 1 of CPC, a suspect is a person against whom, due t
existence of grounds for suspicion of having committed a criminal offence, a competent
public authority in the prnvestigation procedure has undertaken an act stipulated in the
Code, and a person against whom an investigation is being conducted. SBhvibe
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Code links the term suspect both to the-ipsestigation procedure and the investigation,
which supports our view that the division of the investigation procedure into pre
investigation and investigation is superfluous and points to the nectssigulate the
investigation procedure as a single phasai8al , 2015:101).

One issue of major importance is which subject of the investigation procedure is
authorized to carry out the interrogation of suspects and under what conditions in order for
the interrogation to have a character of evidentiary action. It is primarily the police, as an
authority detecting criminal offences and offenders, who can on more than one occasion be
faced with a situation that requires the interrogation of suspects, Wwhere there are
grounds to suspect that a person has committed a criminal offence which is prosgcuted
officio, the police can summon that person as a suspect, cautioning him of his right to a
defence counsel (Art 289, para 1 of CPC). Of this actimwever, the police must
immediately notify the public prosecutor, who can decide to entrust the interrogation to
them. The second situation is where during the collection of information the summoned
citizen starts to be considered a suspect, wherebyottoe @re also bound to immediately
advise him of his rights, as well as of the right to obtain a defence counsel (Art 289, para 2
of CPC). This is another instance that requires immediate notification to the public
prosecutor, who can entrust the inteatign to the police. And finally, the police can
interrogate a suspect being subjected to &eld detention, subject also to the prior
authorization of the public prosecutor (Art 294 of CPC).

From the analysis of this legal solution, it can be concludatdwhenever in the
course of the preliminary proceedings the interrogation of a suspect is possible or
necessary, the police are required to notify the public prosecutor thereof. In fact, without
the public prosecut or 6 s atianuof & suspéczisimpossible t h
(Bogkovil , 2015:101). By summarizing the above, we can conclude that, under the current
legal provisions in Serbia, once the public prosecutor is informed by the police of the
necessity to interrogate a suspect, three pptare available to him: first, to conduct the
interrogation by himself;, second, to decide whether or not to attend the interrogation to be
conducted by the police; and third, to entrust the interrogation to the poligeo(fic
Kesi, 2015:221). Such aothinant position of the public prosecutor in the preliminary
criminal proceedings is certainly a result of introducing prosecutorial investigation and the

intent to make the public prosecutor the 6
However, inaddition to the authorization from the public prosecutor, in order for
the suspectds statement made to the polic!

into evidence, several more requirements need to be met. First, the suspect himself needs
to agee to make a statement. If the suspect is unwilling to make a statement, no procedural
mechanism exists to allow for a lawful obtainment of such a statement. In this respect, it is
important to emphasize that the right of a suspect not to say anythinyearight not to
incriminate oneself(the right against selincriminatior), although not explicitly
mentioned in Art 6 of the European Convention on the Protection of Human Rights and
Fundamental Freedoms, are generally recognized as international gsaanatdupresent the

basis of the right to a fair triabeunders v. The United Kingdoni9187/91 [1996] ECHR

65 (17 December 1996) para. 68). In practice, there were attempts by the police, upon the
suspectds refusal t o pr oophoreen the cel whete ¢hme nt |
suspect was kept and to send another detainee inside, in order to elicit, through their
conversation, the relevant statement from the suspect. This is another issue on which the
European Court of Human Rights held thatthesusg 6 s ri ght to sil enc
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(Allan v. The United Kingdom4 8 539/ 99 [ 200 2] ECHR 702 (5 N
53).

While the right of a suspect not to say anythitige (right to silenceand the right
not to incriminate oneselfti{eright aganst selfincrimination) are similar in many
respects, they also differ in some respects. Specifically, the right to defend oneself by
silence is the right of a suspect not to make any oral statements before the court or other
public authorities, not to psent his defence and not to answer questions. Since the right to
defence rests exclusively with the suspect, he is therefore the sole holder of the right to
defence by silence. In contrast, the privilege againstirsgiimination is the right of
individuals in criminal proceedings not to present the facts and evidence detrimental to
them. While the right to silence is the sole right of the suspect, the privilege against self
incrimination also extends to witnesses who are not bound to answer certaiongydstt
even with respect to the suspect this privilege has a wider reach. Namely, in addition to the
right to refrain from making oral statements, the privilege againsirsifmination also
includes the right of the defendant to refrain from the igiom of any evidence in the
criminal proceedings against his own will. Accordingly, the right to silence constitutes an
element of the privilege against s&itrimination, but this privilege is not confined to this
right alone (Bajovi, 2010:5253).

Moreo v e r besi des t he publ i c prosecut or
agreement to make a statement, the presence of the defence counsel during the police
interrogation of the suspect is necessary and mandatory in order for such a statement to
subsequentlype used as evidence in the main criminal proceedings. If in the instances of
mandatory defence the suspect fails to choose a defence counsel by himself, he will have
one assigned to hiex officig from the list of attorneys provided by the bar assogciatio

With respect to mandatory presence of the defence counsel during the police
interrogation of the suspect for the purpc
later in the criminal trial, it is interesting to note a solution from the Germamnai
procedure legislation. Specifically, German law provides no obligation regarding the
presence of the defence counsel at the suspect interrogation. (Dehn, 2013:4). According to
the opinion of the majority, the defendant does not have the right tohis\atorney
present at the police interrogation, even if he had retained one by himself. If the defendant
is being interrogated by the police, he is entitled to receive advice from his attorney before
the questioning commences, but the attorney doerawit to attend the very questioning
conducted by a police officer (Yue Ma, 20071LF).

Finally, in addition to the above reql
statement to have evidentiary significance is that the very procedure of interrdggtion
carried out under the provisions applicable to the interrogation of the defendant. However,
it is important to note that suspect must be informed that the official language in use is
Serbian and that he has the right to use his native language omuadartte understands
and that, if he wants to use his native language and does not understand Serbian, he will be
provided with an interpreter. This instruc
entered in the record so as to avoid a situation efispect denying, in the subsequent
course of the criminal proceedings, his statement to the police, arguing that he had no
knowledge of the right to use his native language in the proceedings. In support of this
point, we emphasize the decision of thep®me Court of Serbia (iliet al., 2013:672)
according to which the record of interrogation produced before the police officers and
l acking the suspectds statement waiving hi
conducted in the language of that individual, doescoaistitute evidence on which the
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court can base its decision. Another possible situation is that the suspect waives his right to
use native language before the police interrogation takes place, and then later during the
main proceedings invokes that rigistressing thereby that his statement to the police
represents unlawful evidence as he was not interrogated in his native language. In this
connection, we point out the ruling of the Belgrade Court of Appeal (Decision of the Court
of Appeal in Belgrade, fe .KLgo. 2297/10 as of 02.09.2010), in which the Court took
the position that the defendantoés right
proceedings if in this proceedings he waives his right to use native language due to his
understanding ofhe language of the procedure, but requires in the subsequent course of

the proceedings to use his native language and is enabled to do so.
3. LEGAL STATUS AND RULES OF INTERROGATING A SUSPECT

When we refer to the legal status of a suspect, we primarily theacircle of his
rights and duties, but on this occasion our primary focus will be on his rights, of which he
has to be made aware before the commencement of the interrogation by the competent
authority. After having been informed of the right to ustivealanguage, and a written
record made detailing the subjects attending the interrogation and general details, as
previously discussed, the suspect is advised of his rights and entitlements and enabled to
exercise them. The rights that the suspect mesimiade aware of before the initial
interrogation include: first, in the language he understands, he has to be informed of the
charges against him, the nature and grounds of accusation, as well as of the possibility for
any comment that he makes to be uaedevidence in the proceedings. Second, he is
entitled not to say anything, then to refrain from answering certain questions, to freely
present his defence, and to admit or deny his guilt. Third, he has the right to defend himself
on his own or with the pffessional assistance of a defence counsel who is allowed to
attend the interrogation. And fourth, the suspect is entitled to read, immediately before his
initial interrogation, the criminal compl ¢
and opinons (Article 68 of CPC).

Considering that Article 68 of CPC specifies all rights that belong to the suspect, it
is important to emphasize that before the initial interrogation the suspect is advised only of
the above stated rights. Overloading the recdrigiterrogation by detailing all rights that
should be exercised throughout the criminal proceedings and whose protection is the
subsequent concern of the court is unnecessargk@Bib& Kesil, 2015:223). Thus, for
the suspect interrogation record to béidsas evidence it is sufficient that the suspect be
aware of the above stated rights.

Interestingly, the Code distinguishes between the rights of the defendant and the
rights of the arrested person in the respect that it extends some additional ritites to
arrested person, which is logical given the aspect of deprivation of liberty. Particular
attention should be given to the right of the arrested person to have, before his first
interrogation, a confidential conversation with his defence counsel, vgnadedure is
supervised only visually, and not by way of listening (Art 69, para 1, item 2). This, of
course, raises the question whether this right also extends to the suspect who is not arrested
but instead, for instance, responded to the police summ@ashold that there are no
impediments to extending this right to the suspect who is not arrested, and thus ensuring a
more complete protection of his rights. In any case, it is also necessary that the confidential
conversation between the suspect andcbisnsel be noted in the record, as well as the
duration of such conversation.
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In the course of the criminal proceedings, the statements of the defendant may
differ in content. Thus, for instance, it may be the case that a suspect provides a statement
to the police in the prénvestigation procedure, under the above stated conditions, but only
to change it later during the investigation by the public prosecutor, or possibly contest it at
the main trial before the court. In any event, if the interrogatioonslucted in compliance
with previously established rules and each subsequent statement of the suspect differs from
the previous ones, and in particular if the defendant withdraws his confession, the authority
conducting the procedure can invite him tdest@asons for giving different statements, or
for withdrawing the confession. In this case, the competent authority will almost always be
the court, because it is at the main trial in the majority of cases in practice that the
defendant contests his staent made in the preliminary proceedings.

During the interrogation, the suspect can even decide to confess to the commission
of the crime, in which case ttaithority conducting the procedure is no longer required to
collect evidence on the perpetrator ahd crime, unless grounded suspicion exists as to
the veracity of the confession or such confession is incomplete, contradictory or unclear
and contrary to other evidence (Art 88).

Additionally, the interrogation must be conducted with full respect fer th
personality of the suspect. In this context, torture is prohibited under Art 3 of ECHR
(Kesi , 2014) providing that no one will be subjected to torture or to inhuman or degrading
treatment or punishment. Thus, for instance, an ECtHR judgment estaltlisihes a
person who has been deprived of liberty gets injured while in police custody, the onus is on
the authority conducting the procedure to explain the causing of such iAksgy( v.
Turkey - 21987/93 [1996] ECHR 68 (18 December1996) Para. $itjilarly, any use of
force against a detainee which is not strictly necessary and which diminishes human
dignity is considered a breach of Art 3 of the European ConverBialogh v. Hungary
47940/99 [2004] ECHR 361 (20 July 2004) Para. 45).

At this point t is important to note another legal provision related to documenting
procedural actions, which stipulates that the authority conducting the procedure can order
that the undertaking of an evidentiary or other action be recorded by audio or video
recording devices, whereby audio recording of the interrogation of a suspect in the
proceedings under the jurisdiction of the
mandatory (Art 236, para 1). Therefore, where authorized police officials conduetisusp
interrogation in connection with some of the criminal offences falling under the
jurisdiction of a speci al public prosecuto
terrorism, etc.), they are bound to make audio recording of the intermg&tfocourse,
video recording of interrogation is not excluded and is often conducted simultaneously
with audio recording, but in these situations the Code provides as mandatory only the
audio recording.

The theory of criminal procedure law points outtthat he r ecor di ng of
statement by audio and video recording devices is a solution whose aimf@dwan the
one hand, to ensure higher degree of respect for the rights of the suspect being
interrogated, and on the other hand, to ensureehighgree of evidentiary credibility of

%For purposes of comparison, under the provisions of the Croatian CPC, the interrogation of a
suspect is recordeoly audiovideo recording device, which means that it concerns not only audio,
but also video recording which is performed not only for certain criminal offences, but for all
criminal offences. For essential characteristics of suspect interrogation atieofevidentiary
actions under the provisions of the Croatian CPC,Is¢eu b a et al,(2008B).

69



the suspectds statement, since it is relat
his statement was in a certain way extorted in thecpnginal procedure, or that his
defence counsel was absent whils presence during the interrogation was mandatory,

etc. By this means, such objections are avoided, that is, it allows that they relatively easily
be ver i f, R00M772). Gk ul i

4. SOME PRACTICAL DILEMMAS IN CONDUCTING SUSPECT
INTERROGATION

Considering theabove characteristics of the interrogation of suspects in the
preliminary proceedings under the provisions of CPC, primarily by the police, we should
also point to a number of problems and issues that may occur and have occurred in
previous practice. Atis stage we will point to some particular cases and attempts by state
authorities to make use of imprecise legal provisions in certain situations, mainly to the
detriment of the suspect.

Hereby it is interesting to point to one conduct of the police wbiebame a
common practice. Specifically, in cases not involving mandatory defence, there were
instances where the suspect refused to retain a defence counsel, but agreed to make a
statement. Authorized police officers have in those instances assignemlitiselcfor the
suspectex officiq despite the fact that they were not mandatory defence cases. In any
event, once the police decide to appoint a defence coexséficiq it will be required that
it previously order a 48our detention, in agreement with the public prosecutor, based on
which fact the suspect must have a counsel, and then interrogate the suspect in the
presence of the counsel.

In regards to the above dathe question arises whether the police can interrogate
a suspect even in the absence of the defence counsel, if he explicitly refuses to have one,
while the case is not a mandatory defence case. Obviously, the statement thus obtained, in
the absence othe defence counsel, will not constitute evidence in the criminal
proceedings, but it is arguable whether the suspect can be subjected to police interrogation
in any way in the absence of his counsel. The Supreme Court of Serbia (Decision of the
Supreme Cort of Serbiaref K gl no. 14323/08 as of 16.09.2008) took the position that the
suspect can be interrogated by the police authorities with respect to any criminal offence
only in the presence of his attorney and only when he agrees to make a stateiniai, an
it is only in this case that the statement can be used as evidence in the criminal
proceedings.

There may also be cases where the police perform interrogation of a suspect who
has been arrested, but not ordered a detention. General rule providédsetlaarested
person must be referred to the competent public prosecutor within eight hours from the
arrest, unless he is ordered ahfur detention. Practice reported cases of suspects being
arrested, not being ordered al&ur detention, nor referreéd the competent investigative
judge within eight hours from the arrest (as required under CPC/2001), but still
interrogated by the police. In this instance, despite the fact that the appropriate procedural
formalities were fulfilled, it will constitute dawful evidence, and the Court of Appeal in
Belgrade also confirms this in its ruling (Decision of the Court of Appeal in Belgrade ref
Kg?2. No . 4652/ 2010 as of 23.12.2010), i n
police interrogation that takegslace more than eight hours after the suspect had been
deprived of liberty must be excluded from the case file and cannot be used as evidence in
the criminal proceedings.
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A further instance certainly common in practical conduct is that authorized police
officers perform the interrogation with the defence counsel being fully absent or only
partially present or even appearing just at the very close up of the interrogation and signing
the record. We maintain that in this case the court would issue a rulindpibly such a
record of suspect interrogation would be excluded from the case file as unlawful evidence,
i.e. this would constitute a typical case of unlawful police conduct.

At this point we will point to another situation that used to be common in the
practice of authorized police officers. Specifically, during the preparation of the suspect
interrogation record an authorized police officer made an omission in the respect that he
failed to make sure that the suspect signed each page of the record. T queses
whether such omission will lead to the exclusion of the record from the case file. The
Supreme Court of Serbia took a position in its ruling (Decision of the Supreme Court of
Serbia reK gl. no. 331/2004 as of 15.4.200¢hat such an omissiafoes not constitute an
absolute breach of the provisions of the criminal proceedings, reasoning that the police
record of the interrogation that was cond.l
accordance with CPC provisions, is admissible adeewie at the main trial even when it
contains the suspectb6s signature on the |
fault. Despite this position of the Supreme Court of Serbia, it is desirable that authorized
police officers who conduct suspecttérrogation make every effort to ensure that the
interrogation is conducted in full compliance with the provisions of CPC so as to prevent
the evidentiary credibility of the relevant record from being challenged on any ground in
the subsequent course bétproceedings.

Conclusion

With the enactment of the new Code of Criminal Procedure and the introduction of
prosecutorial investigation both the structure of the criminal procedure and the status of
certain subjects of the criminal procedure naturalgngfed. First of all, public prosecutor
becamedominus litisof the investigation procedure which resulted in this institution
becoming also the most burdened authority of the entire preliminary proceedings. Amongst
other things, the interrogation of suspects was fully placed under its jurisdiction.

The question #&es why in the prosecutorial concept of investigation the police
lost its original authority to interrogate suspects, which it had in the judicial concept of the
investigation and still have in many other countries of European continental legal tradition.
It is indisputable that the police should at all times notify the public prosecutor of the
necessity to interrogate a suspect, but seeking authorization from the public prosecutor in
each particular case certainly does not add to the efficiency of togrpance. Having the
public prosecutor informed of the need for interrogation and stating whether or not he
would attend the police interrogation, rather than giving approval thereof, would be
logical, and it is thus the changes of this type that shoutdibsidered in the future.

Moreover, bearing in mind that in the majority of cases the public prosecutor
authorizes the police to conduct interrogations, without his attendance, it is obligatory for
the acting police officers to strictly adhere to theudtaly rules, because the statement of
the suspect represents the only personal evidence that the police members can thus obtain
in the preliminary proceedings. Any omission or failure to obey legal procedure can result
in the exclusion fromthe casefilfo t he suspectbés statement t
the main criminal proceedings, which creates the possibility for the suspect to make a
differing statement at the main trial, which finally can jeopardize the criminal proceedings
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as a whole. In thisespect, consideration should be given to making the audio and video

recording of suspect interrogation mandatory, with afile aim: to increase evidentiary
credibility of the suspectods statement t
from abusing their rights and entitlements, on the other hand.
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Abstract

Thiswork deals with thecriminal offenseof aggravated theftwhich was
committedina particularly dangerous orbrazeanner This criminal offense,in addition
totheirpermanent presence,has a long traditionin the criminal law. As a form of aggravated
theft, a lot of attention is attracted by the manner of its execution, as well as the
determination of the difference arfietcriteria of demarcation between this crime and the
criminal offense of robbery or robbery theft. Alsgreatattention is paid tosituations
whereit is necessaryto determine whetherit comes tothis form ofaggravateditieis
just an ordinarytheft, orsome other form ofaggravated theft accordance with this, we
can saythat the abovesituations areinteresting andvery importantfor the
theoryandpracticeofcriminal law in general

Keywords: aggravated theft, theftpbbery robbery theftcriminal act criminal
law.

INTRODUCTION

The offense of aggravated theft has a long tradition and occupies a very important
place in the legal theory and practice in generBhe size weight andsocial
dangerrepresented bythis crimerequiresspecial attention tothecesafiecriminal law
andpracticein generarhis offense is related to a movable asgéigh igrivately owned
or owned by the statand that is why for this issue there is a great interest of society. The
interest of the society dates back to ¢agly human community

Although it falls into property crimes, specifically in crimes against movable
assets, the aggravated theft carals® viewed separately. The above mentioned criminal
act has several qualified forms (Popovic, Vujic, 2015). One of the forms of aggravated
theft is theft which was committed in a particularly dangerous or brazen manner. It is a
specific form of aggravatketheft which is very well incriminated in the Criminal Code of
the Republika Srpska. So, this incrimination is of great importance for the theory of
criminal law, and for its practice in general. When it comes to this form of aggravated
theft, it is necesary that there are two differempialifying circumstancethat are related to
the manner of execution, the first, that the theft was committed in a particularly dangerous
way, and the other, that the theft was committed in a particularly brazen manngheso
we start from the action and qualificational circumstances of this crime, we can see it is a
specific criminal offense. The above mentioned specificity is reflected in different
situations where you need to make a difference between this formravatgyl theft, the
plain theft and some other forms of aggravated theft (e.g. theft was committed by taking
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advantage of helplessness or other difficult state of a person), as well as with the criminal
offense of robbery or robbery theft. Also, it is vémyportant what kind of danger should

be represented in this particular case to differ this offense from some other crimes (e.g. the
criminal offenses against life and limb) and what is the degree of arrogance which is
manifested in a given situation, whichvery important in terms of diversity with other,
already mentioned offensesin this work before the elaborationof these
specificconceptsand situations that arecharacteristicin this form ofaggravated theftl
willelaborateanordinarytheft whichis theessence ofthe aboveform ofaggravated theft.

THE CONCEPT OF THEFT

The theft is one of the crimes against movable property. This criminal offense
beside aggravated theft has its other qualified forms which are formally separate crimes in
separate artiels (vehicle theft etc.), as well as a privileged form (petty theft), which is
placed in the same section as @dinary theft(Article 231 of the CCRS). The act of
committing a theft is consisted of taking other people's movable property. So, when it
comesto theft, there must be a taking of property against the will of the one who really
owns it (Klloter, Pollock, 2006). The very concept of seizure is closely related to detention
over movable property. A detention means in fact the power to dispose aifi ¢bing,
except that under the factual power of disposal should not imply physical power over
assets in the literal sense (Atanackovic, 1985). It is said that seizure is completed when
there is an interruption of another's detention and the establisbirthet detention of the
movable items from the perpetrator. As with most crimes against property, the offense of
theft may be made by any person, which means that in this crime there are no restrictions
in terms of special characteristics of the offender.

The object of activity is movable valuable assets of anoffteés means that it
must be fulfilled following three conditionsl) it is a valuable thing 2) it is a movable
thing 3) it is thing of anothetn relation with the first conditigrthe cormept of things is
determined as the subject of a material nature that can be the object of a detention which
has a certain valu@he object that has no value is not considered as a. thurther, in
connection with the second condition, there is no dthaitthe concept of movable things
should be understood a bit wider than in civil Jdwecausenovable things are also those
things that are part of the immovalgeoperty, and can bgeparated from iin any way
without any change. In relation with therd condition, it is important that the thing is not
the property of the offender bittis propertyowned by ghysicabr legal personRopovic,

Gajic, 2013).So, the thingas amatter of the theft must bealuable assets of another
(Cejovic, 1980)Fort he t hing we <can say that it i s
another person, and that person has a real power of disposal. It is irrelevant when the
power of disposal is based on a legal basis or achieved at an illegal manner. On a
subjective level Dthis crime must exist gremeditationand an intention. So, the
premeditation expresses the mental attitude of the offender to the act as his achjevement
his attitudetowards theconsequencesthatchangesin the outside worldthat appearson the
objectof thetiackthat hecaused orcontributed to itscausing(Lah§86) The offense of

theft may be performed onlyy direct, which means that the offender was aware of his
action and that he wanted its execution. This means that for the crime of theft it is
necessar that there is an awareness and a willingness to seize movable property of
another Also, beside a premeditation on a subjective level, there must be an intention to
obtain an illegal material benefit. Howeyiris not necessary that there was appraiomia
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and thereby to obtain illegal benefit is necessargnly that there is an intention make it
happen. The intent of appropriation exi st :
owner, i.e. to use it and dispose. The consequence of thie ¢si changing dispose of
movable assejge. founding a new detention by the offender. It is not enough to interrupt a
detention. The theft is completéd accordance with the theory of apprehensiamen the
detention of movable assets of offender is determineduntil that moment theris only
anattempt of theftgtojanovic,Perig 2009) According to Article 231,
paragraph lof the Criminal Code of the Republika Srpkeacriminal offense of theft is
punishable by a fine or imprisonment of up to three years. If the value of stolen assets does
not exceed the amount of 200KM, and the perpetrator wanted to acquire a small material
gain he shall be punishdy a fine or imprisonment up to one yeBopovic,Gajic, 2013).

THEFT COMMITTED IN APARTICULARLY DANGEROUS WAY

When we talk about the theft which was committed in a particularly dangerous or
brazen mannethere are in fact the two forms of aggravated tHeftause here are two
different circumstanc® but both linked to the method of execution. The qualifying
circumstance in this form of theif$ reflectedin a way of takingan act of execution. In
theory there are understandings that the qualifying circumstance of this crime is reflected
in the paticular danger of the offender (KandRopovic, 1986). This understanding cannot
be accepted because in the definition of the term it is clear that the risk is not reflected in
the offender butthe action undertaken by the offendéme took a differentattitude,we
couldnot say precisely which perpetrators are particularly dangerous. This criminal act can
make every offender who undertakes particularly dangerous or particularly brazen action.
Clearly, the particular dangers and particular impertineapeesent the legal standards
andtheir content cannot be determined in advarsothey are determined in each concrete
case. Theft committed in a particularly dangerous way must be executed in such a way and
by such means that this situation could leadanger for life, limb or assets of the passive
subject or any other persorfiAccording to some, risk is referred only to the assets because
it is a protective objectand in case it is a threat to the people, this can beagenerally
dangerouscrimeoraghse againstlife and lim#As an example of this type of theft it is
mentioned irruption with the use of dynamitsy burning a door or a theft of explosive
material " (Babic, Markovic, 2005ereit is about the abstract riskhich means that it is
not necessary that the danger in a particular case actually occAseithe especially
dangerous way is also considered the use of explosive for picking theetooring the
walls and so on, or to electrify the front door to prevent entry during the pafritebft
(Jovanovic,Djurdjic, J o v a §2602)THere is a question whether there is this kind of
aggravated theft if someone steals poisons, flammable substaxglesives etc., because
in these situations a particular danger is a legal stantfatie theft of these hazardous
substancess executed in such a way that during the operation are achieved all the
standards for handlinghere will be no theft that was committed in a particularly
dangerous way, because in this ways not created anylanger to life and limb or
property Otherwise thetheft would have all the elements of theft which is executed in a
particularly dangerous way.
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THEFT COMMITTED IN PARTICULARLY BRAZEN MANNER

Fortheftommitted iparticularlybrazen mannerwe can say thaixist incasewhen
it isundertaken in such amannerthatexceedsthe usualimpudencethat usuallyettists in
ordinarytheft Therefore, it is essential that the intensity of arrogance largely exceeds the "
normal state ", which is regularly representethnperformance of the theft (Jovic, 2004).
In this caseit is very difficultto setthat limit. Broadly speakiegchtheftcontainssome
element ofarrogancéiowever, fortheftcommittedin a particularlybrazen manner, intensity
of arroganceismuch largertharetlonethatusually accompaniesthe execution oftheft
example, theexecutionof theft with refusalrepresentsalso a form ofbrazentheft. However
the arrogancein this form ofaggravated thefthas somesimilaritiesandsignificant
differenceswith thetheft which ag committedin a particularlybrazen manndihe
similarity inboth casesis aboutovercomingcertainobstacles,wherethe first caseis
aboutovercoming thephysical,and the other ofovercomingpsychologicalbarriers.
Overcominghe psychological barriers  presents a creationorutilization
ofpsychicunwillingness of peopleto ensure themselves adequatelyagainst this kind oftheft.
Each persontends toprotect himself againstthieftnat regardhatexpresses certaindegree
ofvigilance However the offendechoogssuch method of executionthatis unexpectedand
surprising with the aimof breakingthesevigilance andovercoming ofobstacle that isset
aheadhim ((mping into thetruckthat is movingand throwingut stuffs fromit, making
friendswherethe offender is using dmantage of obtainedtrusttocommitthe theft,
exploitation ofstateof joy,distressleepinessetc..). The frequently asked question in the
theory and practice is whether the poegbieking can be treated as theft that was
committed in a particularly brazenanner? Most people think that these pogleking
does not represent aggravated theft if there were not some elements that indicate the
particular arrogance of the offenderg.ea person took a wallet out of his pocket to pay the
peron ticket, and passetby who was found there took the wallet and run away. The
theory, and case law, in connection with this form of aggravated theft haven't succeeded to
set here usable criteria. In the case law this is solved as a factual issue, keeping in mind all
the circumstances of the cadeis oftenassumed thatit comes to thisform oftheft,butalsoa
lot ofdifferent situationsare considered as atheftommitted in a particularlybrazen
manner Beside thatthere are severaltypical situationswhen it is considerduitiagft was
committedin a particularlybrazen manng&his is primarily referred to those cases which
are bordering with the crime of robbery, where it is applied some milder degree of
compulsion, but it is still not a force or threat in terms that crierge. when the perpetrator
is riding the motorcycle and he snatched the suitcase of the victim during the ride (OSB,
Kz. 2881/86) (Stojanovic, 2009owever, ifthe perpetrator forcibly pulled the bag from
other person's grasp and thus broke the arm of itienyor hit the victim in thebody,
thenwe can say it comes tothe crime ofrobbery. Alsrewe can talkaboutsomeother
situations. As an examplecan be usedthe situatibien theperpetratorfalsely represents
himselfasanauthorized personand usesarelatipnshitrustor allegedofficialpositionand
therebyseizethe assets of anoth€SB, Kz. 80/93 (Stojanovic, 2009) Further,in
practiceis often consideredthat thetheft was committedin a particularlybrazen mannerwhen
thething was takenfrom thepersonduring theepl €g, VSS,Kz 1042/87 (Stojanovic,
2009) In principle, itcan be acceptetthat thecase law placethese situationsunder the
concept ofparticularlybrazentheft. Howeyewe should bear inmind that inthe
firstsituation when it is usedparticular formof caoeion,there isa problem of
demarcationwith the criminal offenseof robbemgnd it is not certainthat in allcases,
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thisdistinctionin practicewill be carried outin an appropriate mannéiso, the theft
committedwhile the victimwas sleepingisquestionabldt is necessary that the theft is
accompanied with an additional circumstance to be considered as it is committed in a
particularly brazen manneiThere are also manyspecificsituations in whichthe case
lawconsidered thahetheft was committedin a partitewlybrazen mannefFor examplein

one casdrom practice(thoughthereappearedthe problem of demarcationwith the criminal
offenseof robbery it is representedthe view that thetheft was committedin a
particularlybrazen mannerwhenthe perpetratorafter themission ofthe crime of rape

when it had stoppette use of forceorthreats,tothev i ct i mé s [fKm 01288 at ( VS
(Stojanovic, 2009) Also, the case lawsupports the view thatstealingfrom a person
whoissodrunkthat he is unableto protect its assefsesents the theft committedin a
particularlybrazen manneifhough thereappearedthe problem of demarcationwith the
criminal of fenseof exploitationof another

CONNECTION BETWEEN HE THEFT COMMITTED N A PARTICULARLY
DANGEROUS OR RRAZEN MANNER WITH THE CRIMINAL OFFENSESOF
ROBBERY AND ROBBERYTHEFT

The offense of robbery (Criminal Code of the Republika Srpska, Article 233) is a
complex criminal act which is consisted of criminal offense of coercion and criminal acts
of theft, in fact it is a theft done by the use of coercion.

So, theexecutionof this criminal actconsists of theseizure ofmovable property of
anotherby using the forceor the thieratrder toobtain an unlawful material benefitor
himself or for another persorilThe forceherehas the samemeaning asinthe criminal actof
coercion, and must bedirectedagainst somebody(primarily tothe holder ofthe lagiséts
can bedirectedtoanother persgnand the threasqualified,ie. threatenstoattackthelifeand
limb. In this partcoercion appears before the theft, ie.it precedes the theft and represents a
tool for achieving the theft.Force and threatmust bein closetemporal and spatialrelationto
the seizure ofthe thingestablishing detentionover theassetsbythe perpetratopnovic,

2009) We have alreadymentionedin thetextthatthe forcealso includesthe use ofhypnosisor
intoxicating substancewith the aimto bring someone, againsttheir will,intoa state of
unconsciousnessordisablefor resistangevehenthe robberyis committedlusing thetear
gaslVSS soKz 40/03 (Stojanovic, 2009) Incase lawsometimesappears the
dilemmawhetherit is theaggravated theftcarried outina particularly dangerous orbrazen
manneror it isthe robbere.g. when the seizure of property from the injured pisrgone

by grabbing these things out of victimbs
limb, or using any force against hinthentheacts of the accuseddoes not havethe
legalelements of the crimeof aggravated robbbu onlyaggravated theftconittedin a

brazen manner(VSXz. 149/65 (T r e g, 12008).In casethat the victim wasinjured,it
would be acrimeof robbery

Furthermore the crimeof robbery theftCriminal Codeof theRepublikaSrpska
Article234) represents @mplex criminal actmaddtheftand coercionand for this
reasoncontainsthe elements ofthese twooffenses. The act of commissionconsists of theuse
of force and threatthat it willimmediatelylaunch an attack onlife and limbin order tokeep
the stolen propertyThe act of commissioncoisss of using a forceand the threatthat it
willimmediatelylaunch an attack onlife and bodyin order tokeep the stolen property
Therefore, it isnecessarythat the thefthas already been tomeansthat themovable
property of anotheris seizedwith the int&ion toobtainunlawfulmaterial gainsothe

77



perpetrator iscaughtin theactof theft. The attitudethat should be adoptedis that
therobberycanbe donenot onlyin the place wherethe property is ,stmiénalso at
anyplacewhere theperpetrator is on the runwistalenthings(VSS Kz. 1-51900)
(Stojanovic, 2009) Further the force andthreat are used inorder to keep
thepreviouslystolen propertyHowever if there is asituationthatthe perpetrator ofthe
actmove orhidethe stolen propergndusecoercionagainst a gmrswhowants histhing
back,there will be nocriminal offenseof robbery théfit there will be the criminal act of
theft and the criminal act ofoercion. In terms of relationsbetweenthese two crimes
everything thathas already been mentionedforrobbedsp applies forrobbery theft.The
only differenceis reflectedin the sequence ofoperationsin thesecrimes.

CONCLUSION

Theft committedina particularly dangerous orbrazen manndgespite
certainproblems, represents apretty goodlegal solution. Heresome problgmscur but
with a goodunderstandingof this term,they can be easilyovercome. We believe
thattheftcommittedin a particularly dangerouswaymust be madein such manner andby such
meansthat inthis situationmay occurthe dangerto life, landassets ofthe gaive subject
or any other persarWWe cannotaccept the fact thatthe dangeris directedonly to the assets
not on anan, in fact if itwas directedatthe manhenit would come tosome other
kindcriminal offenses €.g. the criminal offensesagainst life andlimby line with
thisattitudeis the factthat relates tothe intentof the perpetrator. If a persondeprivesthingin
order to obtainunlawful gajnand commit that in a particularly dangerousway, andthen
comenot onlya change ofdetention over things, but alsotostme aonsequencesthatthe
perpetratorapparentlyagreesgtomes to the death of another pejsahen it will
becommitteda concurrence ofriminal actof aggravated theftandcriminal act of murder
This means thatan individual has committedseveral crimesi@ action which is
realistically possible in theory andpractice of criminal.lsMhen thetheft was committedin
a particularlybrazen mannethe situation isa little different. The limit ofthe level
ofarroganceisverydifficult to establishrand atheoryanda s e | awhavenot su
setsome quiteusablecriteria. In connection with, this considered thahe case law has
the right attitude that considers circumstances of the case as well as taking into account the
level of arrogance during the action #i® main criteria. Thisstatementshould not be
enteredinto the lawthis attitude should beunderstopdtonsidering theessence of the
criminaloffense of theftand specificityof the terof specialarroganceBeside these
situations,most common problem isthe@ecationof this form ofaggravated theftwith the
criminal offenseof robberywhere it is applieda milder degreeof compulsibnt it is
stillnot about theforceor threatin termsof that criminal offeAseapossible solutiorit can
be takethe criteriaof vhether the forceis usedtothe thingsorto a perato has
haddetentionothe things. Ifthe forcewasusedtothe things,this would be the criminal act
of aggravated theft committed in a particularlybrazen manimecasethe force was
usedagainst a person wiaal adetentionofthings, as well as the force is used against the
assets andtherebyanother person got injured, then it would be thecriminal actof.robbery
Also, aggravated theftmightbene solutiontosuch forms because of themilderdegree
ofcoercion(whichisnot aforce andthreat interms of the offenseof robbhegyalifyas
aprivilegedtype of criminal offenseof robbeiiyhe justification for this view is reflected in
the fact that the above problems could be overcome in this way.
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Abstract

In reent decades we have withessed the increasing growth of financial frauds in
the field of national economies and on the international level. Financial frauds are usually
based on financial statements that are result of creative accounting (financial ggtemen
coiffed etc.) and provide a misleading picture of the financial position and condition of the
property and resources of the company.

The information presented in the financial statements is used by stakeholders for making
significant business decisionBherefore, accounting should be real and financial reports
should be made in accordance with the legislation and financial reporting standards and
should not contain material misstatements and objectively show the financial standing of
the company.

On the basis of incorrect financial information, investors and other users of
financial information make business decisions that adversely affect their performance.
False presentation of facts which is achieved by manipulation, falsification and changes in
accounting documentation is a base for deception of information users of financial reports.
In fact, by presenting information that is materially defective, financial frauds are
concealing.

Forensic accounting, forensic accountancy or financial forensitsei specialty practice

area of accounting that describes engagements that result from actual or anticipated
disputes or litigation. "Forensic" means "suitable for use in a court of law", and it is to that
standard and potential outcome that forensic @ati@mts generally have to work. Forensic
accountants, also referred to as forensic auditors or investigative auditors, often have to
give expert evidence at the eventual trial.

All of the larger accounting companies in the world, as well as many medium
sized and boutique firms and various Police and Government agencies, have specialist
forensic accounting departments. This is not the case with Macedonia because there is no
forensic accounting at all here. The paper survey is based on: literature of damnelsti
foreign authors, both domestic and foreign websites, comparative analysis, gqualitative and
guantitative analysis, views and opinions of both authors of the paper. Conclusion is made
according the real situation of financial frauds and forensic atioguan a global level
and in Macedonia.

Keywords: creative accounting, accounting frauds, forensic accounting
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1. INTRODUCTION

With the development of national economies and international business in recent
decades, the number of financial frauds vadlswed by big losses to companies, investors
and creditors increased. Underlying these
from incorrect information taken from financial statements. It has seriously undermined
the confidence of investors arttetgeneral public in relation to the information contained
in the financial statements. The existing legislation and practice are powerless to prevent
the use of financial reports as a tool for fraud because the question of confidence in the
financial staéments becoming more up. The primary goal is preventing financial fraud, or,
if they already incurred, disclosure before achieving meaningful scale witkafehing
negative consequences for national and international economy.

Internationally, efforts ardeing made to amend the legislation to increase control in
companies and reduce the risk of errors and fraud in financial statements. In the US, in
2002, the Sarbané3xieye Act (William A. Dowling, 2008) was adopted, a European
Union made significant cinges to the Eighth Directive to which all member states are
obliged to set up independent regulatory bodies that will supervise the quality of the audit
of the financial statements. Internationally, in 2005, Board was established to supervise the
public interest, tasked to supervise the work of IFAC (International Federation of
Accountantdnternational Federation of accountants) in the field of adoption of standards
in ethics and education.

Because you cannot always prevent the compilation and discldsuaerially inaccurate
financial statements that are the basis for financial fraud, the need for a more precise legal
regulation of activities that enable discovery, research and sanctioning of fraud offenses
based of the financial statements is incragsin fact, growth of economic and financial
crime based on unrealistic financial statements actualizes forensic accounting and its role
in detecting and sanctioning of financial fraud.

The objective of the paper is to introduce forensic accounting byhwlegality and
expertise of the accounting records can be supervised. Criminal acts cannot be fully
prevented, so it is necessary to establish an adequate legal framework for the prevention,
detection and sanctioning of accounting frauds.

The goal of the gper is to present the necessity of forensic accounting in Macedonia
because, even it being a small country; it is a part of overall globalization of the world.

2. CREATIVE ACCOUNTANCY AS BASIS FOR FINANCIAL FRAUD

The main task of accounting as an infatian system is to provide data, indicators and
information on the operation and condition of enterprise, through records of all business
transactions that cause changes in the assets, sources, revenues and expenses of the
company. The information presedtm the financial statements is used by stakeholders for
making significant business decisions. Therefore, the accounting should be real and
financial reports should be made in accordance with the legislation and financial reporting
standards and shoul@tcontain material misstatements and objectively show the financial
standing of the company.

In contrast to the actual accounting, creative accounting contains measures and procedures
that have been implemented in order to compile financial reports ltoat a certain

desired and no real financial situation of the company. Creative accounting, using or
ignoring existing legislation and regulations, deliberately abuses the accounting techniques
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and principles in order to create defined picture of performamel state of the business
entity. This image among investors and other stakeholders will initiate the enactment of
specific business decisions of their own loss and in favor of the subject. "Creative
accounting is a process that accounting managersneselddge of accounting rules to
mani pul ate the amount denominated busines
1999).
The American Insitute of Certified Public Accountant&ICPA defines false financial
reports as intentional incorrect disclosure or smitin of amounts in the financial
statements in order to deceive consumers of financial statements. It usually includes
(Stefanovi |, R., 2000):

A Manipulation, falsification and alteration of accounting records or
accounting documents used in the prepamadf financial statements;

A Incorrect display or deliberate omission of accounting events or
transactions those are significant to the financial statements;

A Intentional misapplication of accounting rules.
The decision to use creative accountingnade by the managers. There are different goals
for making decisions of applying creative accounting. They are mostly related to:

A Maintaining investor confidence

A Make a premium / gain on sale of shares

A Preparation of undertaking another businesiye
A Defense against hostile takeover

A Tax invasion

Tin order to achieve the goals of creative accounting, various measures that primarily
impact the following can be applied:

A Heights of declared income (created through the income statement)

A The amount of stated net assets of the business entity (created through the
balance sheet)

A The amount of the reported net cash flows from operating activities

(through unreal report of cash flows)

Manipulating the amount of declared profit can be in divections, depending on the goal

that managers set out for creative bookkeeping. If the goal is to maintain the confidence of
existing investors and new investors acquiring or if the goal is to increase the share price in
the financial market, the inconstéatement would record higher profits than the actual.

This is achieved by unrealistic increase of the amount of revenue (early expression of
revenue expressing naxistent revenue, overestimation of actual revenue or include
extraordinary income at relgu business income) or through unrealistic reduction of the
amount of displayed expenditures (net of the allowance, exclusion of certain costs in
prices, a reduced amount of the wailfé of assets or changes in accounting policies).

The result of this @ative accounting information is cheated investors who will invest
capital in enterprises, expecting to achieve high drive from the investment, but they will
actually suffer loss or damage. Indeed creative bookkeeping here is the basis for financial
fraud.

On the other hand, if the goal is tax invasion, then delaying or reducing the amount
of tax payable can only be provided in the income statement by showing a smaller gain.
Creative bookkeeping measures undertaken in this case are focused on revenue and
expenses of the business entity just now, these measures should lead to decreasing the
amount of revenue (through delayed expression of revenue incurred, not presenting the
revenue and understatement of revenues etc.), or to increase the amount of egpenditu
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(by increasing provisions, increased wiifs of property, expression of expenses in
future periods, current period through manipulation of-deductible expenses in the tax
balance, etc.).

The result of creative accounting is expressing less @wdita reduced rate of income tax

by the business entity.

Manipulation of net property is usually done by the management by expressing higher net
property to deceive future creditors, since the overestimation of assets and understatement
of liabilities deceases the rate of indebtedness of the business entity and increases
creditords confidence. In the future this
and the creditors would compromise the collection of receivables from the subject.

The compny's ability to generate cash is of great importance to maintain the liquidity of
the company, and liquidity, on the other hand has great influence on decisions on taking
the enterprise and the decisions of investors and creditors. Managers found maatys th
creative accounting to make an impact on the amount of the claimed net cash from
operating activities. Of course, larger amount of cash than the company actually has in
their accounts cannot be displayed,but can "manipulate the contents of the carsih dut
reclassification of inflows from investment activities in inflows from operating activities,
the sale receivable and capitalization of interest (Shkarikj, Jovanovikj 2007). The result of
such measures of creative bookkeeping is creating amlistie picture of the operating

cash flows of the business entity, which in itself could be the basis for financial fraud of
investors and creditors.

The discovery of measures of creative bookkeeping starts with detection of indications that
suggest thatmanagement uses creative accounting. In practice, these pint clues are known
as red flags and are mostly related to:

A Unexpected and unexplained changes in accounting policies

A Increased growth of the difference between net profit and net cash from
thebusiness, compared with the previous year.

A Increased profit due to the sale of property of a business entity

A Increase revenue from the sale of accounts receivable

A Very high or very low writeoffs of assets of the business entity

A Unexpected in@ases of provisions for costs and risks

A Unexpected increase or decrease in revenues and expenditures in the last
guarter of the year

A An unexpected change in policy on sales and pricing policy

A Change of auditors and others.

When det ecgsiong ifitr essthodlad be borne in mind
existence of creative bookkeeping and fasting of intent for financial fraud. They are just a
signal that maybe there is manipulation in accounting because it should also be revised so
asto evaluate the objectivity of the accounting data and financial statements.

If the audit finds that the financial statements show an unrealistic picture of the
performance and condition of the company, then we need to examine whether it there is an
erroror fraud. Namely, although the consequences of errors and fraud are the same, there
are significant plate frames between them in terms of the ways to detect and sanction.

For errors, there is no intent to enter false information or omission of informatite
financial report. They often occur when collecting and processing the accounting records at
the wrong assessment or interpretation of accounting data and misapplication of
accounting principles, rules and standards.
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Mistakes are done by those paigiating in the process of collecting and processing data to
prepare financial reports and the persons making up the financial statements of business
entities. These are not decisions of the managers involved. "Fraud, unlike errors consist of
conceived andleliberately prepared documents, facts, information and situations in order
to create prerequisites for a base wrongly depicted financial and tax reporting, encourage
to believe in untrue things in accordance with it and we take certain actions tratfteil

|l osses and damages. " (Stani gi l M, 2007) .
fraud are a real challenge because it requires knowledge of accounting skills, auditing
techniques, criminal investigations and legal norms. The only sciencbusintess that
currently unites all these knowledge required for suppression of financial fraud, which in
the Republic of Macedonia is not yet legally regulated, nor properly applied, is forensic
accounting.

3. FORENSIC ACCOUNTING SERVICE IN ORDER TO PREWH, DETECT
AND PUNISH FINANCIAL FRAUD

Forensic accounting is a discipline that links accounting, audit, forensics and law. The
purpose of forensic accounting is to prevent and detect financial fraud. If we take into
account that in recent decades fraud baused minor or major shocks in the financial
markets and is among the reasons that initiated the emergence of the economic crisis, then
actualization of forensic accounting is quite justified.
Forensic accounting is often called investigative accourginge its major task is to
investigate the accounts and the information presented in the financial statements in order
to collect evidence on the existence of financial fraud. In fact, "the concept of forensic
accounting is fundamental, complex concept which forensic accountant who is
independent in its assessment, form an image for bookkeeping and financial statements of
the business entity.
This performance (expressed in the form of a report), because of the high level of trust, is
evidence in legal npceedings led to sanction the financial fraud (Zysman B.C.A, 2012)."
Forensic accounting is a set of methods for investigating financial transactions and
business conditions in order to determine the likelihood from possible fraudulent activities
( L u IRi, 2010)". Forensic accounting covers two important areas:

Judicial support

A Carrying investigation

According to the Association of licensed fraud research (Association of Certified Fraud
Examiners ACFE), forensic accountants may be involved in stigating fraud and
embezzlement in the following business areas:
Money frauds
Securing claims
Checking of possible fraud employees
Failure to comply with generally accepted accounting principles
Fraud in sale through direct marketing
Fraud checks and promissory notes
Fraud in Contracts and Procurement
Embezzlement of property
Fraud Securities
Fraud related to financial statements
Fraud in the process of bankruptcy
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A Credit Card Fraud

A Issuance of confidential information
Fraud in the area of finance, which is subject to research of forensic accountants, according
to ACFE, can be divided into three groups:

A Corruption

A Embezzlement and misuse of funds

A Financial spurious Notification
For any of these Financial anextfraud to be adequately prevented or detected and
sanctioned, forensic investigation must be conducted. Forensic investigation can be done in
the following stages (Petkovii, A., 2011):

1. Acceptance of inquiry

2. Planning the investigation

3. Collectng evidence

4. Notification

5. Judicial Procedure
After accepting the offer received from individuals or organizations for investigation,
forensic accountant must carefully define what is required, and then plan how to carry out
the investigation, whats scope and technigues will be and what resources are to be used.
The investigation usually includes:

A Discovering the type of fraud that is suspected of being made

A Identify individuals involved in the fraud

A Quantification of the funding loss

A Provide evidence that will be used in court proceedings

A Advising on what should be done to prevent the recurrence of financial

fraud

When collecting evidence of financial fraud, there must be careful, clear and unambiguous
identification of the persowho committed the fraud, the mechanisms used for fraud and
the exact amount of the fraud. These certificates are necessary to initiate a court procedure
for a law fraud case. Thus if a lawsduit is initiated, the forensic accountant is obliged to
attend therial as a witness expert.

4. LEGAL FRAMEWORK OF FORMAL CRIME FINANCIAL FRAUD AND
FORENSIC ACCOUNTANCY IN MACEDONIA

The global trend of financial fraud is based on false financial reporting and in recent
decades it has been transmitted in the Republidatedonia. Forgery or change of
accounting documentation and inaccurate information about the financial situation has
been made for the purposes of acquisition of property.

It is a wellkknown reality that accountants use facts and techniques that make th
information highly dependable, if not perfect. The criminal justice system employs the
Abeyond a reasonable doubto rul e. I n t he ¢
as a threshold level of acceptability for misstatements. For Forensic Aantaithere is

no such thing. Sample testing is generally not done. All records in a time period would be
reviewed. Sometimes even the smallest transaction can be an indication of fraud (Hecht,
M., & Redmond, M. E., 2010).

Regarding that Macedonia is alpart of the overall globalisation of the world, in our
country frauds will also appear as well as in any other country. Some types of frauds which
we could not even imagine taking place in our country, have already been detected or are

85



to be detected. Alsavhereas in our country, in the previous periods the enterprises mainly
had the tendency of underestimation of the financial results, mostly because of the
undefined ownership and the high taxes, in the recent times the estimation of the
working results is more and more present because of the financial pressure coming
from the loan institutions, the will of increasing the bonuses of the managers or the
dividend of the investors (Snezana Mojsoska and Nikola Dujov@kg)2

According to the criminal law of Macedonia, the obtaining of the illegal property proceeds
through misrepresentation or concealment of facts "Fraud is considered a criminal offense
(Criminal Code of the Republic of Macedonia, Article 247). In finahfiiaud action, the
commission consists of misrepresentation or concealment of financial information in
financial reports. The term misrepresentation means displaying facts that do not exist.
Concealing evidence exists when the perpetrator falsely infanpesson that the facts did

not exist, and they really exist. So, concealment of facts can be made by omissions or
disclosure of financial information. False representation and concealment of facts is taken
to bring the damaged or held misconception. larrhore, the supposed victim is in a state

of delusion, to take or not take something with his or another's property. Bringing or
maintaining deception should be undertaken with the intent to obtain offender unlawful
proceeds to the detriment of the uskthe financial information.

Based on the foregoing, it appears that the financial fraud committed by false information
in financial reports has all the elements, according to our legislation, and it is included
among the offenses fraud. On the other hamden it comes to financial fraud, the
Criminal Code of the Republic of Macedonia does not specify the basic principle criteria
that should be taken into account in misleading acts committed by the publication of false
financial statements, should qualdg a criminal offense.

With the Criminal Code of the Republic of Macedonia this specification is done in cases of
defrauding a client (Article 248), fraud in obtaining credit or other benefit (Article 249),
insurance fraud (Article 250) and computer fraidticle 251-b). From that point of
amending its Criminal Code with a new article that would specify the crime committed
through financial fraud, false financial reporting will be aimed at increasing efficiency in
detecting and proving the crime of finagicfraud. The determination of penal provisions

in the new member will act preventively in favor of objective financial reporting and the
prevention of financial fraud that are made based on creative accounting and inaccurate
information about the finandiacondition of the entity. However, the specifying of the
penal provisions must be carefully made and with a clear differentiation of the provisions
according to whether the inaccurate financial statements have been prepared with the intent
to mislead andleceive users of the information from the financial statements or it is error
for which there is no intention of entering false information or omission of information in
the financial report.

The provision of formal legal framework of financial fraud oHerwill emphasize the

need for development of forensic accounting in Macedonia as a profession whose main
task is to assess the truthfulness of financial reporting and gathering evidence of finance
false information that led to the occurrence of fraud. €lelence in the proceedings
would be used as a basis for sanctioning the crime financial fraud.

All this emphasizes the need of generation of staff in the area of forensic audit and their
continuous education. Of course, at the beginning, because of#liensarket and the

small space for conduction of frauds in quantity and in value, we consider that there will
not be a proper environment for independent functioning of this type of audit. However,
forensic audit can be performed through the existing timgdicompanies as special
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departments. Further, when the enterprises perceive the benefits of forensic audit, special
companies for forensic audit can also be formed.

5. CONCLUSION

In modern economic conditions, fraud causes minor or major shocksein th
financial markets and is among the reasons that initiated the occurrence of economic
crises. In particular, financial fraud based on creative accounting which deliberately abuses
the accounting techniques and pfrthe aperatipnl e s
and status of the business entity. False picture of the funding situation of the subject
published in a financial reporting creates a misconception among users of accounting
information and download or provoke the failure of certain #igs/to their detriment
whenever there is indication that the financial reports contain inaccurate information
necessary to start the process of investigating financial transactions and business
conditions in order to determine the likelihood of possitdedulent activities. This book
investigation should be conducted by a forensic accountant who should have knowledge of
accounting, forensic, audit and dust. During the investigation, it will provide evidence, on
the basis of which aggrieved parties otthauities shall initiate legal proceedings to
sanction the crime financial fraud.

With the clarification of the legal formal framework of financial crime, the Republic of
Macedonia will create objective conditions for the actualization of the need rirsfo
accounting and its inclusion in the system of detecting and sanctioning of financial fraud.

87



6. BIBLIOGRAPHY

- o mat o. , Bl ake J., Dowds J. nThe
Economies Working Paper, Journal ACFE, A. o. (n.d.). Career Profilesznsic
Accountant . Retrieved Decembar 27, 2015¢g,
Beograd: CID Faculty of Economy in Belgrade., 2010

- Hecht, M. , & Red mond, M. E. (2010
Todayo. News . Retrieved April
http://www.accountingtoday.com/news/UnveiliMysteryForensieAccounting56712
1. ht mli I ntroduction to Forensic Accountin
Accountingo. Retrieved April 11, 20 1-4, fr
andgrowh-of-forensicaccounting/

- Petkovil, A . (2011). fd@dWhat does

Institute of certified accountants of Montenegro (Ur.),

- Snezana Mojsoska and Ni kola Dujovsk
accounting and forensic audih the South-East ern Eur opean countr.i
EASTERNEUROPEAN CRIMINAL LAW No. 2/2015

- Stanigil M., 0Revisiono, Sinergija U

- Stefanovil, R. (2000) . ASuppression
reportso, Accounting

u n
- Zysman B.C. A AForensinc Accountingo

- William A. Dowl i ng, Savannah St at €
Business & Ec ohnQciobec2608 Rotusebar ¢ h 0
- Shakri kj, Jovanovi kj mogves, instiudienesardi v e

Cc 0 n s e g uUColleaien efavorks at the 11th Congress of SRRRS, Banja Vrukjica, 2007

WEB SITES

- http://www.forensicaccounting.com

- http://www.acfe.com/content.aspx?id=1708&terms=forensic%20accounting
- http://www.revizija.com.mk/nedpage.aspx.

88



UDK: 343.351/.353(497.11)
TRENDS OF CRIMINAL PROFIT LEGALIZATION 1
A VIEW FROM SERBIA !

Al eksandaDrScLudan,
Academy of Criminalistic and Police Studies, Belgrade

e-mail: aleksandar.cudan@kpa.edu.rs

Al eksandarDrStet kovi |,
Faculty of Economics and Engineering Management in Novi Sad

e-mail: tejana@open.telekom.rs

Abstract

Initiation of such significant and dijp-date issues is important, since based on the
review of the situation in various fields of abuse of money andetaoy flows and the
results reached during the research, it has been proven that it is possible to a certain extent
to make prognoses and give prospects of further development of illegal phenomena in the
monetary field. This does not refer to the exisfimgns only, but also to the emergence of
new trends and new forms of endangering. The actors of money laundering get further and
further away from banking sector, taking into account the overall strict and frequent
controls this sector is exposed to.

Sciertific and domestic literature in the field of risk assessment and measures against
money laundering, financial destructions and monitoring of new trends of integration of
capital gained in dishonest manner are rather scarce, so it is rightfully sugdedted t
scientific and expert studies of these issues both in our country and worldwide are too
modest considering the significance of the problem. Therefore, it is the essential goal of
this paper to show and offer a wide spectrum of information and knowtedtiee genesis

of the problem of monetary destructions through the form of legalization of criminal profit
and based on the available empirical material. The practical goal of the research reflects in
acquiring new knowledge referring to the subject sfeech, which would contribute to
solving the current and similar problems related to money laundering. Starting from the
previously defined problem, the hypothesis this paper is based on is as follows: the risks of
money laundering and new techniquest®fintegration are not possible to eliminate, but it

is necessary to make efforts and undertake adequate measures to minimize them.

Key words: risk, money laundering, criminal profit, economic crime
1. INTRODUCTION

The participants in the process of drial proceeds legalization use the most
various techniques in order to use all the advantages of the global financial system and to

The paper is the result of research on the pr
State Responseo, whi c h i sAcatlemy ef ICinendlistia and Potica r r i e
Studies, research cycle 202619
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subordinate it to their final goal and intention to transform, i.e. turn illegal proceeds into
legal profit using new trend®Bearing in mind the said characteristics, it is necessary to
consider what potentially sensitive segments are for various forms of incrimination
connected with laundering of criminal proceeds.

Many investors, even those from criminogenic milieu, in padek alternative
forms of investment of illegal proceeds. In the analysis according to national entities, there
is evidence of increasingly larger transfer of suspicious activities, i.e. those suspected to
represent money laundering, from ordered andleg¢gd into unregulated sectors. The art
market and the process of privatization, particularly the privatization of agriculture, are
rather unregulated and often Awansparent, and as such make very favourable ground for
actors of criminal activities. Tt also makes the money laundering far more sophisticated
and much more difficult for detection, discovering and especially proving. Contemporary
typologies of money laundering confirm exactly the thesis presented. It is exactly the
discovering and detecin of new typologies of money laundering that are of educational
character which must be presented to the tax payers, banks, exchange offices, auction
houses, brokers, auditors, lawyers, accountants, all with a view of discovering vulnerable
points that sbuld particularly be paid attention of.

The principles set forth, although generally accepted, have not prevented money
laundering in all its forms of manifestation to prevail and become, more or less, general
manifestation in all financial systems, andhe practice of the Republic of Serbia as well.

To what extent the destruction of financial transactions in the market manages to survive
and develop further will also depend on the existence of favourable conditions in social
and economic life which enbbits existence. The carriers of economic crime have
permanent need to cover up the traces of the money they acquired illegally, however, it
should always bear in mind that money laundering and the most serious one is done by
professionalexperts.

Taking into account the commitment of the Republic of Serbia to become a
member of the European Union and the ongoing negotiations on the accession while
working on the National Strategy, the competent state authorities have taken care of the
remarks and recommdations of the relevant services of the European CommiSsion.

2. NATIONAL RISK ASSESSMENT AND DETECTION OF NEW TRENDS
IN MONEY LAUNDERING

There are many processes and activities which one country can undergo and which
can be characterized as amgbresent risk and threat that it faces in the field of financial
sector criminalization. Assessments and information which are carried out at the national
level regarding privatization, informal economies may be useful for assessing risk of
money laundenig. The first step necessary to take is to recognize, or observe the risks
resulting from the previously mentioned processes.

Risk assessment and detection of trends of legalization of criminal proceeds in one
entity are rather a subjective process. Howeusy monitoring certain principles,
subjectivity can be reduced to the lowest level possible. There are a great number of
acknowledged methods of risk assessment in the world that are formed by various state

2Annual Work Report of the Administration for Prevention of Money Laundering for the period
January 01, 2014 December 31, 2014, p. 5
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institutions, associations and unions. Not onethod of risk assessment prescribes the
selection of preventive measures to reduce, remove or prevent risks.

The Republic of Serbia performed the comprehensive risk assessment according to
the World Bank methodology. On that occasion the instrument foona money
laundering risk assessment was used, which was developed and made available by the
World Bank. Also, our country participated in the preliminary risk assessment of the
International Monetary Fund. Considering that the respective methodohayieslifferent
approaches, the work of the participants on both methodologies contributed to better
identification of risks, qualitative conclusions and identification of critical sectors and
activities. After several months of activities and analysesbfevabilities and threats, the
Republic of Serbia reached its first risk assessment related to money laundering. During
the development political, social, cultural, economic, demographic and other factors that
are of significant influence on the systenvédeen taken into accouht.

Risk assessment is not a evfé task and should be adapted and updated
constantly. In the future risk assessments it might be possible to seek new alternative
sources of information which would enable to assess or revise xisdng risks
accordingly.

The new national risk assessment strategy has set out new significant goals, and
some of the main motives would be as follows:

1 National risk assessment is to help the government to efficiently distribute
resources which it assigd for the combat against money laundering and to ensure
that all measures undertaken are in harmony with the identified risks

9 National risk assessment should finally enable the subjects who represent a part of
the system for the combat against money ladnd to form their opinion on the
level of risk and priorities for their alleviation. Political response can then be
adjusted to the nature and level of identified risks.

*The decision to develop the National money laundering risk assessment for the Republic of Serbia
was made at the meeting of Permanent coordination group on December 08, 2012, during the then
ongoing FATF revision. The Administration for the Prevention @ingly Laundering, as the central

body in the fight against money laundering, was the carrier and coordinator of the development of
the national money laundering risk assessment. However, in thisgdomgprocess, there were other
participants besides thedinistration which directly or indirectly are the part of the system of the
fight against money laundering: Court of Appeal in Belgrade, Military Security Agency, Military

I ntelligence Agency, Organised Cri m&PrbPseseaector o
Office, Ministry of Interior, Security Information Agency, Ministry of Justice, Ministry of
Agriculture, Trade, Forestry and Water Management, Customs Administration, Tax Administration,
National Bank of Serbia, Securities Commission, Serldasiness Registers Agency, Statistical
Office of the Republic of Serbia, Foreign Exchange Inspectorate and Games of Chance Sector.
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TABLE 1.Share of criminal offences in the area of economic crime and money laugnder
in the structure of total number of criminal offences committed in the territory of the
Republic of Serbia.

vear tha] number off tha} number of economi gﬁ;?g;ﬁ g‘:ﬁémg( RS,
criminal offences | criminal offences
Art. 231

2006. 99060 10470 19
2007. 104118 10587 37
2008. 106015 10477 47
20009. 102369 10560 35
2010. 101090 10445 96
2011. 101309 9677 184
2012, 97015 8768 123
2013. 113600 7421 25
2014, 102715 7836 27
2015. 98545 8170 5

Source Ministry of Interior of the Republiof Serbia

Analysing the trends of legalisation of illegal proceeds within national
frameworks, in the majority of cases there is suspicion in economic justification of

transactions where it was not possible to determine the sources of the assets dhtroduce
into the financial system after the analysis of the assets on the accounts. Most often these

were considerable cash deposits, and based on business activities and other sources of the
cash transact.i

assets

big
transactions. Some individuals are involved in the construction business, privatization,
purchase of works of art and investments. In these cases there is doubt in tax evasion,

corruption and connection with organized crime groups.

0 n s onsidenabledaccount t

TABLE 2. Epilogue of criminal charges filed for money laundering pursuant to Art. 231 of
the Criminal Code of the Republic of Serbia

Gl ! Individuals Proceedings Pt
Year charges | . L instance Final judgments
. included initiated .
filed verdicts
2010. | 18 109 7 3 1
2011. 22 190 8 3 2
2012. | 12 113 12 1 2
2013. | 20 44 5 2
2014. | 11 39 5 3 1
Source: The Republic Public Prosecutorés

By the analysis of the suspicious activities reported by-fimamcial sector

taxpayers, suspicion of money laundering was triggered by the appearance of big cash
deposits based on the loans, which were not accompanied by the appropriate
documentation ordsed on the documentation it was not possible to determine the sources
of the assets. Also, there were doubts in the true owner of the company, when the founders
of domestic companies are registered abroad and these are complex ownership structures,

which indicated the suspicion in the motives of such form of organization, particularly in
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the situation when a person from the founding group is brought into connection with an
off-shore destination.

TABLE 3. Analysis of suspicious transactions 2014.

No. of reported

. Banks
Taxpayers suspicious
activities
.Insmance
BankS 552 companies
Insurance
. 5 Exchange
companies offices
Foreign currency 3
exchange offices Leasing
Leasing 3
AUdItors 9 B Auditors
Accountants 1
Money transfer
agents 3822

Source: Administration for the Prevention of

People  dealing Money Laundering
with postal traffic | 1

3. MONEY LAUNDERING IN

L
awyers 13 PRIVATISATION OF AGRICULTURE

Agriculture was always one of the most important branches of the Republic of
Serbiads economy. I ts position i n t he st
economic,it has exceptionally social and ecological importance. The significance of this
economic branch is extremely increased after the collapse of the industrial production and
wrong privatisation. Therefore, everything about the agriculture has crucial img®ita
Serbian economy. The threat to privatisation and the changes in foreign direct investment
belong to longerm effects of money laundering and can last from four to ten year or
longer.

The dangers from money laundering in the agricultural activifiéise Republic of
Serbia are particularly expressed, taking into account that the participation of primary
agriculture in the realization of gross domestic product exceeds 40%, if observing the
entire contribution of agiculture to other economic sectdd industry and
manufacturing and processing of input and raw materials in the perioe22@32 Rural
areas are inhabited with 44% of population. It all suggests the special significance of
agriculture for the stability of overall economic and socievelopment, for permanent
food safety, as well as social and political stabflity.

“In the Republic of Serbia, as in other transitioning countries, the privatisation represents key

element of structural reforms. The process of privatisation in Seriba was initiated by the adoption of

federal Law on Social Capital of the SFRY in 1989 (O&i Gazette of the SFRY, 46/90).

Privatisation in our country was carried out in several different models, but it has not been

completed until to da§.In order to expedite and finalize the privatisation, thelegal framework
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TABLE 4. Cumulative results of privatisation in Serbia

in the period ZMIB (in

thousands of ()

No. of | No. of Value of | Social

companie | employee | Selling investment | progra

S S price* program* m*
Tenders 84 68,484 1,002,779 | 877,234 276,689
Tenders agriculture 13 7,859 60,757 63,647 1,935
Auctions 1,531 127,999 | 866,979 | 193,486 0
Auctions- agriculture 165 14,466 241,397 31,984 0
TOTAL 1,615 196,483 | 1,869,758 | 1,070,720 276,689
TOTAL i AGRICULTURE | 178 22,325 302,154 95,631 1,935
Terminated privatisations
Tenders 49 34,847 738,701 551,746 2,042
Tenders agriculture 4 2,173 21,080 27,859 0
Auctions 634 57,448 558,731 89,576 0
Auctions- agriculture 40 2,913 111,281 | 6,189 0
TOTAL 683 92,295 1,297,432 | 641,322 2,042
TOTAL i AGRICULTURE | 44 5,086 132,361 34,048 0

Source: Calculation of the author based on the data of the Privatization Agency.

In the time period from 2002 to 2013 the total of 1,615 compavees sold, 84 by
tender and 1,531 by auction. Selling price of privatized enterprises was 1,869,758 (in
thousands of euro). In the same period the total of 683 privatisation contracts were
terminated, which makes 42.29% of the total number of privatiseghanies by tender or
auction (58.33% of contracts were terminated in the group of companies sold by tender
because of nofulflment of contractual obligations, and 41.41% of contracts were
terminated in the group of companies sold by action).

The enquirgs related to monetary flows and determining if there was money
laundering during these sales were the subject of investigative and judiciary procedures.
The reason for such a manner of investment in the field of agriculture is initiated by the
need of thenvestors to show that the sources of assets come from legal business activities,
should there be any processing. Also, because of great demand and high price of
agricultural land, the money laundering actors in the later stage can resell the agricultural
complexes and thus present that the laundered money still has origin. New owners in the
majority of cases do not show any interest in further production and the employees are
considered a ballast. Even if in the course of the described process oncesfgslicces
agricultural companies declare bancruptcy, the public is rarely upset, since they are just a
drop in the ocean companies that were first privatised and then closed down.

related to this process has hefrequently changed in the past years, and in 2014 Law on
Privatisation was adopted (Official Gazette of the RS 83/14; 46/15) which prescribes the new
model, while December 31, 2015, is marked as the ultimate deadline for completion of privatisation.
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Terminated privatisation contracts in Serbia in the period -2003
FIGURE 1. Number of companies (terminated privatisations)
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When we talk about the agricultural sector, the total of 44 privatisation contracts
have been termnated, which makes 24.72% of the total number of privatised agricultural
companies. Taking into account whatshbeen said, it can be concluded that privatisation

in Serbia has not been successfu

FIGURE 2. The number of employees (terminated privatizations)
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According to the report from the
the organized crimehut also the authorized persons from the Ministry of Justice of the
Republic of Serbi a, AAffair Bal kan
criminal dealing at a high | evel

least 22 millim EUR as money laundered in the period from 2006 to 2010. They gave
credits in Serbia to even 600 firms. Namely, the money earned by selling narcotics, was
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enterprises and agultural farms, as well as land throughout Vojvodina. Agent, i.e. a
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| awyer or | awyersd6 associations, often did

t hat a certain amount of money was | aunde
Internatond A GO from Kl agenfurt and over the f
whose founder was Raiffeisen International

were placed at the same address in Holland and, except the director and the representative;
they didnot have any other employees.

The procedure of privatization of ADi j
focus of interest of investigators on several occasions, particularly the criminal role of the
then management of this manufacturing giant. Spexttehtion is attracted by the facts
related to overtaking of AiDi j amant 0 stock
Director Sava Knezevic. Ljubica Knezevic, who has never worked in this factory, founded
company Sadra d.o.o. Belgratiend after that usg the money of suspicious origin she
bought 81,872 shares of the biggest oil manufacturing plant in the Balkans, whose value at
that moment exceeded 10 million euro. The official founder of the said Belgrade enterprise
is Adison Intertrade Inc., Triderftrust Company Limited from the Virgin Islands. This
company was founded in March 2005, just before the majority stock package of the oil
factory was overtaken by the controversial businessman from Cfoatia.

4. THE FUNCTION OF ART IN MONEY LAUNDERING

Trading in works of art and the art market represent a new challenge for the
preventive and repressive organs and other major actors, since completely new criminal
offences or new forms of classic crimes are being developed. The growing use of new
technologies ad techniques in the field of laundering criminal proceeds is practically
unlimited. Money laundering in this field is still new and legally controversial issue.
Naturally, this is the phenomenon which reaches an entire spectrum of negative influences
which are difficult to measure. It is exactly this fgsowing industry that permanently
seeks new methods and techniques of laundering money acquired in a dishonest manner.

Economic history has on several occasions shown that the most secure forms of
financing and keeping the value of money are gold and works of art. One of the main
reasons why works of art should be observed as an investment is that this has always been
a good form to invest, which often maintains a high level of value despite general
econonic crisis or suspicious origin of money. What is also important is that works of art
never react to crisis promptly but with a delay of even two yearslaim is indisputable
that the current economic situation encouraged collectors and those who aonantheof
suspicious origin to invest in the purchase of art works that would always have a high

°Fjat, Lj., Ludan, A., Tomagevil, S., fALegaliz
privatization in the Republic of Serbiad, 2016
®Late in May Knezevic was convicted to epear prison sentence or three years on probation,
while the seond defendant Djuro Kesic, the former Director of Dijamant Bank was sentenced to
eightmonth prison sentence or three years on probation. According to the explanation of the first
degree sentence the misuse of the two defendants convicted refers to iestombusiness deals
between Dijamant Bank and Centro Bank by which Dijamant Bank was at a loss of 1.2 million
dinars.
"The owner of Croatian company fAAgrokoro acqui
over 26.96% of investment fund stocks,vesll as 24.90% of ownership of Sadra d.o.o. Belgrade,
the property of Ljubica Knezevic.
8 1 i j a InVesttncAmBelfrade 01.06.2011
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value. Once the money is transformed through the market and financial flows, and gets to
the stage when it is transformed into a work of art, it is difficatt almost impossible to
trace its illegal origin.

The function of art in economic destructions, particularly in the field of money
laundering, most often manifests in two ways:

1 When money laundering is incriminated based on all criminal offences as
predicate offence using art mar ket whi
and services which enable legalization of criminal proceeds.

1 When money laundering is incriminated solely on the basis of committed crimes
which manifest in recent times, améfer to unauthorized appropriation of
forgeries and trade in stolen works of art and antiquities.

Many investors, even those from criminal milieu, seek in panic the alternative
ways to invest illegal proceeds, trying to get the money from stocks andstast the
value of which decreased in the last two years. Average profitability of investments into
works of art was 7.8% in comparison with only 2.7% for investment into stocks. This is
exactly the reason why the sales of auction houses in 2011 exdeedestord of 10.7
billion dollars.® The trend of demand for works of art has been a constant in all
economically unsecure times, which those involved in organized crime have recognized
long before.

In the analysis per national entities there is evidef@ver increasing transfer of
activities which are suspected to represent money laundering from regular and regulated
into unregulated sectors. The art market is much unregulated, and often non transparent,
and as such rather convenient for criminal actditsis trend is the result of the risk
assessment which is performed by the criminals, since the desire can be noticed to reduce
the risk of being discoveréd.

The trends, methods and techniques of money laundering change as a response to
counter measuresndertaken. In the last few years the organization for control and
prevention of money laundering FATF (Financial Action Task Force) concluded that there
are ever more sophisticated combinations of money laundering techniques such as more
and more widespesl use of legal persons to appear as actors in art markets, such as
auction houses, galleries, museums, art studios and so on, all in order to conceal the true
ownership and control over illegally acquired proceeds. These factors together with the
FATF experience acquired in the process of marking countries and territories which do not
cooperate related to prevention of money laundering induced them to examine and update
their 40 recommendations in order to transform them into a new comprehensive
frameworkfor the fight against money launderitg.

Auction sale is one of the most commercial forms of this market competition
which frequently makes the prices of works of art unrealistically high. Two biggest auction
houses Christie and Sotheby, which organize teotral annual auctions in May and
November, control about 90% of world art market, the value of which is over 15 billion

° Previous record of 9.5 billion dollars was reported in 2010.
YDobovgek, B., Samardgi | jadarkarea®frciimnalistias, liawgnd r e | a
Society, Belgrade 2011, p. 1439
™ FATF is intergovernmental body developing and promoting policies to combat money
laundering and terrorist financingttp://www.fatfqg a f i . or gV ddbtmb er s fi
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dollars.®> Commission rates that auction houses apply with the interested parties at
Christiebébs range from 17% for the amount ¢
amounts. Sotheby collects 15% for the amounts up to 100,000 dollars and 10% for the
higher amounts.

5. DIGITAL MONEY AND TECHNOLOGIES WHICH ENABLE
ANONIMITY

Computer crime is interesting and important not only for a few experts dealing
with the protection of the data and building of protective systems, but it has become
interesting for a wider public arfdr the financial experts. Digital currency or electronic
money are defined as a specific monetary information which is transferred via electronic
impulses in real time among the participants in payment transactions. Electronic money
enables purchase ofogds and services by means of computer within commercial
computer networks, such as the Internet, or business banking networks.

There are certain characteristics which electronic money must have. First of all, it
must be completely independent from thatfadrm which is being used and from the place
where it is used, and it must contain the characteristic of anonymity, which is the
characteristic of the traditional money also, which means that it is not possible to get the
information regarding its previsu owners. In this way electronic money must be
transferred from one entity to another without leaving trace of the previous owner. The
characteristic of anonymity is very controversial, since it could be abused by forgers or
launderers of illegally acquidemoney. This is why the systems which are being developed
are fAal mostd anonymous, which means that
certain conditions (for instance, acting upon court ortfer).

When establishing policies and procedures in cimelecrease the exposure to the
risk of money laundering and criminal activities which result from new technologies,
which provide for anonymity, financial institutions, as well as other subject that render
certain services of payment transactions or feanshould establish mechanisms that
would prevent legalization of criminally gained profit

Virtual finances are expanding thanks to the accelerated development of the
Internet, which results in rapid popularity of virtual currencies. At the very begilinéng
use of these imaginary currencies was limited to closed groups and related to betting shops
or internet casinos. European Banking Authority, as well as central monetary institutions
soon noticed the possible dangers and potentials of$aaje use fathis resource, among
other things for legalisation of criminal proceeds. At the beginning of 2016 the Dutch
investigators arrested the international group of young men who were suspected of using
virtual currency bitcoin to launder between 15 and 20anileuro of illegal tradé’

2The history of Christie auction house began in 1776, when James Christie started the business in
London. Today Christie organizes sales in over 100 individual categories. The history of Sotheby
action house began V44, when Samuel Baker started the business naming the company after his
nephew Sotheby.
BMil osavljevil Eledtonjc TritieBelgrade,2013, p.255.,
In the torrents of virtual currencies which have gained momentum in the last five(B#acin,
Litecoin, Peercoin, Dogecoin, Namecoin, Blackcoin, Darkcoin...) the primary place in the
international framework was taken by Bitcoin (BtC), the currency with virtual scheme based on
peerto-peer network. Bitcoin (BtC) virtual currency appeaird2009 and is most certainly the
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Transactions in virtual currencies are public, but the executors and receivers of
these transactions are not. These transactions are largely untraceable and they provide for a
high degree of anonymity to the users of virtuakencies. It is therefore possible that the
network of virtual currencies is used for crimaated transactions, including money
laundering. The appearance of virtual currencies is treated by the wider community as one
of technical innovations with prefixisky, unreliable, probably shettrm, however we
must point out that the same road was travelled by the ptasticmoney, later accepted
and included into the regular framework. One of the arguments which at first attracted
those infatuated by technaglp, the internet and the investadventurists is that these
currencies are not controlled by central banks, which are again controlled by the
governments®

Regarding the frequent titles on the appearance of new currdritgoin at the
world financial makets, the news on installation of the machine for purchase of bitcoins
and the question whether its use is allowed in the Republic of Serbia, the National Bank of
Serbia has made it clear that bitcoin is a virtual currency. Virtual currencies are thaf form
unregulated digital money which is not issued by central banks, and thus they do not
guarantee for its value. Virtual currencies such as bitcoin are bought for conventional
currencies (euro, pound, dollar, etc.) directly from another person or viaenhpdatforms,
after which they are transferred to the personalized bitcoin account (so called digital
wallet) and are used for the purchase of certain goods and services or are again converted
into conventional currencies. The value of bitcoin at thdgtopms is not guaranteed, it
varies a lot and it is determined by the supply and demand for this virtual cuftency.

Regarding the possibilities to make payments in bitcoins in the Republic of Serbia,
we would note that according to the provisions oflthes on the National Bank of Serbia
dinar is the legal tender of the Republic of Serbia and all pecuniary obligations arising
from transactions between companies, other domestic legal entities and citizens in the
Republic of Serbia shall be denominateddinars and effected by dirdenominated
means of payment, unless otherwise stipulated by law. The Law on Payment Transactions
stipulates that all payment transactions shall be made in dinars, and the Law on Foreign
Currency Transactions stipulates thayrpant, collection and transfer between residents
and norresidents in the Republic are made in dinars, and exceptionally can be made in
foreign currency as well in the cases prescribed by this law. In addition to this, the Law on
Foreign Currency Transaotis defines exchange operations as the activities of purchase
and sale of foreign cash and cheques denominated in foreign currency, from and to
physical entities. Also, it is determined by the Decision on conditions for and manner of
conducting foreigrecumrency exchange operations that banks and licensed exchange offices
purchase and sell effective foreign currency and cheques only in those currencies which
are stated in this Decision. Accordingly, bitcoin cannot be purchased or sold by the banks
or licensel exchange offices.-Brammar School in Novi Sad studied bitcoin as a part of
its curriculum, and it was accordingly the first in the country to allow the payment of
tuition using this currency, but last year it had to abandon this manner of payment.

product of Japanese programmers, although the Internet forums give credit for it to Satoshi
Nakamoto. The system is based on BitTorrent protocol for sharing files over the Internet.

“nurtrevil, D., St efacadnby thé dppropridte sectdt in Serbiaeimmmbating
money laundering, Beograd, 2014.
National Bank of Serbia, Statement by the Govi
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6. CONCLUSION

Risk assessment within the context of new trends and methods of money
laundering in Serbia represents a rare attempt considering that there is not a detailed
analysis which detects the usual trends in money laundering in various economic sectors in
Serbia. The presented scientific paper will quite certainly be significant for those interested
in the phenomenon of legalization of illegally acquired proceeds, since it offers practical
information on this phenomenon in the republic of Serbia. Thaddbat highlighting the
differences and new trends would contribute to better understanding of money laundering
in general and in particular its manifesting forms in the domestic finances.

It can be concluded that the development of every system, ingluso the
system based on the risk assessment, requires a wide spectrum of sources of information,
comprehensive elaboration and lelegm practice in order to interpret in high quality
manner the information gathered and to categorize them. Risks @ynemmdering are
not possible to eliminate, but it is necessary to make efforts to minimize them, so that
eventually the criminal activities committed in the attempt to legalize these financial assets
would become more expensive, but also in order fofitlamcial markets to maintain their
integrity.
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Abstract

Current problems oforensic investigation are related to detection of age and
origin of documents. Based on available information, it is impossible to determine age of
documents: agreement on sale of real estate, of business relationship, business agreement.
The manuscriptrad the stamp on paper have the dye tracks, which like any other non
ferrous material contain a certain percentage of water molecules. The molecules vibrate in
shallow pits adhesion potential and therefore evaporation leaves the colour and goes into
the enwronment. This fact can be used to determine the age of a coloured mark on the
paper: the manuscript and/or stamp. One of the methods consists in a model of accelerated
aging of the coloured materials in the track. On the basis of artificially inducelérated
aging the age of the coloured material in the trail (signature, stamp) can be determined.

Keyword: Forensics, forgery documents, resonance, court expert

1. INTRODUCTION

The age of document is one of the important forensic problems sinoirfiser
of forgeries of documents permanently increases. There are many attempts in solving this
problem. One of ideas is accelerated drying of ink of the document. This work is devoted
to that problem.

We start from the fact that all documents contain spereent of HO molecules
and that their humidity decreases in time [1]. The humidity level is one of the criteria for
determining of documents age. Accelerated decrease of humidity can be realised by
resonance effect, since resonant energy is proportiortak square of time [2]. The,@
molecules are strong dipoles and therefore they can go over to resonance state, both by
resonators.

The manuscript and the stamp on paper have the dye tracks, which like any other
nonferrous material contain a certairerpentage of water molecules. The molecules
vibrate in shallow pits adhesion potential and therefore evaporation leaves the colour and
goes into the environment. This fact can be used to determine the age of a coloured mark
on the paper: the manuscript ahdr stamp. One of the methods consists in a model of
accelerated aging of the coloured materials in the track. On the basis of artificially induced
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accelerated aging the age of the coloured material in the trail (signature, stamp) can be
determined.

2. WATER MOLECULES IN DOCUMENTS. DIPOLE PHONONS

The molecules of water have random distribution. They oscillate in shallow
potential wells so that they can be ejected from paint with low energy quanta. It is the
reason for decrease of paint humidity by thepevation process. The high energy quanta
accelerate the process of ejecting water molecules form the ink of the documents. On the
basis of this, it becomes obvious that the increase of energy of water molecules accelerates
the aging of document.

From the nement when the experimental sample having freshly painted trail
establishes resonance state, we simultaneously measure humidity of test sample and
humi dity of fresh sample which is in res:
samples will have the s& humidity.

Since HO molecule is mechanical oscillator, it can be translated to resonant state
by application of mechanical periodical field but, since it is dipole, it can also be translated

into resonant state with periodical electrical fi@@[B]. Since & is electromagnetic wave,

hc hc
its energy is Ee=>ck:T, wherefrom / :E' The resonance between dipole

e

phonons and these electromagnetic waves reqﬂims\/zﬁ_g ~600n.
g
It meanghat HO dipoles can be translated into resonant state by radio waves with
wavelength higher thas00m.
Resonant energy is given by the formula

1 1
E.=>1d+> 1w qi . (1)
2 2
Substituting (1) and (2) in (3) we obtain
ER:%IFZYZtZ. 2)

The nonresonant energy can be determined by the formula (2). From previews
results,g(t) =g, %SinWt , wherefrom it foIIowsc?= g,F coswt . By puttinggand &
into (3), we obtain nomesonant energy of dipole phonons:
E-= % g F? (3)

Comparing (1) to (2), we can conclude that, after long time, the resonant dngrghich

is proportional tat?, is noticeably higher than n@asonant energ. Now we can explain
how accelerated aging can be usaddetermining of the age of paint sample.

As it was mentioned earlier, the molecules of water have random distribution in
paint and oscillate in shallow potential wells. Relatively small energies can cause their
evaporation leading to the aging of th& of documents. The higher energies accelerate
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evaporation and, consequentiyccelerate the aging of the document. The change of
number of molecules J@ in time can be taken as the measure of velocity of aging.
The formula it follows:

K
T=—0R¢3_¢ (4)
K0
Now we shall give some illustrative examples:

1. If Koz =K,and humidity becomes equal aftdr 1800 s, then the age of sampldis

= 185 years.
2. If in the same case humidity becomes equal &#e600 s, then the age of sampldis
= 6.5 years.
K _ 1 . _ .
3. If ® - H) then forU= 1800 s, we g€t = 18.5 years, while fog= 600 s, therefore
0
the age is 250 days.
K 1 . .
4. For % =1—00, andU= 1800 s, the age iB= 1,85 years, while foU= 600 s, the age
0
is 25 days.

3. CONCLUSION

The advantages of proposed method for determining the age of paint are:
1. All paints possess some percent gbHnolecules.
2. H,O molecules are dipoles and they can therefore be put to resonant state by
mechanical as well as electrical resonators.

The disadvantage of this method is the fact that the case of dipole phonons
corresponding to rotation of dipole around axis was coreiden this case. The more
general approach would be taking into account rotation of dipoles around the point, where
t wo Eulerés angles change in time [4].

Current forensics problems in investigation detection of age and origin of
documents, &ised on avadble information are as follows:

A Impossible to determine the age of documents: agreement on sale of real estate,
business relationship, business agreement
Impossibility to determinate age of testament
Impossibility to determinate age of securities (govemnnibonds, notes, warrants)
Impossibility to determinate age of forgery and its detection

Too oo To
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Abstract

The invention of computer networks, their expansion and integration into the
system of global network internet, as well as the increasing number of digital devices in
everyday use results in constant generation of enormous amount of digital information.
Technology, which has become globally available, is the powerful tool which can be
potentially misused, so stored digital information can become digital evidencecsignifi
for revealing many types of crimes. The fact that total number of mobile subscribers has
surpassed the world popul ation goes to sh
analysis are becoming ever more important for the investigations and ¢qmisacutions
for the crimes committed, suspects trackin
The aim of the present paper is to primarily point out the usability of digital evidence in
revealing of many types of crimes and therefore by clarifyingithien of digital evidence
and its proper acquisition, with the aim of the admissibility in court, indicate the presence
and wide usage of digital evidence.

Keywords digital evidence, crime, digital forensics.

INTRODUCTION

Time when only enthusiasts were interested in computer techniques is long gone.
The dramatic IT field advances have led to expansion of digital devices that are no longer
primarily intended for the professionals (software/hardware developers, enginegras et
they became available and necessary to everyone, regardless of age, geographical location,
and business position. The technology has become ubiquitously powerful tool for anyone
able to utilize mouse or keyboard thus resulting in potential riskansign facilitating
their offenses and illegal activities. In modern world it is difficult to imagine a crime that
does not have a digital dimension. Criminals, perpetrators but also business people, utilize
technology to implement and conceal their adidrying to avoid arrest, creating new
challenges for lawyers, judges, law enforcement, forensics and IT security engineers.
Without physical constraints, Internet proved to be a convenient channel for illegal
substances and materials trafficking, fadilitg sizeable production and proliferation of
drugs and child pornography. Organized criminal groups around the world have relied on
technology to communicate, organize and keep a record. Terrorist organizations use
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Internet to spread propaganda, recrast,well as for money laundering, credit card thefts,
etc. The biggest and most innovative robberies are carried out through computer networks.
All of the above point to a multitude of digital information being potential digital
evidence, laying all aroungs that must not be ignored in investigations.
The paper outlines the way increased digital devices usage has changed the scope
of traditional crime scene as well as created an additional type of crime scene (Section 2).
Section 3 describes the term digifarensics and fundamental principles for digital
forensic investigation. Sectionbds concl usi
preface to section4. Section elaborates the term digital evidence and its proper acquisition,
with aim of admistbility in court.

TECHNOLOGY - LANDSCAPE FOR CRIME

Human behaving evolution stemming from the technological innovations created
unique crime and abuse possibilities. Constant growth in number of new devices and
applications over the past three decadeks tée traditional forms of criminal activities
modification as well as to formation of entirely new ones. In order to analyze the issues it
is necessary to identify and understand how these changes occur and the technology role in
them.

Each crime may invek the use of technology, and can be difficult to set a clear
boundary separating crimes committed using technology and those in which it's merely
involved. The fact that technology is somehow part of a criminal activity does not
necessarily indicate to bgr crime. Consideration should be given, first of all, to whether
and if so to what extent technology was an integral part of the crime. In order to get the
answer it is considered how the specific digital device was used when carrying out
criminal activties. If device had a key role then it is probably the cyber crime. It is
extremely important to recognize deviceoos
fact that the same device can have completely different roles even in the same type of
crime. For example, the device can only be a data carrier as well as tool used in criminal
activity. Only after detecting digital de\
treat it.

There are three key ways that computer and cellular technologyelsenadbused or
subverted by offenders (Holt, 2015):

1 Technology as a communications medium(Holt et al, 2015:5)

As stated in the introduction, by simplifying communication Internet opened the
door to abuses ranging from information dissemination to drug/munadficking. The
ability of hidden identity makes it easier to connect with people and groups sharing similar
preferences, attitudes and value systems without fear of repression or social rejection.

9 Technology as a target of or means to engage in ¢Hiolel et al, 2015:7)

In this case, technology is being used as a resource for individuals to mount an
attack and cause harm. Concept of Web defacement is specifically being connected to this
type of activity, and as per Cybercrime.org definitidWeb defacement is an attack on a
website that changes the visual appearance of the site or a webpage. These are typically the
work of system crackers, who break into a web server and replace the hosted website with
one of their owh

Technopedia.com slightly amends this definition reading that: usually, websiterdefsde used
to mask a bigger crime being committed behind the scenes.
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9 Technology as evidence (OH et al, 2015:15)

The third way that technology may be used in the course of an offense is through
its incidental role or involvement in a crime. In this case, the computer may either be
involved in the commission of a crime or is being used merely atrage device.
Following categorization is provided by CCIPS (The Computer Crime and Intellectual
Property Sectiorf) (before explaining the categories it is important to note thatthese
categories are not intended to be mutually exclusive, a single camfall into more than
one category):

1 Hardware as Contraband or Fruits of Crime (Casey, 2011:44)

Example cases are equipment to clone phone/payment cards, as well as cloned
phones/cards as a result of criminal activities.

1 Hardware as an Instrumentalityg€ey, 2011:44)

The clearest example is a computer that is specially manufactured, equipped,
and/or configured to commit a specific crime.

1 Hardware as Evidence (Casey, 2011: 45)

This separate category of hardware as evidence is necessary to cover computer
hardware that is neither contraband nor the instrumentality of a crime. For instance, if a
scanner that is used to digitize child pornography has unique scanning characteristics that
link the hardware to the digitized images, it could be seized as evidence

1 Information as Contraband or Fruits of Crii@asey, 2011:45)

A common form of contraband is child pornography. Information as fruits of crime
include illegal copies of applications, stolen passwords, and any other information that was
obtained by criminlaactivity.

1 Information as an InstrumentalifCasey, 2011:46)

Information can be the instrumentality of a crime if it was designed or intended for
use or has been used as a means of committing a criminal offense. Programs that computer
intruders use to leak into computer systems are the instrumentality of a &rime

1 Information as Eviden¢€asey, 2011:46)
This is the richest category of all. Many of our daily actions leave a trail of digits.

DIGITAL FORENSICS

Since the 1960s, the rate of developmentligftal technology has held true to
Mooredbs | aw, which originally proposed t h:
silicon would double approximately everyl8 months. Since the start of the 21st century,
the rate has slowed slightly, but we stile a doubling in density every two years. This
means that a modern mobile phone can contain more processing power and storage
capacity than the computers NASA used to send man to the moon (Marshall, 2008) at the
fraction of the size, with much lower peichat are also much more reliable and easier to
use with much smaller power supply.

Digital forensics (DF) is defined by United States Computer Emergency Readiness
Team as being Athe discipline that combin
collectand analyze data from computer systems, networks, wireless communications, and

http://www.irational.org/APD/CCIPS/toc1.htm#IV
*These programs, commonly knowneagloits enable computer intruders to gain unauthorized
access to computers with a specific vulnéitgb
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storage devices in a way that i s TaGkmni ssi b
2008)

DF allows professional both physical and logical reconstruction of evidence
required in appropriate proceedings, implying forensics of all digital data carriers, and is
not limited to personal computers only. Digital evidence collecting is conducted by
following legally permissible methods and tools. The fact that digital evidencé anlyo
found on the computers indicates that DF and digital evidence requirement will continually
grow and be necessary in the investigation of a wide range of criminal activities.

The field of DF can be defined as #dntf
investigative procedures for a legal purpose involving the analysis of digital evidence after
proper search authority, chain of custody, validation with mathematics, use of validated
tool s, repeatability, reporting,200.nF pos:
application is possible in two directions. The first is reactive in the investigators begin
disclosing the perpetrator after certain illegal activities. The other direction is proactive,
primarily aimed to all of those having valuable inforioat resources and intellectual
property. The exact same DF tools can be used here albeit applied in a slightly different
aimed.Reactive DF Component: is the traditional approach of investigating a digital crime
after an incident has occurred (Palmer, 2000his involves identifying, preserving,
collecting, analyzing, and generating the final report. Two types of evidence are gathered
under this component: active and reactive. Active evidence refers to collecting all live
(dynamic) evidence that exists aftn incident. Reactive evidence refers to collecting all
the static evidence remaining. (Alharbi et al, 2014729 Proactive DF Component: is the
ability to proactively collect, trigger an event, and preserve and analyze evidence to
identify an incidentas it occurs. The evidence that will be gathered in this component is
the proactive evidence that relates to a specific event or incident as it occurs (Orebaugh,
2006:37). As opposed to the reactive component, the collection phase in this component
comesbefore preservation since no incident has been identified yet.

Unlike traditional forensics, DF environment complexity significantly compounds
the investigation proces®eisert (Peisert et al, 2005:88) identified five fundamental
principles for DF invstigation:

1. Consider the entire system.
2. Assumptions about expected failures, attacks, and attackers should not control
what is logged. Trust no user and trust no policy..
3. Consider the effects of events, not just the actions that caused them, and how those
effects may be altered by context and environment.
4. Context assists in interpreting and understanding the meaning of an event.
5. Every action and every result must be processed and presented in a way that can be
analyzed and understood by a human forensilystna
Ken Zatyko, defined the following eigistep DF scientific process: (Zatyko, 2015)
Obtain search authority
Document chain of custody.
Image and hash
Validate tools
Analyze the execution of investigative and analytical techniques to examine the
evidence.
Repeat and reproduce.
Report

=A =4 =8 -8 =9

=a =
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1 Possibly present expert testimony
DF tools are the actual drivers of the DF industry as without them a cybercrime or

investigation cannot be carried out. The tools have for the most part been reliable and
produceresults that have been used in courts. DF tools are classified based on their role in
the DF process, the specific device they are developed for or a specific operating system.
The roles include (Hewling, 2013):

9 Evidence Acquisition tools, used to make wisareferred to as a mirror copy or
image of the suspect device.
Examination and Analysis Tools, used to extract and analyze the digital evidence.
Multipurpose (integrated) tools, integrated into one tool, able to carry out search,
data acquisition, navagion extraction, examination and analysis along with
reporting or two or more of those processes.

1
1

DIGITAL EVIDENCE

Evidence is any of the material items or assertions of fact that may be submitted to
a competent tribunal as a means of ascertainingrtiie of any alleged matter of fact
under investigation before’iTraditionally evidence was gathered in physical form. With
the digital revolution and following usage of electronic devices in almost all aspects of life
it became necessary to all@vidence extracted from electronic devices, especially with
electronic storage capacity, for use in judicial proceedings.

According toScientific Working Group on Digital Evidended i gi t al evid
information of probative value stored or transmitteddin g i t &.The fewnr Digial
Evidence is also defined as AEncompasses ¢
crime has been committed or can provide a link between a crime and its victim or a crime
and its perpetrat oeterm rhag als de deféd Qodbg, any daiaeor s a |
information found to have been stored or transmitted in a digital form that may be used in
court (Orlease, 2013).

Digital evidence, in conclusion, may be any information that has been generated,
processed, sted or transmitted in digital form that the court of law can regard as
admissible, i.e. each binary information stored or transmitted in digital form, as well as
other possible copies of the original digital information having probative value and to
which the court of law could rely, in the context of forensic acquisition, analysis and
presentation (Petrovil, 2004).

It is clear from the above definitions that digital evidence is different from
traditional evidence, such as physical evidence, and has uniguacteristics. Unlike
conventional evidence, digital evidence has the potential to be modified -either
inadvertently or intentionally.

Proper handling of any evidence, including electronic evidence, requires following
general guidelinés

1 Handling by speadilists - Each device has its characteristics and handling
procedures must adhere to them.

*http://www.britannica.com/topic/evidendaw

*http://www.fbi.gov/aboutis/lab/forensiesciencecommunications/fsc/ april2000/swgde.htm/

®https://www.enisa.europa.eu/activities/cert/support/exercise/files/digitahsicshandbook
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1 Rapid evolution of electronic evidence sources requires constant improvement in
forensic technigques and procedures.

1 Use of proper procedures, techniques and tedong with expert knowledge
each task requires following procedures while applying proper techniques with
adequate tools.

1 Admissibility - Since the ultimate goal is to present the evidence to support a case
in a court of law, the evidence must be obtaimecbmpliance with existing law.

1 Authenticity - It must be certifiable to tie the evidence to the case under
investigation.

1 Completenessit must cover the case completely regardless of the perspective.

1 Reliability - There must be no doubt about how tiwedence was collected and
handled that could raise questions about its authenticity and veracity.

1 Credibility - It must be understandable and believable to the court.

9 Proportionality - The whole process of investigation must be adequate and

appropriate.

Digital evidence present challenges, as it is inherently different from other types of
evidence that may be acquired from forensic investigations in other fields. The main
differences include the fact that digital evidence can be easily reproduced apdlatadi
by investigators and others involved maliciously or accidentally. The difference in the
nature of digital evidence is supported by (Casey 2004) where he notes that the very nature
of digital evidence (referring to its intangibility), is distinctigntrasting to the features of
evidence used in other disciplines (Orlease 2014).

Digital evidence is being formed from the real indirect evidence pool, in which no
one should be excluded for any reason. Evidence must complement each other and must
not cortain a secalled conclusion drawing cracks and solid digital evidence determination.
Valid digital evidence should substantiate the court presented evidence to prove the guilt or
release the suspect. It has to be both reliable and contributing to thigai@s. Since
digital evidence is a result of digital forensic expert selected and applied tools and
methaods, it can be argued that the final outcome depends solely on his expertise and good
choice. Common court complaint, due to lack of specific fieldegning regulations, is
focused on the investigation findings that are not scientifically substantiated as well as not
directly pointing to conclusions being drowned. For these reasons there is a growing
number of attempts to serautomate tools for exteding and analyzing evidence with no
essential knowledge on how the tool operates.

If the results of investigation should be presented in the court of law then
appropriate tool selection process may be demanding. Given the requirement of tool being
recognzed and duly certified by the authorities means forensic expert has limited and not
necessarily the best choice. Among the "acceptable" are certainly the reliable tools, but
there are situations in which a new, less known tool, which has not yet hadca thde
officially tested and accepted, may lead to results much more quickly. Tool selection
greatly affects the outcome in the court of law. While the goal is elebhtaining court
admissible digital evidence, the real life proves obtaining such mocé difficult (Kaurin
& Anucojil, 2012).

Data Extraction with Cellebrite UFED Touch
Cellebrite UFED touch Ultimate represents fully equipped mobile forensic tool
enabling fast and simple data extraction from more than 8,000 mobile handsets. Device
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itself is hardwarendependent, with UFED software installed on Microsoft Windows
platform supporting two different data extraction methods: logical and physical. Handset
being used for physical data extraction is Alcatel One Touch Idol 6033X. It is important to
secure Internet access isolation before the actual extraction operation. If the also important
to isolate PC, providing itdéds being -used
prepared and allocated medium (flash drive, external hard drivepahteard drive and/or
partition thereof, etc.). Physical extraction has been selected for the present paper, allowing

t he most comprehensive anal yS$and unalbcated ng e
space is accessed.

These layers include three wi€t content groups:

f "Logical" content unavailable through APle.g. smart phone functionalities and
call log).

9 Deleted content.

1 Content handset collects with no user willing action, and sometimes without his
knowledge. (e.g. WiFi networks, GPS locaprweb history, enail headers,

EXIF image data as well as system).

The usual method utilized for physical extraction runs via "rescue mode" or
"download mode". While in this mode, handsets allow the insertion of a small code
fragment (boot loader) into RMA on boot. UFED device sends a boot loader to RAM
memory during handset initialization. Boot loader is being executed and it performs
handset data reading (read only) leaving no traces. This is the way to bypass all security
mechanisms for most handsetsem if the device is locked. Since boot loader contains
only the reading code for different memory chips and writes nothing, all data remain
unchanged and forensically correct at any time during or after the extraction process.
Newer handsets sometimes dot have buikin bootloader upload functionality and, in
these cases, it is required to temporarily root the handsets. During this process, the
Cellebrite client is installed on the handset to temporarily root it and facilitate data
collection. After extaction, the client is uninstalled and handset returned to originastate

Figure 1 shows display immediately after data reading. It is evidently possible to
read extraction data, such as: which UFED was used (including serial number), start and
end timedate and hash data.

"Allocatedi partof memory that stores data in an organized fashion. Contains OS and user data.
8Unallocated part of memory outside of defined file system, also available for data writing. It may
contain fragments and deleted data.

°APIi ApplicationProgram InterfaceDetermines how applications and firmware should interact
with each other on a mobile handset.

%Cellebrite touch http://www.cellebrite.com/Pages/mokilensicswhite-papers(February 12,

2016)
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Figure 1: Ufd File
Left branching shows type and amount of data being harvested. Summary Extraction
selection (Figure 2) in the right window provides orderly data groups being read and shows

the amount of deleted data being restobgdcategory, shown by red number within
brackets (e.g. saved 887, deleted 513 contacts).
]
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Figure 2: Extraction Summary

All the necessary data is easily accessible by selecting appropriate icons. For
example Call Logs (Figure 3) is selected if the cadtdry option is being desired. Tabular
data is arranged to provide all the necessary calling information, including deleted calls.
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Figure 3: Call Logs

In addition to activities access (phone calls, chat, web search, etc), significant are
the handset omer movement data, that can be accurately determined even during chat
communication. If there is a communication potentially associated with criminal activity,
then there is a possibility that handset
location. It is possible to chronologically review communication as well assi@eific
user activities. From another perspective, if we have suspicious locations, we can utlize
them to potentially get to participants being there or thereabouts (Figubatd) relevant
communication or participants search is possible by entering the term in the Watch list
(e.g. drugs, white powder, etc).

Figure 4: Device Locations

Reporting, in accordance with specific requirements, can be generated in different
formas: HTML, PDF, Microsoft Excel spreadsheet and XML reporting, EML, KML
(opens in Google Maps or Google Earth for easier location based data visualization).

1.1. Data Extraction with with MOBILedit! Forensic
Mobiledit! Forensic (COMPELSON Labs) universal phone management software
provides data extraction from many thousar
After downloading and installing MOBIL edit to PC, handset is connected to PC via the
USB cabé/port. Beise data cable, connectivity is being possible via Blue Tooth as well as
via infrared connection (IrDA). Data extraction is being executed on Huawei &G&ZE0
handset. After selecting handsetés OS and
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