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Abstract

The style of living nowadaysdlemandsncreasedcthallengedor the securitymanagemwho
must develop and managea cost - effective program to protect the assetsof the
corporation.
So as to successfullyachievethis goal, the security managermust recognizethreats,
critical points of the corporationand risk valuesrespectively.Risks must be managed
effectively, providing a minimum amount of funds for protectionin case they are
consideredicceptedisks.
Securitymanagershould offer a soluion to the corporationin orderto reducecostsand
enablethe corporationto be more competitiveand hence to help ensurethe resilienceof
the corporation.
Security in the private sector, and consequently in corporations, should not be seen as an
expens, rather, it should be seen as a necessity. Providing quality seofiritye
corporations value should be given a high position and a respectable place, because the
established functional corporate security system can and will make a major contribution
the preservation of the value$ the corporation 's reputation, image and will also enable
its further growth and profit increase.
In this paperrisks managemenwill be presentedn termsof protectionof corporatevalues
and risk assessmentisk analysis,the goals of the processof managingrisks, risk
managemerdndreductionandrisks managemenprogram.

Key words corporate security, corporate security manager, corporation
resilience analysis, threats, risk management program.

1. INTRODUCTION

Corporate (business) protection (Stankovski, LJ. 2015) is an integral system that
consists of subsystem for collection of information and protection thereof and internal
security. The protection of personal information and informag@atiering aims to ptect
information of particular interest, disloyalty of the employeesnducting a pre
employment background check particularly for jobs that are specific in security ,matter
protection from insider infiltrated persons, checking the creditworthinessnoparaes,

di scover i Thg pratection of getsonal information must not be an autonomous
organization;it should be a specialized asset within the corporate office (business)
protection. The subsystem of internal security should be within the single system of
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business protection, whose main aim is to oppose all actions that are directed towards its
own empbyees, facilities and clients that come in and go out of the facilities.

Corporate managers should be the eyes and ears of the corporation and should
continuously monitor the political security situation in the country, particularly the trends
in terms ofsecurity. They should have all relevant information that may be of benefit to the
corporation and to have a developed system of gathering that information. This will enable
the adoption of timely and accurate decisions of top management and provideandsafe
secure working environment for the employees.

The purpose of the program of the Corporation for risk management should be
maximizing the protection of assets with minimal protection cost. The program of the
Corporation for risk management is an imdgpart of successful security management. In
fact, the basis is found in establishing the security management. First of all, if security
managers do not recognize security threats to corporate resources, weaknesses in the
defense and protection of resoes, as well as the potential for something or someone
abusing those weaknesses, they cannot effectively protect the assets.

Protectionshouldbe costeffectivein orderto effectively protectcorporateprofits
andto be ableto effectively be competitivein the global market. The security manager
should offer the senior corporationmanagemena solutionto reducecostsand help the
corporationbe morecompetitiveon the market,andhencehelp ensureheresilienceof the
corporation.The role of the corpoiate security manageris to analyzethe organizational
structureandto find its weak pointsand shortcomingghat could jeopardizethe projected
goalsof the corporation.

2. MANAGING RISK IN TERMS OF PROTECTION OF CORPORATE
VALUES

In order to betteunderstand the methodology that risk management has, it is
firstly important to know what risk management means. Risk management is defined as a
complete process of identifying, controlling, eliminating or minimizing uncertain events
that may adversely att the objects of protection.

It includes calculation, risk analysis (including analysis of the benefit of the cost),
target selection, implementation and controls, evaluation of safety to security, and general
statements. Many corporations have risk nganaent personnel to address the various
aspects of business risks. Security managers should contact specialists and coordinate
activities related to the management of risks to corporate values.

3. PROTECTING THE VALUES OF THE CORPORATION AND RISK
ASSESSMENT

Companies can be threaded as a consequence of the harmful actions of people,
regardless of whethdhey are done consciously or unconsciously. So as to identify the
subjects that cause the endangering, it is best to divide them in three categori¢®im rela
to the environment they come from, such as: internal, external and combined (Gerald &
Edwards. 2003:688). The process of identifying risks related to corporate assets,
determining their magnitude and identifying areas in need of security is medif@st




Assessment of risk protection of the corporation values. In other words, it assesses the risk
of a particular set of valugbhat can be called "objective" because threatening values could
be considered as goals. The process of risk assessnieritiés] in threats, vulnerabilities
and risks. First of all, all possible threats and vulnerabilitietn@rability is weakness in
the system that can be used by attackers) need to defined and identified in determining the
level of risk related to corpai@ values. When assessment in the analysis is made, the
internal and external environment of the object of protection should be taken into account.
Estimates are usually made through qualitative or quantitative analysis or a combination of
both.
1 Qualitative analysistypically usesthreerisk categoriesuchashigh, mediumand
low risk. It is primarily basedon opinions or knowledge collected through
interviews, eventshistory, testand personalexperienceof the personconducting
the assessmenthetop elementarytool thatserveshestfor the preparatiorof risk
assessmens the SWOT Analysis.
1 Quantitative analysis commonly uses statistical analysis of samplesbasedon
mathematicatalculations determiningthe possibility of adversesventsbasedon
evens recordedin the past. Practicehasshownthat it is the bestway primarily
basedn statisticalresults.
Top elementarytool that may well servefor the preparationof risk assessmerig
the SWOTanalysis.

4. RISK ANALYSIS

Risk analyzes preventiveneasures to mitigate those risks and the costs and
benefits associated therewith and the countermeasures create the process of risk analysis.
Basically, it assesses the risk of exploitation, apparently accepted by management. The risk
can be mitigated byhe introduction of additional measures for protection or management
may choose to accept the risk for a limited time or for a limited number of assets if there is
some understandable reason.

5. OBJECTIVES OF THE PROCESSOF MANAGING RISK

The purpose oprotection by means of risk management is to ensure the best
protection of corporate assets with the lowest cost, in accordance with the value of assets.
Although the ideal goal is to eliminate all risks, it is not always necessary to achieve this
goal. The purpose of protection and safety measures in the least is that one should be able
to manage the risks. It is wrong to think that the protective devices and countermeasures
that are once installed do not require additional steps for appropriate protécigsets.

Protective measures require constant maintenance and testing, and are part of a
model for effective protection. Additional components or layers can be added to provide an
effective model for the protection of assets within the corporationu$age of an integral
system of protectionrftegral protection system is the best solution that you can apply any
serious Corporation, which means multiple components of protection, such as: integrated
computer network system, video surveillance, alarsiesys, control input output,
restrictive control system the entexit system for the detection of fire and gas, enclosed
space by any standards and audible warhiiggthe most effective method of protection
against threats and dangers. Each layer of an integrated system of protection provides
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protection against break in the protected space, and the penetration of one of the layers can
compromise the entire corpaiat.

Each layer of protection is dependent from other layers. For example, detection
systems that are installed for control of access to the facilities through card reader and
incident response plan has some hutependency. While they may be implemented
interdependent, it is best when they are implemented together, i.e. to establish an integrated
system of protection. Having a system to detect foreign invaders who want access to the
facility has a very small value if it is not used in correlation with plen in case of
incidents.

The security manager needs to know what should be protected and to what extent,
and to know what measures to take in order to achieve the goals, the security manager
should develop a program for managing risks.

6. MANAGEMENT AND RISK REDUCTION

The forms of endangeringersonsand propertyof the companycan generallybe
dividedinto natural(earthquakessteroidsetc.)andthosecausedy man(theft, terrorism,
sabotagesabotageetc.). Naturalforms of threatcannotbe prediced andcannotalwaysbe
prevented but the consequencesould be reducedif appropriatemeasure®f prevention
are taken. Risks posedby man representvery seriousforms of threat (Bakreski,O &
Danicic, M.2015:15. It is therefore necessaryto design a program to protect the
company'sralues.

The starting point should always be the protection program of values
which usesintegratedsafety measuresor corporateassetsContinuousmonitoring and
surveillanceprogramlinks this basicprogramandaddressebothinternalaspectgollowed
by attentionto externalfactorsthat could push the threat. Risk relatedto the security
incidentis non-static It is a dynamicvariablethat will fluctuatein parts basedon the
elementsof the businesscycle and partly on the maturity of new productsand new
technologiesfor exploitation. Given that the degreeof cautionvaries,in the processof
adaptationof the effects of marked alarms for specific periods of risk, information
obtainedfrom monitoring and monitoring systemhelps protectthe valuesand reduced
spendingAs a responsdo thosethreats,a combinationof internaland externalresources
shouldbe applied,capableof determiningthe factsandexpeditioudegal senseThereason
suchspeedis requiredis that somekey informationis not permanent.The bestpossible
solutionto the incident that occurredbecauseof known or suspectedausemay include
arrestand conviction of any of the perpetratorslf an attackis detectedearly enough,it
could be divertedor removed,which would lead to the opponentgetting inadequateand
insufficientinformationthat would distortits analysis.First of all, if the attackis detected
quickly and appropriately,attackersmay believe that they escapedietection.The game
with this belief can subtly divert attackers.Whateverthe outcome,it is vital that each
attackis carefully analyzedfor every case,as well asthe weaknesse@ the security of
operationandprocedureshatfacilitate securityviolations.

The protected values a component of risk which can go through certain influgske
4



7. RISK MANAGEMENT PROGRAM

Operationaland proceduralforms of protectionare more importantthan purely
technicalmeasuresn manycasesdn the risk managemenprogrampreparationThis is so
becauseautomatedsystemsfor protectionof assetssuchas identification cards,motion
detectors fire and smokedetectorsas well as computernetwork systemsare vulnerable
andcansuddenlycausefailure to the system Giventhat, you shouldalwayshavea backup
plan that includeshumanfactor in everydaylife. The protectionof the valuesmust be
managedvith a combinationof technical,proceduralaind operationaforms of protection.
Prevention,detectionand responseo threatsis a dynamic processthat is growing and
changingrapidly along with new technologiesand processesleveloped.Keeping pace
with the rapid direction of thesechangeds an essentialstepthat security managemust
take to defendkey corporatevaluesagainstdangeroughreats.Most basic and essential
stepsto be takenareto makean assessmentf all possiblerisks for all typesof logical
attacksandvulnerabilitiesof theseattacks.The assessmemnsistf threeparts:

1. Identification of the corporation,including property, personneland relevant
sensitiveinformation, especiallydigital tools that are uniqueto the corporationand the
determinationof all critical points of the corporation. Assessmenshould be made to
establishf thesearephysicallylocatedandhow theyare protected.

2. Creatingvaluablematrix of valuesanddeterminatiorof their joint contribution
to the corporatebusinessAnalysis determinethe highestlevel, particularly on the means
of utmostimportance Althoughthereis no preciseformulafor determiningwhena vehicle
getssuchstatus,most of the officers and directorsof a corporationmay reacha rough
consensushat they agreethat certainthings are considereca gem. The next stepsin the
assessmerghouldfocuson the managemerandreductionof risk they areexposedo, the
mostimportantvalues.

3. Reviewingexisting frameworksfor the protectionof mostlarge valuesof the
corporation using an interdisciplinary team that can assesstechnical operational,
proceduraland legal safeguardslt shouldbe takeninto accounthow well the provided
safetymeasuresvould defendthe mostcritical resourcesndwhetherthe techndogiesand
techniquedo beusedagainsthreatsareappropriate.

The primary objective of the review conductedfor the third stepis for the
corporationto ensurehatit hasinvestedenoughin theintegratedechnicalandoperational
safetymeasureandthat everythingis completelylegal, and procedurego prevent,detect
and respondto suspiciousincidents are known. For corporationsthat previously had
negativeexperiencegegardingincidents,where the attacksresultedin loss of funds, a
doublerespmseis required:

1. The security manager must determine all discovered facts relating to the incident.
He needs to accurately determine if the incident is isolated or if it is a result of
previous incidents. While it is possible that both options are cos#tthere is
the opportunity to gain important information which would strengthen the
strengths and weaknesses in the existing program to protect the assets. Internal
information obtained from such detailed analysis may prevent future and maybe
some moe serious incident.

2. Top management will be better prepared to make the right decisions given the
steps for active enforcement of the corporate rights through litigation or if the
process has a full report on the incident. Of course, such an analyticasgpiec
primarily based on the assumption that the corporation has mechanisms for
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identifying and reporting about known and suspected incidents in terms of timing,
so that the research response is possible.
In orderto gethelpfrom legalmeasureghe manaermustknow the following facts:

1 How did the corporation find out that a crime happened?

I Was the asset protected in an appropriate manner (has the corporation taken

appropriate security measures in correlation with the value of the asset)?

1 Has the corporation calculated the value of the asset and any other losses that

accompanied it?

The corporation must have multiple options when there is a suspicion about an
incident, it shouldnot hire an externalagencyand act as internal security senice of the
corporation.The corporationmust haveits own resourcego be readyto lead their own
researchand should approachthe realizationparticularly whenthe managemenbelieves
that there are reasonablegroundsto suspectthat an incident incidentdly has a legal
background.

8. CONCLUSION

Timely and true recognition of the risks and hazards and appropriate response in
such situations creates a climate among employees in the corporation to feel safer and
more secure and it will increase the reputatibthe Security Service.

Critical situations, risks, threats and dangers are constantly present everywhere and
they require high coordination, and taking preventive and proactive measures by all
segments of the corporation, and in particular by the dgcsgivice which needs more
support by the senior management.

For this purpose, there should be consistent and strict adherence to the established
procedures by all employees in the corporation, finding and adoption of new standards that
will better favorprevention and early recognition of all possible risks and threats to the
corporation. If management is indecisive or insufficiently adheres to the procedures,
employees will abuse and increase the number of incrimination. Most importantly
procedures apyp to all, and to all will be consistently applied, regardless of the position
and status of individuals. There must not be a selective approach. It is essential to
implement the respect of safety procedures and for the management to comply with the
rulesthey prescribed. Management staff should set an example to other employees that the
rules of operation in terms of security are equally binding for all employees. It should be
adopted how management acts, not speaks.

An incompetent manager for securityeito cover up real problems and does not
solve crises in the corporation or organization and fails to find reasonable solutions. As a
consequence of the inability neither to perform basic functions, nor to find a viable option,
massive damage can be ioféd on the operations of the corporation.

Good management, above all, must not apply pathology informéRatmology
information happens when the events are not shown for what they truly are but for what
and how the senior management wants them tcabd.) happens when the events are not
shown for what they are truly but for what and how the senior management wants them to
be in presenting the situation in the company's senior management; good management
should also require a proactive approach, nécigating problems and timely preparation
for their resolution. The forecast or estimate is the main content of planning.
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PERSPECTIVE OF PRIVATE SECURITY IN CRIME
PREVENTION IN COORDINATION WITH PUBLIC SAFETY
IN THE REPUBLIC OF SERBIA

Ljubo PeDr&novi i )
Faculty of Legal and BusinessSteids dr Lazar Vrkatil, N

Abstract

With this paper the author want to draw attention to the perspective of the private sector
and its effective activity in detection and prevention of crime occurence, with unique
powers of state and private sec&specially in developing and transition countries such as

the Republic of Serbia.

In order that this activity can be achieved, adequate cooperation is necessary as well as
coordination of public and private sector in prevention of crime. Preventing anirtine i

private sector market is done by private security sector, and that means providing adequate
and necessary conditions for this promising industry.

In order to effectively confront this dangerous phenomena, the state must create adequate
conditions forthe timely operation of the joint forces, and these conditions are common
among other actions of the state and the private sector in this field.

In order to achieve joint cooperation between public and private sector, there must be
equality with special@nditions prescriber in legal documents.

Keywords:perspective, cooperation, public, private, business, prevention, crime.

1. INTRODUCTION

One of the important problems in the research of needs, professional activities and
role of private security activiteein the Republic of Serbia on the prevention of crime
activities are gaps in the law and bylaw documents that this problem has not been fully
regulated and what in the law on private security was not provided for this type of
operation.

In this regard, gestion to ask is: why the state is not precisely and closely
regulated cooperation and coordination of private and public sector in terms of the
prevention of crime in private sector, as is the case with the state sector (which is under
police responsibity).

With closer and more precise laws about power and ability of private security
sector with whom it may participate in prevention of crime along with the state sector
(only in private sector) and thus to enable the public sector to work in privateérjngus
terms of crime and to control private security.

So, in this case the private security sector in the Republic of Serbia will be able to
expect theirperspectiveon this plan. Therefore, it would be important to do serious
research in the Republic @erbia and its surroundings, as well as how to organize,
prepare, equip and include this kind of business in the prevention of organized crime and
corruption in the private sector.



According to some research, the Republic of Serbia has established amdenrga
around three thousand subjects in which are engaged, according to one research around
50,000 and according to another survey around 60,000 (Center fori ciwilitary
relations, p. 14, 2008) security guards under arms, which operate in the mdret\ary
responsible and complex tasks and duties in private and partly state sector in various
positions between which are:
security and protection of buildings and employed people who work in them,
security and protection of the protected persons arsbpalities from public life,
security escort of money, cash equivalents and other valuable documents,
securing public gatherings and sports events,
tracking married couples and marriage scams,
providing special transport of hazardous and flammable suestaand related
activities,
security of individuals from public life,
security operations in the private sector, among which it should allow prospects
and prevention of crime and corruption.

Therefore, our attention is focused on the prevention of criotehe suppression
because the private sector has no authority in the fight against crime and corruption. So, it
can reliably be noted that number of employed private security staff (which provide
security of individuals, facilities and resources) areéhimfirst place as an armed power in

the Republic of Serbia. It should be mentioned that a long period of time it was not
legalized and that changed in 2015. It can be concluded that a sufficient humber of
employees in this jobs is undepresented in tersnof the prevention of crime, as
evidenced by frequent and large number of cases in practice. However, the private security
sector is exposed to all sorts of threats in this era in which crime is flourishing.

Threats may arise in the event of an attack aomrotected person, family,
documents or transportation which may result in the use of firearms on both sides. The
conflict with the private sector can cause criminals, members of organized groups, terrorist
and similarly. Regardless of which group carmed the attacks in most cases to make use
of weapon or explosives, thereby it endangers the safe of protected persons and the safety
of citizens who find themselves in the vicinity of targets. At such attacks there is a
resistance in the form of defensgfiroviding the use of arms which both sides are a threat
to security and violate human rights to freedom of movement, security, life and health in
the environment of the attack.

Starting from human rights and freedoms which is guaranteed by the stéitg, qua
of life achieved with the necessary security is provided to the citizens. Achieved security
means elimination of forms of threats and endangering of human lives and property, as
well as the elimination of organized and other crime in the private igec8o, the
guestion is how and in which way the members of the private security industry can engage
in coordination with the state sector in the prevention of crime in the private sector.
However, the question is how and in what way the private sealrity to respond to
economic and organized crime whose acts involved and criminal groups with trained,
equipped and armed members. In certain cases, the state provides security from being
carried in the public and in the private sector, thereby indireottiperates with these two
types of business. Therefore, it is necessary and useful direct and closer cooperation in
preventing organized, economic and general crime between the private and public sector,
and in this field.
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2. DEFINING PRIVATE SECURITY

Beforeapproaching to pointing and showing all above mentioned we should define
the term and demonstrate the importance of private security in the realization of preventive
activities i.e. preventing crime. It is necessary to point out the history and origfire of
private security sector in the Republic of Serbia.

The beginnings of privatization activities in the activities of security in the
Republic of Serbia began in the eighties, the establishment of the first detective agency.
This sector receives a greatggnificance nineties rising general crisis, in particular the
abolition of the law orsocial selprotectionin 1993 (which were prescribed requirements,
tasks, responsibilities, business sector in the system epregdfction and protection of
peopleand economic activities) contributes to strengthening the importance of private
security. The abolition of this and other Aigsuance of a specific law on the safety and
protection of the existing economic activities activity remained insufficient |eghlizhen
it comes to the prevention of corruption and crime. Given that functioned very long period
of time they were forced to work under the former Act inertia sociafsgetection, partial
authority of the Private Security Act and the amendment tdaisand these principles in
the field of security and protection is possible and functional activity of the mentioned
problem.

The abolition of the law about social splbtection and government failure to
protect the fulfillment of economic activity tihe exclusion of private capital in market
conditions, this sector has not found its place in the double security system integration
company in the Republic of Serbia. The entry of foreign capital and the establishment of
foreign companies in the economfythe Republic of Serbia, created the conditions and the
need of the protection of private capital with the character of the state is not recognized by
the longer period failed legally regulate this activity until 2015. This has created conditions
and a eed for the establishment of the private security sector and its integration into the
private capital market sector. The privatization of domestic enterprises and their transition
into the private sector by foreign capital and the indifference of thetstdte security and
safety of this type of market finds its place private security and protection. Numerous
foreign companies through foreign banks that have accepted the umbrella industry physical
and technical security, and later called private secusi&fety and protection of their
capital, they just entrusted to the private sector to protect them. Finally this Law stipulates
compulsory for a license to carry out security duties in the private sector. When it comes to
licensing agencies and privatecsaty officers in addition to these obligations, this license
will finally state to exert control on the exact number of the agency and its members,
which provides the conditions of control of the sector.

3. PERSPECTIVES OF PRIVATE PRACTICE IN COMBATING CRI ME AND
CORRUPTION

Considering that the international community in a number of countries created the
economic crisis, and thus increased the number of threatening phenomenon among which
is the corruption and crime as an international phenomenon thatydetfteoeconomy and
leads to the disappearance of many enterprises and other legal entities. This has led to the
emergence of the need for modernization of the security services and protection and other
protective entities that would be opposed to this phreanon that's sweeping in society for
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centuries and destroys the economy of both the state and private sector. Modernization of
private security services were created for the purposes of their preparation, equipping and
educating the struggle against the@sey organized and mass phenomena. However, it is
necessary to show that the private sector is not able to curb corruption and crime it is solely
for the public sector (prosecutors and police). And in that sense, this form of threats and
violence preventin and combat civil war, judicial, legal and security operators, both in the
state and the private sector.

Bearing in mind the mass, organization and efficiency factors endangering called
organized crime, states do not have enough capacity in the séastitiytions, and will be
forced to use more appropriate and engaging private detective agencies and security to
prevent this very dangerous phenomenon that threatens property, safety health and life of
humans and all other public and private values. Digte@agencies belong to the private
sector and belonging to the same private sector this problem does not apply to them. In the
Balkans and in some developing countries prevention of crime, organized by the private
sector has not yet reached the level evelopment, capabilities and efficiency in
suppressing activity. In this regard, the private detective and security agencies may be
involved exclusively in preventing or detecting acts of organized crime in the private
sector where their activities and tiit the limits of security responsibilities. Respondents
in this survey confirmed that it is necessary to more active involvement of private security
in preventing corruption and crime, and not responding to the same. Studies have shown
that the most effdive prevention of the occurrence of any modern quality in cooperation
and coordination of public and private security sector. Then, the respondents are of the
opinion that this type of action and activities must be regulated by specific provisions in
thelaw and regulations.

4. LICENSING COMPANIES, AGENCIES AND EMPLOYEES OF PRIVATE
SECURITY IN THE REPUBLIC OF SERBIA

Licensing companies, agencies and employees shall be regulated by law and by
laws in this field, in every country and even the Republic of i&exccording to some
research in the Republic of Serbia in the private sector are engaged betweer68@000
members of the private security for security in the private sector. The adoption of the Law
on private security are laid down and regulatedtty basic conditions and rules of
establishment or agencies and their licensing and types of training, carrying weapons and
its use, risk assessment and prevention of crime. In this sense, it is necessary to precise
secondary legislation laying down rule$ conduct institutions, ways of regulating the
activities and principles of conduct employed with the following elements:

9 Authorization institutions for licensing company, agency or other institution.
Subordinate documents authorized by the Ministry dérimal Affairs of the
Republic of Serbia for laying and licensing.

I Training and skills are authorized accredited agencies, companies and service
providers that prepare managers and security officers for examinations and
awarding of licenses.

1 The time limis for the license companies and employed persons who perform
security.

1 The method and the rules of security and protection of foreign companies in the
Republic of Serbia.
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1 Type of business and activities which would deal with a company or security
agency.

The selection method and selection of candidates for security officers.

The nature, manner and duration of training for managers, detectives and officers
of security and technical security.

1 Method of purchase, possession, carrying, storage, use, and fiawhs and
other means necessary for this type of activity.

1 Cooperation, coordination and control functions of the organs, agencies, and
entities of state security, as well as other rules of conduct.

The adoption of laws and other documents made thdication and
standardization of ways of establishment, agencies and educational institutions in this area
and activities. It is time to avoid improvisation activities and training of security officers.
Then provide the conditions in the market as the mostpetitive entities and individuals
who have provided quality work, ways of performing activities with a uniform training of
personnel and their relations to the industry.

In the absence of rules and legal rights and obligations on the market in the
Repulic of Serbia appear to be many different entities with a large number of employees
with the following characteristics among which are:

1 Companies and agencies for safety and protection as the social, private and
combined entities. In some companies, ségamd protection services are carried
out by their own business as a social entity of security and protection. While in
some companies perform such operations combined social and private security
entities. Then in some sectors appears only private esgiturity of people,
businesses and assets.

1 When registering a company or agency, registered entities are with different
activities, among others, security, and as such appear in the market as competitors
to perform security tasks. Then some agencies ayisteeed solely for the
performance of security, while some are registered for one type of work, and carry
out security activities.

Unfortunately, there are cases in which a worker to work schedules guards in
industrial facilities with highly flammable, elosive and toxic substances on which it does
not even know the most basic procedures in the event of an incident or an accident, which
leads to tragic consequences.

1 Some operators do not carry out the purchase of uniforms and other necessary
resources toperform these tasks. While others are procured uniforms and
equipment without applying any standard. In these cases, each working in ordinary
working master suits, others in some types of uniforms that were made for other
professions, and third have adetguaquipment. Because of this inequality in the
government where the government delirium that security officials did not differ
from other workers and therefore do not constitute a serious and proper
relationship that requires security. When it comes @légal regulation of this
problem is partly the said law stipulates that private security uniforms cannot be
the same as military, police and customs, and inequality remains a problem only in
the narrow sense.

A state that is unable to ensure the safétyemple, business, property, and other
values that are owned by the private sector, and the ability to develop the private security
sector. Development and privatization of the security sector, acquired the conditions for
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security and providing guarantefes the safety of citizens and their property, which does
not protect the country with their subjects of protection. The privatization of the citizens of
the state security sector provides internal and external security in terms of protection of
social oder, security system, natural resources and the environment from all forms of
threats, including crime. In this case, the security sector remains (and that his country and
allows) to carry out the protection of the private sector within the limits of its
responsibilities. Notwithstanding the foregoing, the citizens still trust the police when it
comes to protection from crime.

Under the private sector in this case are considered the limits of liability that
include private companies and employed in thehenl the protection of citizens' private
lives and limits their life that is not covered by the protection sector.

Inefficient system of state security is directly related to the inability or
unwillingness of the government to perform the function of titeesterritory on which it
is located and private property. This implies that in countries unorganized security sector
shaped, directed and financed by certain state institutions in a remarkably inefficient way.
Then, the private sector care in the orgedi countries is formed by the one who
organizes, finances and sets, and thus requires the results and the achievement of the
desired goal.

In these and other relationships in the market is coming to the big competition that
dictate the rules of the gamleat must be respected in order to provide market survival.
Competition reduces the need for engagement of the workforce, and thus reducing the
funds. Reducing personal income, they lose the motives for the operation and functioning
of the good results, bihe team and the quality of work. In this case, unfair competition
has led to inefficiency of some companies in which the protection of the quality of security
down to the lowest ladder safety of people and their values. Therefore, the Republic of
Serbiain terms of security classified as model inefficient and poor countries.

5. BASIC REQUIREMENTS AND THE PROFILE OF SECURITY OFFICERS

Officials in the professional relationship and commitment on providing jobs for
people, property and other valuables posskdsy the client, represents one of the
important factors that are expected of private security companies and detective field of
work. Professional companies or agencies in the choice and selection of officers for
security or detective, and in the qualifyactivities should be respected and implemented
some basic rules that are required to perform this very important activity.

When the announcement of the contest for selection of the professional companies
or agencies to perform safety and protectionpebple and other material values, the
professional requirements would apply in the following:

9 proof that the applicant is not under investigation and that they have not been
convicted
medical evidence of the health and mental abilities,
proof that servingnilitary or military-civilian duty in the armed forces,
evidence that has been trained to handle firearms,
evidence that is trained in the field of fire protection and security of property,
evidence that has been trained to perform activities to preverd,and
detective that has been trained for this activity.

=4 =4 =48 -8 -8 =9
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If those rules are respected in the selection of candidates and their placement on
the work of security and protection of people, financial resources and other material values
to avoid (or reducedb a smaller measure) some asutial behaviors that could fall by
individual guards such as murder, mental health injuries, insults personality, mental abuse,
use of firearms and bladed weapons, the appropriation of other people's resources, enabling
the theft of other persons participating in the robbery of money and other valuables,
participation in beatings, torture in the workplace and other violent behavior.

Failure to follow the above rules by individual companies a number of persons
found its enggement in the companies for the provision of enabling it to carry out some
criminal and other misdemeanors, and do not be frustrated because it is engaged in the
provision. Some guards took part in pointing the application route of cash and other
valuableghat were robbed by criminals at this point prosecuted individual cases. Workers
on securing objects with certain resources and values made smaller thefts which were not
detected by avoiding doubts in their profession, which often is the main objectitre of
individuals employed in this industry.

One of the shortcomings in the legal norms is the lack of trade union organizations
in enterprises and the private security agencies. Therefore, certain rights are denied to
workers that could be achieved witlethelp of trade union organizations. Thus accredited
associations of trade unions of private security arose in mid 2015. Through this union can
be achieved between the rights and the possibility of interest of the company to the state
and its entities. Witin the trade union organizations could acquire certain rights of
companies that are occurring failures and recourse to illegal phenomena which cannot
always be controlled via the members of the management. There are cases in private
enterprises owned byiffeign citizens that do not respect workers' rights, which they are
entitled under the law of the Republic of Serbia and who does not obey the laws of this
country, and they want to profit in this country, at the expense of cheap labor.

6. THE AIM OF THE RES EARCH OF PRIVATE SECURITY ACTIVITIES
TO PREVENT CRIME WITH SOCIAL SECURITY SECTOR IN THE
REPUBLIC OF SERBIA

The aim of this paper is to point out a serious problem in incomplete and
unresolved legal document of this activity, as well as the necessaigedads study of
private security activities and its needs for the prevention of organized and other crime in
the private sector. The Republic of Serbia should organize a serious research project on the
role, needs and functioning of the private secusst@r both in achieving security and in
preventing corruption and other forms of organized crime throughout the country and its
society. Serious research is necessary to address the problem; the danger and the necessity
of emergency response and adoptibmew laws, regulations, and norms by which the
private sector would have been entitled in preventing and combating crime corruption and
in coordination with the public security sector.
In order to involve private sector in new and modern trends in theioaton and
joint action with state entities would be necessary to study the scope of the following areas:
1 The necessary needs of the market for the actual number of organizations, agencies
and other legal persons in respect of detective and secustssaff
1 The necessary needs of private detective agencies and their activities with the
rights of powers and methods of operation,
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1 The needs, possibilities and methods of conducting investigative actions detective
and security and protective actions to pcotgeople, facilities, resources,
operations and other operations,

1 The right and the need for the acquisition, use and storage of cold and firearms and
ammunition, as well as other research equipment,

1 The need and the possibility of cooperation and coatidin of private and public
sector in terms of verification and confirmation of similarity in employment in this
activity,

1 The needs, possibilities and importance of cooperation and coordination of private
and public security sector in the field of preventof all forms of corruption,
criminality, terrorism and similar destructive phenomena that occur in the private
sector.

Upon the completion of highuality, professional and serious research firm to
acquire the conditions for the legalization of tlistivity, and would create adequate
conditions for professional organizing, training, equipping and operation of the private
sector in new and challenging market conditions and its security. As long as the state does
not respond to market needs, the expegcecurity cannot be achieved; a function of the
existing private security will continue to be at the bottom of the safety ladder.

When the Republic of Serbia ensure the above requirements will create
opportunities and efficient activity of the privatecggdty sector in preventing all forms of
crime. For the state to ensure the above requirements, it must renounce the corrupt
individuals and groups that operate in the state, private and mixed sectors. Individuals and
organized groups in all three forms wbrk activity are able and highly professional
exercise power and impose their way motivated engagement and operation of the illegal
and unlawful activities. The power of individuals and groups, and when it comes to this
industry and the problem of orgaed crime are just carriers of inefficiency of the state
and its response to these problems and phenomena, which need to be more investigated
(Pejanovil Kotur, 2011).

7. EMPIRICAL RESULTS (Survey)

In order to validate our assumptions and forecasting pdigpethe private
security sector, we conducted research regarding to this problem in a couple of the
guestions and smaller number of respondents. So, the question was put on five problems
randomly selected sample of 150 respondents from the staff of téeoin security
officers and citizens in Belgrade. For each group were selected 50 respondents.

Questions

1. In your opinion, whether a private security in the RS has the ability to prevent
corruption and crime in the private sector? a) has b) no c) |tdknow.

2. In your opinion, would a private security RS in preventing corruption and crime
were more efficient? a) alone b) the police c) | do not know.

3. Inyour opinion, is more efficient? a) private security, b) police c) | do not know.

4. In your opinion moreeffective in combating crime and corruption in the private
sector? a) police b) private security c) joint d) | do not know.

5. In your opinion, should the law to regulate this cooperation? a) should b) should c)
it is regulated d) | do not know.
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Results

Question 1 Police officers: a) 5 b)3 ¢) 10- -
Security officials: a) 20 b) 15 ¢) 15- -
Citizens: a) 21 b) 13 ¢) 16- -
Question 2 Police officers: a 01 b) 47 ¢) 02 - -
Security officials: a) 22 b) 18 «¢)10 - -
Citizens: a) 11 b) 33 ¢) 06- -
Question 3Police officers: a) 0 b)49 ¢c¢) 01- -
Security officials: a) 35 b) 14 c¢) 01- -
Citizens: a) 10 b) 38 ¢) 02- -
Question 4. Police officers: a)30 b) 20 ¢) 0 d O
Security dficials: a) 18 b) 29 ¢) 01 d)02
Citizens: a) 04 b) 03 c) 41 d) 02
Question 5 Police officers: a) 37 b) 03 c¢) 08 d)02
Security officials: a) 34 b) 01 c¢) 10 d)05
Citizens: a) 45 b) 0 ¢) 02 d)03

Summary results of survey:

Question 1 a) 46 b) 63 c) 41
Question 2 a) 34 b) 98 c) 18
Question 3 a) 40 b)101 c) 04
Question 4 a) 52 b) 52 c) 41 d) 04
Question 5. a) 116 b) 04 c) 20 d) 10.

The research results show us that the majority of respondents believe the best
solution in the following
Question 1 The largest number of respondents gave the answer to b) 63 subjects, which
implies that the present status of private security there is no requirement that quality
prevents corruption and crime in the private sector.
Question 2The largeshumber of respondents believe that the best solution under b) 98
responses, which implies that the efficiency of combating crime and corruption most
effective with the joint forces of the police and security in the private sector.
Question 3 The largest umber of respondents considered and gave the answer b) 101
respondents, who chose to be in fighting corruption and most effective crime police.
Question 4 The largest number of respondents considered them a) 52 to the police more
effective in the privatsector of security in the fight against corruption and crime.
Question 5 The largest number of respondents considered a) 116 replies to this activity
should be regulated by a special law.
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8. CONCLUSION

To be able to discuss this issue, we ran a moaeste of empirical research
through surveys. Approximately 150 respondents were included in the survey, with a
combination of members of the state security sector of 50 respondents, a group of members
of the private security of 50 subjects and citizen gsoop also 50 respondents. The
respondents were asked the same questions and they expressed their opinions. On the basis
of the research certain opinions and findings have been given and it was pointed how to
recognize their specialties. Based on the arswee concluded the following: agencies
and officials of the private security sector are unable to prevent corruption and crime in the
private sector. Secondly, this is very dangerous, specific and delicate activity causes the
expertise, training and equiient for this purpose (which in this case does not possess the
private security sector). Third, it was concluded that this activity can be achieved in joint
actions of the state and the private security sector with the condition of preparation of the
private sector. Then, all of the above is especially to legislate how in the organization,
coordination and operations security entities, as well as agencies and private sector
companies and the state on the other. The private sector in this case would tee able
monitor, observe, detects, identifies, and form information submitted to the state security
institutions on the issue of abuse of individuals, groups and institutions, corruption and
crime.
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Abstract

In the conceptof cybercrimeyou canbe identify many behaviorsrelevantfor a criminal
law; such conduct coincideswith offensesthat can be committed through the use of
technology.

Thesemay be crimespurely“computer“thatcanbe madeexclusivelythroughthe network,
andin this casethe networkis the meanso committhe offense,or commoncrimeswhose
configurability dispensesvith a closelink with the networkandwhich becomesuch,that
cybercrimeswhenandif implementedy meansof internet.

In the US, part of the doctrineis identified as part of the broadercategoryof computer
crimes,andthreesub-categoriesnamely:crimeswherecomputersystemsare the specific
targetof criminal actions;crimesthat are committedthroughthe Internetwhich therefore
constituteghe essentialnstrumentand,finally, crimesthatcanbe committedeitherby the
networkor not.

The spreadof information and communicatiortechnologiesandthe consequenspreadof
illegal activities that can be committed through them, has simultaneouslyraised the
problemof protectingboththe samesystemsandbothunsuspectingisersof thosesystems
aspotentialvictims of crimes.

In ltaly the legislationon cybercrimehasbeenintroducedby the Law of 23 December
1993,n. 547 ("Modifications andintegrationsaccordingto the PenalCodeandthe Codeof
Criminal Procedureon the subjectof computercrime"), which provided certaintypes of
crimesthat are characterizedy the fact that the criminal activity relatesto a computer
systempr thatthis'lastis thetool usedto committhe offense.

Law no. 547/93 expresslyprovidesfor certaintypesof offensesin consideratia of the
objectivedifficulty to adaptthetraditionalnormsof the Criminal Codeto conductentirely
newwhoserepressiorifficult to reconcilewith the existingregulatoryframework.
Keywords:cybercrimesConventiorof Budapestcriminal law.

1. INTRODUCTION

In light of the new technologiesthe current traditional penal institutions and
legislativeinstrumentswhich arefigured andrealisedin relationto a materialreality that
is much more significant and connectableto spaceand time, have revealedtheir own
inadequacyTheyseemto betotally unableto disciplinelegalrelationshipgisjointedfrom
any materialdimensionsincethey arisewithin the virtual spacewe know how theselegal
relationshipscantake shapeirrespectiveof the physical presencef the contractorsor the
activeandpassivesubjectof crime.

However,in face of the impactof newtechnologiesaboutlife andmanycivil and
political freedoms,the creation of rules to protect and govern internet is even more
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necessaryWe shouldjust think thatlaw cannotrelinquishits usualregulatoryrole among
the people;furthermore just a legal actingis ableto safeguardhoserights and freedom
which springfrom the netthatis propagate@ndprotectedy internet.

On the other hand, evenif we wantedto condonethe slownessof the legislative
powerin giving its normativeanswerdn respecibf the fastevolutionof the technological
ageto the presentay, we mustnoticethatthe samelegislativepower,in the currentpost
global era,shouldbe readyto facemorequickly the evolutionof the computertechnology
usedfor unlawful purposesThe lawmakershouldcreatethe mostappropriateprevention
and repressionmeasures putting its people in the best position to know the legal
boundariesto usethelT systems.

In other words, the developmentf technologyand its increasingapplicationin
differentsituationsmakesthe unavoidableneedof a specificregulatoryframeworkrelated
to thecharacteristideaturesof thewebandfor the properlegaluseof thelT system.

We aredealing,in essencewith the notedissueof the governancef internetthat,
on a par with whateverreal systemof good governanceneedsrules and establishedtself
throughclear,certainandpre-existingnorms:in this way peoplecanadapttheir conductto
thenormsalreadyorganisedy the lawmakerwith the aim of a goodutilisation of the net.

The virtual spaceis constantlyevolving and the new frontiers of fight against
cybercrimehave seenthe establishmentin the EU area, of the EuropeanCybercrime
Centre (EC3) that works within the EuropeanPolice Office (EUROPOL)from January
2013. Its task is to assist the police of the single Member Statesin conducting
investigationavith regardgo online frauds,child sexualabuseandothercybercrimes.

2. THE ITALIAN LEGISLATION ON CYBERCRIMES

We canusuallyattributevariouscriminal actsto the conceptof cybercrime:these
actscoincidewith a plurality of feloniescommittedthanksto computertechnology.

This mayincludepurely IT crimesandcommoncrimes.Thefirst conductscanbe
committedonly throughtheweb,whichis the necessaryeango realisethe crime.

The establishingof the secondkind of conductdoesnot needa closeconnection
with theweb:theybecomecybercrimegust whentheyarecommittedthroughinternet.

Partof the Americandoctrineidentifies,within the wider categoryof cybercrimes,
three subcategoriesThey are: crimesthat specifically aim to damagecomputersystems;
crimescommittedthroughinternet,which is thereforethe essentialnstrument;crimesthat
may be equallycommittedwith or withoutinformationtechnology.

The spreadof IT andthe resultingdiffusion of connectedriminal activitieshave
createdthe questionof safeguarthg both IT systemsand the related users(potential
victims of the crime).

The Italian legislation on cybercrimewas introducedby the act n.547 of 23th
Decemberl993,entitledi Mo d i f iawcdategratontsthe normsof the penalcodeand
penalprocalurecodein thefield of c y b e r cthisiactautbnedsometypesof crimesin
which the criminal conductfocuseson the IT systemor the latter is the instrumentto
commitanoffence.

Theactn.547/93metexplicitly the needto delineatespecifictypesof offence,also
consideringthe objectivedifficulty in adaptingthe traditional penalnormsto completely
newconductgherepressiorof which did notfit with theexistingregulation.

As well as other Europeanlegislations,the act in object does not give the
definition of cybercrimebecauseof various practicaland systemicreasonsaboveall, it
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wantsto avoid introducingdefinitionsinto branchesharacterisedyy a fast technological
developmentandtherefore easily neutralisedoy technologicaprogress.It shouldbe also

bornein mind that the lawmakerdid notintendto createa specificcategoryofic o mput er
g o o dtoit, wanted to update the single crime norms keepingthe il ega b d o
unchanged.

Theregulatoryinterventionsof legislativepowerin this field werevery few before
that act, but on the other handit was not so necessaryyndera criminal side, given the
restricteduseof IT systems.

The fight against cybercrime has become fundamentalwithin the Italian and
Europearpenalsystemjust with the awarenessf the growingvulnerability of our society,
giventheincreasindT dependence.

We should also underlinethat all the countries(not just in Europe) have been
facing the needof a clearregulationaboutIT becauseof its growing develgpmentand
consequenimpactwith the modernsociety;all countriesare late exactly becauseof the
high developmenbf technologycomparedvith thelegislativeproduction.

However,the existingregulationis still not enoughto confrontthe evolutionof the
different particular caseshighlighted by internet: as a consequenceye still havea high
level of offenceagainsiprotectablaightsandinterests.

In otherwords, the penallaw-making cannotkeepup with the rapid evolution of the
matterunderconsideation, given the different problemsproducedby the distortedusethe
web. As already mentioned,identifying new and different types of offence has been
becominga more and more urgentneed:in this way, it would be possibleto preventand
punishthe various criminal actsthat are able to damagethe social and governmentlT
interests.

3. THE PRINCIPLE NULLUM CRIMEN SINE PREVIA LEGE AND NULLA
POENA SINE LEGE

Theneedto pinpointtypesof offenceimpossibleto be envisagedy the pastpenal
code(giventhatit wasissuedwhentherewerenot the currentinformationtechnologies)s
directly linked to the fundamentalprinciples presentin eachjudicial systemand called
nullumcrimensineprevialegeandnulla poenasinelege

We can find these principles within the current Italian penal code, and more
specificallyat thefirst article: it saysthat nobodycanbe punishedfor a fact not explicitly
providedfor by law, or with punishmentsiot establishedby the sameaw.

The same principle is reconfirmed by Article 7, first subparagraphof the
EuropearConventionof HumanRights (Rome,4" November1950),andby Article 49 of
the Charterof FundamentaRights of the EuropeanUnion: this last one substantiallyand
faithfully follows the legal provision of ECHR (which in turn reproducesArticle 11,
secondsubparagrapbf the UniversalDeclarationof HumanRights).

In this respect,the EuropeanCourt of Human Rights has repeatedlystatedthe
principle of definitenesof anytype of offenceis fully ascribedwithin therule of law and
in the guarante®f predictability:law mustclearly draft feloniesandpunishmentsandthis
conditionis fulfilled whentheaccuseds able to know, thanksto the specificlegaltextand
therelatedcourtpractice which actionsor omissionsentail his own criminal liability.

In otherwords,the needto identify andcodify typesof crime directly connectedo
specific cybercrimess found within the broadernecessityof respectinghe fundamental
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principlesof the criminal legal systemand, more specifically, the requiremenbf certainty
of criminal determinedype.

It is alsonecessaryo do additional considerationsboutthe needto implement
appropriateregulatory solutionsto protect the incomparableopportunitiesprovided by
internet.

4. THE COMPETENCES OF THE EUROPEAN UNION IN CRIMINAL
MATTER

With the Communication of May 2007 (MEMO/07/199), the European
Commissionhad acknowledgedthe incompetenceof the Member Statesin producing
legislation able to face the new criminal activities. It recognisedthe non-negligible
obstaclego the developmenbf anincisive legislationagainstcybercrime:theseobstacles
arecharacterisetly thetrarsnationanatureandextremerapidity of thoseillegal activities.

In the Communicatiorabovementionedthe EuropeanCommissionassertechow
cyberspacés a newinstrumentusedto commit alreadyknown crimes,andspecifiedthree
categorief criminal acivities that we caninclude within the wider field of cybercrime:
the first activity is the one of usualcrimeslike fraud andfalsification committedthrough
the network;the secondcategoryis attributableto the publicationof illegal material,such
asdigital pedapornographythethird is aboutpropercybercrimessuchassoftwarepiracy
andhackingagainsinformationsystems.

Furthermorethe EuropearCommissiorpinpointedspecificproblemsandcriminal
activitiesdirectly connectedo the developmenof internet,andrecognised¢hoseproblems
in theincreasingvulnerability of society,companiesandpeople;in the growingfrequency
and sophisticationof cybercrime;in the lack of policy and Europeanregulationagainst
cybercrime;n the actualcomplicationsaboutcooperatinggiventhe transnationatharacter
of the crimesin object,the hugedistancebetweeractiveand passivesubjectof crime,and
the high speedo committhesecrimes;in the dearthof a clearsubdivisionof liability and
dutiesrelaed to the security of applications;in the lapseof awarenesgrom customers
abouttheriskswhich mayresultfrom cybercrime;jn the absenc®f a cooperativestructure
betweerpublic andprivatein this area.

Theseproblemsare aggravatedy the substariil lack of specificcompetencesf
the Europeaninstitutionsin that regard:the Treaty of Lisbon only partially solvedthe
guestion,by providing for a juridical basiswhich attributed Europeancompetencesn
criminal matters.

Article 83 of the Treaty on the Functioning of the EuropeanUnion inserts
cybercrimewithin the list of thoseparticularly dangerousriminal phenomenahowinga
transnationaldimensionthat, in some ways, licensesthe EuropeanUnion to establish
commonrulesin accordancavith the ordinarylegislativeprocedure.

The criminal judicial cooperationcoveredby Articles 82-87 of the Treatyon the
Functioningof the EuropeanUnion, is essentiallybasedon the principle of the mutual
recognitionof the judgmentsand judicial verdictsand includesthe approximationof the
laws of the Member States,in addition to the adoption of minimum rules about the
definition of crimesandsanctiongo be takenwithin particularlyseriousandtransnational
crime (ascybercrime).

Theseareasdeterminedn Article 83 of the abovementionedTreaty,includealso
terrorism, human trafficking, commercial sexual exploitation of women and children,
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illegal drug trade,moneylaundering,corruptionand counterfeitingof meansof payment
andorganisectrime.

Therdore, in this context,we arewitnessingan unquestionablandmoreeffective
role of the EuropearParliamentin preparingthe regulatoryacts,but not a real European
competencén criminal area.

From the analysisof the criminal cooperationrules we can find norms about
particularforms of cooperationachievableexactly within the criminal field, ratherthana
realcompetencef the Europearinstitutions.

We are clearly far from attributing a legislative competenceto the European
institution in the criminal area,with the following consequenceaboutan efficient fight
againstcybercrimeon the basisof what the Europeancommissionwishesin its various
communications.

5. CONCLUSIONS

In light of the above,we mustunderlinethe substantialegal vacuumin that area
and,to this day, the absencef a clearjuridical categoryrelatedto cybercrime exceptfor
the Conventionof Budapesh.185/2001.

The maininternationalinstrumentin this field is the Conventionof the Council of
Europeaboutcybercrimewhich enterednto forcein 2004:it includescommondefinitions
of different kinds of cybercrimeand lays the foundationsfor judicial cooperatioramong
participatingStates.

Signed by all the EuropeanUnion Members States and also nonEuropean
counties,such as the United Statesof America, Canada,Japanand South Africa, the
Conventionof Budapestof 23th November2001 hasstill not beenratified by all States
parties:someof theseStates,despitehaving ratified the Convention,havestill not been
ratified the Additional Protocol concerningracist or xenophobicactionsby meansof a
computeriseadystem.

The abovementionedConventionhasbeendrawnconsideringa necessarypalance
betweenanticybercrime needsand respectfor fundamentalrights and freedoms.lt is
divided into four chaptersrelating to the meaningof computersystem,IT data, service
provideranddatatransmissionruleson Stateownedsubstantiveandprocedurameasures;
rulesoninternationalcooperation.

The Conventionaimsto providecomnon mattersof criminal law (substantiveand
procedural)aboutcybercrimeand,in this way, to prearrangea rapid and effective system
of internationakooperation.

However therequiremenbf clearandpredictablerulesaboutthe useof internetis
alwayspresentpecausdreedomof networkis not andcannotbe synonymousvithfi c y b e r
a n ar ©Ohtlre@antrary,just the existenceof rulesand,asa result,legal certaintyin the
technological context characterisingthe postglobal era can guaranteethe necesary
freedomandneutralityof internet.

Undoubtedly,the lawmakerhasto face manydifficult challengegyiven from the
technological progress:anyway, if we really want to make internet a free and safe
instrumentfor the exerciseof the rights, the counties must assumetheir responsibilities
and prearrangecommonrules for a global governanceof internetand the implications
connectedo its increasinguse.
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Abstract

This paper focuses on the course which further reforms of the security sector will take, a
course inwhich the private security sector will have a significant role and position. A basic
legal framework has been established for the sustainable development of the private
security sector in terms of contemporary and global understandings of security. The
security of the Republic of Serbia is facing new challenges (accession negotiations with the
EU, the migrant crisis, terrorism, etc.) which require the development of new approaches
and strategies, for all security subjects, as well as the activities df daties and
entrepreneurs in private security. The measure used to assess security as a public good is
the level of security of each citizen and society as a whole. That is the reason why public
oversight and democratic and civilian control of the gEv@ecurity sector are significant,

as they concern a general understanding of strategy and the system of security and the total
subordinate legislation of this field, which are important for the overall completion of
privatization processes in Serbia.

Keywords:public, oversight, private security, subjects, cooperation

1. INTRODUCTION

In the previous socipolitical system (the period of SFRY), private security was
not specifically defined because the system of national (public and state) security
functioned within the concept of sefianagement socialism, with a pronounced
ideological understanding of property (state and social) ownership and overall social
relations. In such a socjmlitical system, security was achieved through activities of
publicandst at e security within the republicbs
Internal Affairs), as well as at the federal level. These bodies had broad powers and were
practically only responsible to the head of the party and state (ruling) steicire
socialization of the security function through the inclusion of a wide circle of subjects in
the "system of national defense and socialgeltection” was in practice ideologized and
partially dysfunctional. There was no private property, and tlaukegal possibilities for
the functioning of private entities which could conduct matters of security. The Republic
of Serbia formally entered into a mujtarty political system with the disintegration of
Yugoslavia and its political system of socialsglfmanagement. The privatization of
former stateowned companies and the transformation of ownership in a number of
different businesses represents new security requirements that increasingly point to a
different perception of security and the need &or integrated security system in the
Republic of Serbia, on an entirely new basis. In accordance with the present constitutional
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and statutory provisions, a consistent security system is being rebuilt instead of the
previous unsustainable concept (Milosgve vi |, 1997) .

The essence gfrivate security is the provision of services,e. protection of
persons, property and business operations, for legal entities and entrepreneurs that have the
money to pay for it. The performance of these detéctive actiities, may not be to the
detriment of the rights of other citizens who are not the beneficiaries of these services. In
other words, increasing the security of those who can pay for it may not lead to a reduction
or may not jeopardize the safety of thedeo cannot. However, this is difficult to achieve
in transitional societies with strong economic inequality, increased corruption and the
presence of criminal elements.

The most significant contribution in analyzing the situation and problems of the
private security sector in Serbia has been, thus far, provided bgahter for Security
Policy (formerly known as the Center for ChMilitary Relations) which, among other
things, conducted research and whose recommendations are based on findings obtained
from interviews with owners and employees of private security firms.

For the full implemerdtion of the law from the field of private security, it is
necessary to bring a greater number of subordinate legislation (regulations, directives,
rulebooks, etc.), of which a larger number has not even been adopted yet (as of December
2015). However, witout them, you cannot register a security company, issue permits for
the operation of centers for private security training, train staff and issue necessary
licenses. The deadline for existing firms to do these activities has passed and a new
deadline hasdeen extended until January of 2017. Finally, control and supervision of
private security has not been done well. The Ministry of Internal Affairs is required by law
to exercise this control but the specific organizational unit has not been determined for
performing this task, as such this control will be ineffective. We are led to these
conclusions by the (bad) experience of neighboring Bulgaria.

2. PUBLICITY OF WORK AND THE SCOPE OF PRIVATE SECURITY

In the past twenty years (192813) the Republic of Serbia has not had a law on
private security which would regulate the most important area of the security sector. The
consequences of this have been that some private security firms were established by
individuals from the criminal environment who used them for racketeering and other
illegal activities. They employed, for the most part, inadequate staff who either had no
special training or they received training during mandatory military service, asasvell
experience in the wars of the 90s. The private security sector in Serbia has long been a
reality and represents a real, existing force (over 30,000 employees are armed) which, with

! Law on Private Security, "Official Gazette of the Republic of Serbia" No. 103/2014, Article 2
% Law on Detective Activity "Official Gazette of the Republic of Serbia" No. 103/2014, Article 3,
Paragraph 1, Item 1 stipulates thdétective activitiesareactivities classified in the field of
administrative and supporting services in the branch and group of investigation activities including
investigation and detective services and activities of all private investigators no matter for whom
and what they ivestigate (detective activities). Investigation and detective services are activities of
collecting data and their processing and transferring information in compliance with this Law and
other regulations carried out by legal entities and entreprefagutstective activities as controllers
and employed detectives as processors".
® Key findings from research and recommendatitirivate Security Companies in Serbi&riend
or Foe?", Center for CivilMilitary Relations, Belgrade, 2008, pg. 13 and 14.
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the expansion of the industry, is slowly but surely gaining the clesistats of power,
which demands a different position from its position thus far. On the other hand, the
"abandonment” of certain traditional tasks and authorities to private security which until
now have been the monopoly of the State under preciselyedetionditions, is also a
measure of a society's democracy.

The adopted laws on private security and detective activities have systematized
important issues pertaining to private security. However, several facts are discouraging
and suggest the contraryirgtly, security checks of owners and responsible individuals
have not been regulated well. Legal entities and entrepreneurs are not subject to a
thorough security check, while responsible individuals are subject to checks prescribed by
the Law on Weaponand Ammunition, which is superficial, and is not able to establish
the existence of serious obstacles to security. Hence the risk that the registration of
entrepreneursi.e., establishment of businesses, will still be carried out via individuals
who do nd meet all safety criteria. The Serbian public is familiar with companies owned
byLegija's wife, Dar ko Gar i.lln corhst goaSer@ane g a
Croatia's Law on Security Checks introduced a thorough security check for responsible
individuals.

There is no accurate database pertaining to thieedtment inflicted by members
of private security, or agencies, whose employees haea @hrticipated in incidents.
Public scrutiny of problematic companies may be to the benefit of the private security
mar ket as clients wi || not hire unprof es
complaints, who were threatened by the illegal actiohsembers of private security
firms, and the implementation of appropriate procedures (criminal, misdemeanor,
disciplinary) will reduce the number of cases (there have been fatal casesgvere
bodily injury, which will be a good indicator of the tinduction of order and
professionalism to this sector.

The first step in the Republic of Serbia immediately after the independence should
have been special legislation because what was in question were the new forms of
activities pertaining to the protéat of persons and property which has, in the European
Union (EU) and the world, received in importanpeblic-private partnerships. This form
of partnershipin the Republic of Serbia has already appeared in certain areas of business
activity while the joining" of public and private sectors is being, increasingly, considered
for the security sector. Therefore, we will be discussing some basic elements of the
relations between the police and private security, as well as the establishment of new
forms of @rtnerships between the police and private security, and oversight and control of
work,”, which is the subject of the overall consideration in this paper.

2.1. Place and role of private security in the security system
Starting from the current legal defilih, private security is an activity that
includes the provision of services, i.e., the physical and technical protection of persons,
property and business activities when these activities are not within the exclusive
jurisdiction of State authoritiesLegal entities and entrepreneurs who are licensed to
perform private security duties cannot protect persons and property which are under
jurisdiction of State bodies.

* Law on PubliePrivate Partnership "Official Gazette of the Republic of Serbia", No. 88/2011
® Law on Private Security, "Official Gazette of the Republic of Serbia", No. 104/2013, Articles 70
74.
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The National Security Strategy for the Republic of Serbia, Sections IV and V,
states thasubjects from the field of private securityave an increasing responsibility in
the implementation of internal security policy, along with the State and other bodies and
institutions. From the above, it is clear tipaitvate securityis part of the secusitsystem
of the State and its citizens. This approach and understanding of the private security sector
means that it is becoming a specifocial value This is primarily reflected in the
obligation (rights and duties) of the private sector to, in acooelavith acontract®
protect the safety of people, facilities and assets of legal entities and natural persons not
directly protected by measures and activities of State bodies. Therefore, what this is about
is the protection of significant values witretapplication of certain legal norms, standards
and procedures, and the respect of citizens' privacy and the protection of human and
minority rights and freedoms guaranteed under the Constitution and other legislation.

In the last decade, there has beeneapansion of private agencies providing
security services which, especially after 2000, was driven by new political processes. This
period was marked by privatization and the transition to a market economy and the
regulation of different forms of ownerghi stat e, publ i c, privat
Stajil, 2008). For the most part, private
directions: first, the creation of private agencies that dealt with the protection of new
"businessmen”, politician} celebrities and second, agencies concentrated with securing
operations previously conducted by security services in-etated companies, therefore
protection of property, people and business operations. The number of employees in the
private security sector increased significantly. Owners of private security agencies
directed more funds towards new technical resources and modern equipment while
neglecting employee training, their standards and occupational health and safety. And
despite the fact thatertain provisions of several existing laws indirectly pertain to the
activities of private securityspecial laws governing private security and detective activity
have prevented greater problems in this sector.

Specific problems which also affect thenttioning of private security are:
undefined contemporary categorical and conceptual apparatus in the system of internal
security; total absence of subordinate legislation; insufficient partnership between the
private sector and the police; and undeficedcept of crime prevention at the national
level, and therefore, a vision of the place and role of private security.

A patrticular problem in the Republic of Serbiapisvate policing If we strictly
adhere to the definition of policing as a social cohcéfgn we can say that we are at the
very beginning of creating conditions for the establishment of a private policing model. At
the same time, the private sector, as an integral part of the system of internal security, has
certain disadvantages among w@hithe most important are: undefined standards in
carrying out its activities, insufficient training of employees in private security companies,

®Law on Private SecuripyArticle 20, and théaw on Detetive Activity Article 12 explicitly

determines that private security or detective work may be carried out only on the basis of a written

contract between the legal entity (entrepreneur) and service users.

" According to incomplete data from the Serbian Chamber of CommerceAsteriation for
Private Securityin 2012, the ratio of private agency employees to uniformed police officers was
1.5:1.

8 The Criminal Code, Criminal Procedure Code, Law on Police, Labour Law, Law on Public Peace
and Order, Law on Public Gathering, Law on Weapons and Ammunition, Law on Classified
Information, Law on Detective Activity, Law on Private Security, etc.
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unregulated private security market and the lack of legislation as pertains to the
cooperation between the pitband the private security sector.

2.2. Relationship models for public and private security

When we speak about the relationship between the public and private security
sector, then we should first address the normative framework and the necessary (honest)
attitude of the police towards the private security sector. This relationship is primarily
conditioned by the behavior of the police because, according to the current situation and
activities undertaken in the security sector and the authority that the police still has, it is
obvious that the State still enjoys a monopoly. For private secoribe tequally treated,
and for cooperation to extend beyond simply providing assistance to police authorities, it is
necessary to point out some forms (models) of cooperation which could be
institutionalized. Given certain normative assumptions, relatietsden the police and
private security could be included in the following modety: independence b)
competition, ¢) complementarity, g) cooperation and d) partnership (Kesic, 2007).

Independenceés an autonomous activity, as well as a responsibility, lwhiplies
that the private sector and the police have their own specifically defined tasks and where
the private security sector exists according to special regula@ompetition may be
observed through the relationship existing between the privateitgeand the police,
which lacks mutual trust. However, if such an activity has a legal basis it cannot represent
competition but a contribution to the implementation of security tasks. The police have the
ability to collect part of the services, or fedsr official escort and transportation of
hazardous materials, weapons, money, securities, precious metals and other valuables and
resources of the Republic of Serbia, in accordance with provisions of the
Regulatio®Complementarityis where private sectyi and the police exist on the market
with clear boundaries and demarcations in the division of tasks while complementing one
another in the implementation of its activiti€ooperativas based on mutual cooperation
expressed through providing mutual pag. This model represents one of the key factors
in improving the safety of property and persons, in particular the protection of mandatory,
secured facilities and facilities critical for infrastructure.

Partnershipshould be reflected in a good relasbip and mutual respect between
the police and private security, where they achieve the highest level of cooperation. This
model gives a clear picture of the police as a partner, which willingly defines the types and
scope of works or services which itrisdiers to the private sector, which seeks this form of
cooperation in order to make a profit, with the obligation to perform its legal obligations in
a qualified manner.

Security challenges for thgublic-private partnershipsequire joint action in the
fight against terrorism, organized crime, security of property, protection during the
transportation of cash and other valuables, protection of certain facilities, public order at
public meetings and other events. Reasons for cooperation are many whkhealtbeges
for the establishment of an effective and efficient cooperation are numerous and can be
classified into three main groupsistemic, legal and professional challenges

Systemic challengearise from an insufficiently regulated private securitgtem.
The traditional concept of security is still prevailing while the police are perceived as a

°Regulaion on fees for services provided by the Ministry of Internal Affa@#ficial Gazette of the
Republic of Serbia", N0.126/2014, Articles94 (published November 14, 2014 05 No. 410
13777/2014., in force as of January 01, 2015)
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major, but no longer sole, actor providing security services. Despite the fact that the
statutory frameworkis still incomplete, preparation is under wayr fthe necessary
subordinate solutions under the jurisdiction of the Ministry of Internal Affairs, the fact is

t hat , t hus far, there hasndt been any gr e:
field.

Professional challengeshould be based on the perception that in addition to the
police, the private security sector too has the mandate to be in the "service of citizens". The
perception that the police is a force, and not a separate profession, has not quite been
overcome wHe inherited organizational culture and valebange slowly so that members
of the police force still perceive themselves as the only responsible security entity. The fact
that the police are not able to confront contemporary security challenges inegldatto
be emphasized with the involvement of rgiate actors.

3. PUBLIC OVERSIGHT AND FORMS OF CONTROL

Public oversight of security policycan be defined as public overseeing and
assessment of activities of armed forces and State institutions itigipn security
policy. Public oversight should be implemented by State authorities and institutions, within
the national security system, where a special place belongs to legislative bodies, executive
power, judiciary and others. It is especially impaoitthat the public, citizens, the media,
trade unions and other organizations and associations, as well as independent entities that
have an interest in providing services in the field of private security, take part. Bearing in
mind that safety is public good modern challenges, risks and threats necessarily manifest
themselves through military, political and economic pressures, while one must not ignore
social, environmental and other circumstances that affect the safety of all citizens and their
propety. The public should be informed and participate in the debate and assess the
achievements (activities) in the actions of all entities, both public and private security.

3.1. Assembly oversight

The National Assembly has oversight mechanisms over the se@attpr,
primarily via two parliamentary committeethrough which it supervises the military,
police and security services. There is no law which prescribes parliamentary oversight over
private security but this institution indirectly controls how the Mftiryi of Internal Affairs
(executive power) conducts oversight over this sector. Powers and mechanisms are
available to the deputies so that there are no normative obstacles for them to be applied.
However, to date, the delegates have not used these nwobaihe National Assembly
rarely deals with the oversight of the security sector (mainly through the adoption of
annual reports), while it only dealt with the private security sector during the adoption of
the Law on Private Security and the Law on DetecActivity.

3.2. Monitoring and control of executive power
Analysis of the Law on Private Security and Detective Activity identified those
areas which the Ministry of Internal Affairs supervised and, consequently, the areas of
interest for the delegates. Hoefficiently the MIA conducts its control and how it
contributes to the responsible management of this sector is becoming important not only to

1 Glossary, Public Oversig of Security Policy, Centre for CivMilitary Relations, Belgrade,
2010, p. 2
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the executive but also to the legislative branélenitoring and controf'exercised by

MIA (police) are particuldy important when it comes to the overall relations between the
police and private security. Preventive measures and control over the implementation of
statutory provisions on private security, and on detective activities, are carried out by
authorized plice officers. In exercising supervision, they have the right and duthaack

the manner of keeping and carrying firearms; check the physical and psychological ability
and qualifications of security officers to safely handle firearms; and to, if negessary

out other actions that provide immediate and unannounced insight into performing the
duties of private security.

Authorized police officers of MIA have the right and duty to tempordvéy
legal entities and entrepreneurs with a license fdopaing the duties of private security,
from conducting any further activitieand to temporarilystop security officersfrom
performing the duties of private securityhey may do this if they find that security
officers or detectives are working withahie necessary license or authorization, without a
signed contract, without the necessary personnel or technical conditions, in an incompetent
and unprofessional manner, and contrary to a received order.

The order for the execution of a measure, for the legal entity and entrepreneur to
rectify an irregularity, the authorized police officer issues witle@ision The deadline for
the execution of the measure cannot exgg@days In addition, the authorid police
officer may instruct the individual to go for a medical examination if there is reasonable
doubt that the individual no longer meets the psyaigsical requirements for carrying
out his / her duties. Against this decision an appeal may be sethrtotthe Minister of
Internal Affairs.

The Minister of Internal Affairs may, in the interest of developing a partnership
and establishing cooperation with associations of legal entities and entrepreneurs involved
in activities of private security and seity officers, in accordance with the new standards,
establish a special working group viadacision- Expert Panel for the Improvement of
Private Security and PublicPrivate Partnerships in the Security Sectdihis will
contribute to improving the permance and strengthening the reputation of this important
profession in the field of private security by monitoring the legality, professionalism and
efficiency of its work. Registered associations of legal entities and entrepreneurs propose
its own memkrs as candidates for members of the Expert Panel for Promoting Detective
Activity, i.e., private securit¥, to the Minister.

3.3. Judicial control

The first form of control is immediate judicial control, which is reflected in the
jurisdiction of the courtsot decide on criminal and misdemeanor cases where security
officers and detectives appear as perpetrators of crimes and offenses conducted during the
execution of official duties. The same situation exists with civil cases initiated by citizens
seeking damges. Another form of control is indirect control reflected in the court's right to
decide on the legality of certain subordinate legislaf&tatute, regulations, directives,
decisions)of legal entities and entrepreneurs in private security, which tbegider in
separate court proceedings (administrative disputes). According to our statutory

Y aw on Private SecurityArticles 7074, regulates in greater detail the rights, powers and
procedures for exercising supervision over the work of security officers withdregprofessional
conduct of activities, keeping and carrying firearms, and others.
4 aw on Private SecuripyArticle 75, and théaw on Detective ActivipyArticle 26.
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regulations, judicial protection is available from the consequences produced by illegal acts
for constitutionally guaranteed rights and freedoms of employees ifgectiicers,
detectives).

3.4. Internal control
I nt ernal control of detectivebs and se

law and internal bylaws (statutes, regulations, guidelines, procedures, contracts, etc.), is
conducted by managers at all levelithin a legal entityj.e., company*The aim of the
control is insight into théawful execution of tasks; accuracy, orderliness and promptness;
and respect for internal order and work procedur&snployer (responsible individual,
manager) prescribesdhmanner and form for performing internal control of work. In
exercising control, planned and correct performance of work tasks should not be interfered
with. During the management process, various forms of control can be applied by
managers.oral briefing working meetings (board meetings); performance monitoring
(surveillance, monitoring, tracking indirectly through video surveillance or
communication means); visits and presence at the workplace; access to documentation and
records; as well as conductingterviews and collecting informatiofirom subordinate
managers or directly from the investigator or security guards). By performing controls, the
basic meaning of management is achieved while everyday application improves lawfulness
and professional pefmance.

3.5. Other forms of control

The power of influence, which the public, the media, political parties, interest
groups and other organizations have depend on the degree of democratization of overall
social relations in our society. They affect the lesetonfidence, or lack thereof, in the
work of state bodies, including private security. Thblic has a lot of influence, and in
the wider social environment, which includes private secuiiilic opinion is created as
a specific form of influence on work and legal actibfedia, as a means of transferring
information, gives a significant contribution to the creation of public opinion. Independent
and freepress by voicing public opinions and attitudesdagcriticizing abuse by security
officers, can contribute to improving the performance of this profession but should not be
the main "controller" in monitoring the work of private securi®adio and televisioralso
has an important role in controlling byiging insight into the work of private security
(direct recording, reports, and press releasBs)itical parties in their activities, or
interests, often have private security regardless of whether they are currently in power. In
our country, the influece of political parties on controlling the operations of private
security can be expressed through the National Assembly, the Government or appropriate
bodies of these organs, which falls under formal control. However, informal control by
political parties can be very constructive but it must be principled in attitude towards
everyone in security, including private security.

13 aw on Detective ActivitgArticle 16), stipulates that the responsible legal erfétirepreneur) in

a detective activity must report to a police administration the use of firearms by detectives, and
Articles 2225 oversight by the Ministry of Internal Affairsaw on Private SecuritfArticles 22

25) stipulates that the responsible indual must inform the relevant police administration in the
event force was used by security officers, while Article80the right to oversight and control by

MIA over the work of legal entities and entrepreneurs in private security.
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4.

CONCLUSION

In the traditional concept of security, the State set the rules and framework for

police actions and secured the necessary resources and conditions for its work. That was

State monopoly over all forms and measures of crime prevention, maintaining order and

other activities which caused, at one moment, the State to not be able to respond to modern

challenges and threats. Through the transition process and the strengthening of private

security, there is a need for the establishment of appropriate relatioveeheState and

nonstate security subjects. The involvement of the private security sector in protecting
persons, property owned by private business, protection of critical infrastructure, allows

the police to divert their resources to organized crime @thdr serious forms which

compromise security. Exchange of information, cooperation and mutual assistance, as well
as trust and fairness between the public and private security sector will contribute to this.

There are also substantial systemic, legal pnodessional challenges to establishing this

cooperation. Public oversight and control over the work of members of private security,

through all forms of formal (immediate) and informal (indirect) control will contribute to
the reputation and legality ofvork being at a highly professional level. Improving
knowledge, skills and good practices should be a constant concern of employers, managers

and other responsible parties, which is important for the completion of the security

privatization process. Publrivate partnership in the security sector would be one of the
most important issues in the reform of the security sector in Serbia.
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Abstract

Critical infrastructures usually include those assets and services which are essential for the
country, and the disruption or destruction of which would have a significant impact on the
national security, economy, vital social functions, hegltbtectionas well as social well

being, as assessed by the criteria of the government of theGiaters or operators of
critical infrastructures are state bodies, companies, institutions and other organizations
responsible for investing in or responsible for tperation of a particular infrastructure
capacity, system or part there8ince many of assets and services are not of state property
or organised by the state, governments usually regulate the protection of critical
infrastructures by legislation, defilg who and in to what extent is obliged to carry out
measures for the protection of critical infrastructures. This is the opportunity for private
security firms since rare institutions, companies and even state bodies are capable to
organise security onheir own. In the article, a comparative study of Macedonia and
Slovenia regarding the protection of critical infrastructures with special emphasis on the
role of private security is presented. The paper comprises comparative analysis of the legal
documentsand practices of critical infrastructure protection in both countries. Although
the critical infrastructure protection in Macedonia is relatively new field of work within
private security, a steady growth and development in the last decade can be ¢bserved
while Slovenian private security has played quite important role in critical infrastructure
protection long before Slovenian government designated both, the European critical
infrastructure located in Slovenia, as well as critical infrastructure winaimportance.
Keywords:critical infrastructures, private security, Macedonia, Slovenia
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1. INTRODUCTION

Infrastructures, by nature, are muptirpose and may represent assets for
indeterminate goals (Fister, 2013). According to Lewis (2006),ettigession critical
infrastructure came into use in scientific works as late as in 1997, even though the concept
of critical infrastructure has been developed in practice since as early as the 1960s.
Radvanovsky (2006) claims that the infrastructure was$ ginderstood as systems, which
are physically and logistically separate and onhidependent in a very small part. More
and more modern definitions, however, explain critical infrastructure as a system of tightly
interconnected and etependent elements

Schulman in Roe (in Prezelj, 2010) define critical infrastructure as fundamental
capacities, technical systems and organisations, which ensure a large spectrum of social
activities, goods and services. It can be divided into individual sectors, whidhrtaer
be split into industries (e.g. in the case of the transportation sector, air, land and sea
transportation), services (e.g. in the case of telecommunications, wired, wireless and
broadband services), or simply, generally, into products (ReineramahwWeber, 2003).

The critical infrastructure protection is relatively new concept in security, which
gained in importance and entered in security vocabullary especially after the devastiting
effects of terrorist attacks in New York on 11 September 20Bé&sd attacks proved the
security importance of what is called critical infrastructure, showed the vulnerability and
negative implications of their ednangerments and also, proved the vital role of private
security in critical infrastructure protection, both regular (peacefull) times and in
emergencies. Many schollars see the role of private security in critical infrastructure
protection within the concepts of corporate security and ppbl@ate security
partnerships Qanichic and Pilipovic 2015 94 - 95; Dorevski 2013: 288;Bakreski
Trivan, Mitevski, 2012: 6162).

The critical infrastructure protection falls within the areas of work of private
security which are considered as the most responsible and demanding. At the same time,
the engagement of pate security entities in securing critical infrastructure tell us
convincingly about the degree of development of private security sector and the confidence
gained amongst the public in general. Since critical infrastructure protection deals with
securingthe most complex production and communication systems which are of crucial
importance for the economy and society, it also implies high degre of mutual trust between
private security entities and other sectors of the security system. The critical isfrastru
protection is aimed at securing the most vital resources of a country and it presupposes the
use of highest and most sophisticated activities and means of protection. The ASIS
I nternational def i n etle saphisticatédcfaciles, systeims, arsdt r u ¢
functions, which include human assets and physical and cyber systems, that work together
in processes that are highly interdependent to provide the foundation for our national
security, governance, economic vitality, and way ofilife
(https://www.asisonline.org/Membership/Library/Secw@lossary/Pages/Security
GlossaryC.aspy.

Critical infrastructure is commonly understood to encompass physical assets,
networks or organisations whose disruption or disabling would cause severe, lasting
damage to social and economic life. Various national authorities have drawn up broadly
similar lists of economic sectors which are covered by this definition: they generally
include energy, water and food supplies, waste management, key transport networks
(major airports and rail interchanges), financial institutions and cash supply, health
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services and state emergency response organisations. Across EU Member States and their

neighbours, this critical infrastructure is very often managed through someftgpelic-
private ownershigCoESS, 2010:)5 Of course, there are successfull examples of critical
infrastructure protection where private security secures most of the critical infrastructure,
with control, oversight and necessary coordination witlte and its security institutions.
Such is the exemple with many EU countries, as well as with Republic of Macedonia.

The Republic of Macedonia saw a two decades of steady development of private
security, with an emphasis of the very strong and contisuigrowth and development of
securing persons and property activity. This development, viewed mainly through the
resources for providing satisfactory degree of securing property, started to be recognized
from the beginning of the last 15 years and it cioied with the adoption of the special
legislation on private security at the end of 1999 and the formation of the Chamber for
securing persons and property (nowadays Chamber for private security) in 2000. The
security authorities of the country saw thealr potential of the private security sector
(subsystem) in providing the needed degree of security even to the most complex
production and transportation systems that are enumerated among the notion of critical
infrastructure protection. Thus, they gairtee trust from the government and the security
system to take the responsibility to protect these complex and vital systems. This can be
confirmed through the private security legislation provisions and bylaws, where we can
find regulation concerning ¢ital infrastructure protection provided by the private security
entities. By doing this, the Republic of Macedonia is trying to keep step with the other
countries in the Balkans and wider that also saw the potential of using the private security
in succasful critical infrastructure protection in the prior decades.

Private security in the Republic of Slovenia has a tradition, older than the
independence of the country itself, as the roots of the process of private security
development reach far into thenod of the protection of social property, as this type of
activity was called at the time. It was managed with the regulations on general people's
defence and seffr ot ect i on. Las (1995) is of the
when an individal began to protect his life and property on his own. Only later did he rely
on someone else, who could offer suitable protection in exchange of a payment of sorts.
Viewing the development of private security this way, we can also find, that private
secuf y appears as the "younger" partner to

Slovenian private security developed successfully and quickly through the last
twenty five years, considering that it had no tradition, experience and mainly, that it
operated inconditions of a changing political, economic and social system during the
transition from socialism to a system of western liberal democracy. With early regulation
of the field of private security and the adoption of system legislation in 1994, Slovenia
became the leading pesbcialist, and one of the leading European countries regarding
normativel e g a | regul ation of private security
Sotlar and Las (2011) warn, t hatalregelatianai n
of private security, in the years 2003 and 2011, were too deep. Thus, on one hand, private
security is unnecessarily overly state controlled, as the country takes over more and more
tasks and responsibilities, and on the other, the secweisopnel is given the authority,
which many in the west can only dream of.

When talking about the relation between private security and critical infrastructure,
we cannot bypass the fact, that Slovenia as a state, as early as in 1994, by adopting the
Private Protection and Obligatory Organisation of Security Services Act (1994),
recognised the potential for the protection of critical infrastructure with the very name of
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the law. In the ensuing years, through laws and bylaws private security was additionally
exposed as a serious and important partner in the field of ensuring security and thus also
protecting critical infrastructure.

2. OVERVIEW OF THE LEGI SLATION ON CRITICAL
INFRASTRUCTURE  PROTECTION IN THE REPUBLICS OF
MACEDONIA AND SLOVEN IA

2.1 Republic of Macedonia

Speaking generally, Republic of Macedonia has not adopted special legislation on
critical infrastructure protection. Instead, the network of laws regarding the CIP gravitate
over the Ministry of Interior, Ministry of Defense, Ministry of Transpoand
Communication, Directorate for Protection of Classified Information, Crisis Management
Center, Protection and Rescue Directorate as well as private security entities. Also, there
is no legal document in Macedonia that contains summarized lisitiohlcinfrastructure
(Aleksoski & HadjiJanev, 2013: 688Jovanovski &ladji-Janev, 2014: 147; Haejianev
& Slaveski, 2011: 7-B0).

The Republic of Macedonia, to a certain extent, has followed the trend of
regulating the engagement of private securitgristecting critical infrastructure. Although
the new Law on private security from 2012 does not mention the protection of critical
infrastructure at all, there is a bylaw that in fact recognizes and regulates this issue,
although does not recognize it undlee generic notion of critical infrastructui@ollection
of Regulations in the area of private secyrt913. Namely, the Decision for mandatory
private security (full name being Decision for determining legal entities which are obliged
to haveprivate security) regulates the protection of some vital and crucial societal values
by the private security entities. Amongst the listed values that must be protected by
mandatory private security are also the energetic sector, water supply sectoostatioap
facilities and other vital values, which fall within the definition of critical infrastructure
protection. For instance, the Decision determines that water supply entities as well as
electricity production and supply entities must be protectegrigate security. It is
interesting that the Decision leaves room for the critical infrastructure entities to choose
whether they would protect their assets and values by themselves (proprietary security) or
by hiring private security entity (contract seity). However, all critical infrastructures
entities must have their values secured since they are considered to be too much vital and
important to be left unprotected. This is especially fundamental in a situation where the
state could not provide efféve and needed degree of their protection and where all
critical infrastructure entities are facing more complex and dangerous risks, threats and
encroachments. Also, we must not omit to say that this kind of decision is not a novelty in
Macedonian prigte security legislation. A Decision similar to the existing one was also
part of the previous legislation on private security. The difference between these two
Decisions can be observed only in the extent, meaning that the existing Decision covers
much more vital values that must be protected by private security than the previous
Decision provisioned (Gerasimovski and oth@@&14:p. 126-127).

It is inevitable to stress again that this Decision, as well as Law on private security
in general, neither méon nor define the notion of critical infrastructure protection. Only
the Decision recognizes this indirectly, through the protection of institutions and values
that belong to the sphere of critical infrastructure protection. As a matter of fact,rdhapte
of the Law on private security defines the mandatory private security in articles 44 and 45
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(Law on Private Security, 2012) . Articl e
entities which are obliged to have private security if their actiigtyrelated with:
radioactive materials and other materials considered dangerous against people and
environment; items and objects of special cultural and historical significance, as well as in
other cases where it is of interest of security and defensehoE countr y o. Al 1
article does not give exhaustive list of values that fall within mandatory private security, it
hints some of the most important values of critical infrastructure of the country that must
be protected by mandatory private setguriThe next article 45 regulates the possibility for
the legal entity either to have its own security, or to hire private security, i.e. private
security agency. Actually, these two articles from the Law are kind of introduction to the
Decision for mandtory private security that regulates more thorough which values are
considered worth enough to have mandatory private security, though, they are not
recognized by their right name as critical infrastructure. Namely, the Decision mentions
these legal enies, besides the abovementioned, which carry out activities that deal with
important vital societal values, and, which, by any definition, belong to what is called
critical infrastructure protection and must have mandatory private se¢Detjision on
determining legal persons which are obligated to employ private secl2y3;
Mojsovska- Petrova, 2018 Thus, the Decision enlists these legal entities:
1 Legal entities registered for activities related with ionizing radiation and radiation
security (art1, par. 1);
1 Legal entities registered for production and trade with drugs and medical aids, as
well as legal medical institutions from secondary and tertiary health care (art. 2,
par. 2);
1 Legal entities registered for production and trade with flammbfleds and
gasses (art. 1, par. 3);
Legal entities registered for transportation of dangerous materials (art. 1, par. 4);
Legal entities (private and state) which deal with protection of cultural heritage
(art. 3);
1 Legal entities registered for productjoimansfer and distribution of electricity,
i.e., energetic sector (art. 4, par. 1);

=a =

1 Legal entities registered for activities related with water supply (art. 4, par. 2);

1 Legal entities registered for activities related with protection and governing with
protected natural and living environment (artpdr. 3);

1 Macedonian Radio Television (art 4, par. 4);

1 National Bank of the Republic of Macedonia (art 4, par. 5).

As it is known, the Republic of Macedonia is in the process of joining the EU, but
it is still an associate member, not a full member of EU. Therefore, some of the EU legal
acts do not oblige Republic of Macedonia until full membership is achieved. It is similar
with the legal documents adopted by EU which regulate critical infrastructure protecti
For instance, The European Union has recently started initiatives in the field of critical
infrastructure protection. The Council of Europe in 2008 has adopted the European
Critical Infrastructure Directive 1 which focuses on-csa |l | e d 0 Etcalopean
infrastructure (ECI) assets or systems whose disruption would have a major impact on at
least two EU Member States, or a Member State other than the one in which the asset or
system is located. The Directive mandates Member States to identifgucii
infrastructure, ensure a risk assessment is carried out for all its elements and to ensure an
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Operator Security Plan (OSP) is drawn up (CoESS, 2010, 6). Since, as we noted, Republic
of Macedonia is not an EU member state, this legislation is najabbiy for the country.

But, on the other side, considering the aspiration of Republic of Macedonia towards EU,
the country should start preparing for adoption and harmonization of this legislation as
soon as it will be needed as the process of joinieget intensifies. Also, the Chamber

for private security of Republic of Macedonia is already a member of COESS
(Confederation of European Security Services), the biggest and most relevant association
of private security entities in Europe.

2.2 Republic of Slovenia

The Republic of Slovenia is not exactly a model of critical infrastructure
protection, as the Government of the Republic of Slovenia only defined the critical
infrastructure of national importance in 2014 (Ministry of Defence of the Republic of
Slovenia, 2014). However, looking into the past, we find that the state, indirectly, through
the management of the field of private security and the field of defence, wished to partially
protect the critical infrastructure (certain buildings and areaws)edis Thus, the Republic
of Slovenia, with various laws and bylaws, mainly with the Private Protection and
Obligatory Organisation of Security Services Act (1994), the Private Security Act (2003),
the Private Security Act (2011), the Defence Act (200¥,ecree on Obligatory Setting
up of Security Service (2008), Decree on Obligatory Setimof Security Service (2012),
and the Decree on European Critical Infrastructure (2011), complied with, at least, the
minimal standards of protection of the cricor significant infrastructural areas in the
Republic of Slovenia.

The Government of the Republic of Slovenia, with a decree from the 28th
September 2012 and 9th January 2014, laid out the basic sector criteria for critical
importance, in order to definde critical infrastructure of national significance in the
Republic of Slovenia. Among other things, the government, in the formation of criteria for
the definition of critical infrastructure, stemmed from the danger of inoperability of critical
infrastiucture, which may have a significant influence on the functioning of the state
economy, population and other stakeholders in the Republic of Slovenia.

The basic criteria for the definition of critical infrastructure of the Republic of
Slovenia, defined bthe government of the Republic of Slovenia, include:

9 critical infrastructure which, due to inoperability, causes or influences the death of
a number of persons larger than 50,

9 critical infrastructure which, due to inoperability, causes significiats on the
health of the population in the scope where over 100 persons have to be
hospitalised for over a week,

9 critical infrastructure which, due to inoperability, causes damage, destruction of
activities, buildings or areas which influence the nati®ecurity of the Republic
of Slovenia to the point, where defence, internal security or safety measures
regarding natural and other disasters are inhibited,

9 critical infrastructure, which, due to inoperability, influences the performance of
economic or ther activities in the scope of causing damage or profit loss of over
10 million Euro daily,

1 critical infrastructure which, due to inoperability, influences the inhibition of
potable water or food supply for over a week, for a population exceeding 100,000
persons,
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9 critical infrastructure, which, due to inoperability, influences the termination of
power supply for 3 days or earth gas for over a week for a population exceeding
100,000 persons,

1 critical infrastructure, which, due to inoperability, influenchs termination of
supply with petroleum products for over a week, for a population exceeding
100,000 persons,

9 critical infrastructure, which, due to inoperability, causes severe damage on land or
sea living space in an area exceeding 100 ha,

9 critical infrastructure, which, due to inoperability, causes an information or
communication blackout of operational support for other critical infrastructures for
up to 24 hours,

9 critical infrastructure, which, due to inoperability, causes ecbosder
consequences imother countries regarding previous criteria (Act of the
Government of the Republic of Slovenia no. &®%220116 from 28th Sept. 2012
and Act of the Government of the Republic of Slovenia no. 8@2P013/3, from
9th Jan. 2014).

In this way, the governmenifined what is important for the Republic of Slovenia
from the perspective of increased provision of security through various measures,
including the definition of liable parties based on the Decree on Obligatory Sbtiafy
Security Service (2012).

Based on the fundamental criteria for the definition of critical infrastructure, the
following sectors of critical infrastructure were defined for the Republic of Slovenia:
sector of critical infrastructure ensuring energy support,
sector of critical infrasticture ensuring traffic connections,
sector of critical infrastructure ensuring food supply,
sector of critical infrastructure ensuring potable water supply,
sector of critical infrastructure ensuring health care,
sector of critical infrastructure ensugifinance,
sector of critical infrastructure ensuring environment protection,
sector of critical infrastructure ensuring information and communication support
(Act of the Government of the Republic of Slovenia no.-8820116 from 28th Sept.
2012 andAct of the Government of the Republic of Slovenia no. 862R013/3, from 9th
Jan. 2014).

Taking into consideration all listed criteria, as well as the provisions of the Decree
on European Critical Infrastructure (2021yhich was, among other thingsetfoundation
for the preparation of above described sectors and criteria for the definition of critical
infrastructure, we may conclude, that the awareness of the importance of protecting critical
infrastructure with the decision makers of the RepubliSlovenia has been somewhat
raised and thus, at least on a normative level, defined the means of protection and action.

=4 =8 =8 -8 -8 -8 -89

! The Decree onEopean Critical Infrastructure (2011) actually only defines two sectors

"Energy" and "Traffic". The energy sector consists of subsectors "Electric power", "Oil* and "Gas",
while the traffic sector consists of the subsectors "Road traffic", "RailwdictrafAir traffic",
"Continental waterway traffic" and "Trammeean and shodistance sea traffic, and ports".

39



3. THE ROLE OF PRIVATE SECURITY IN CRITICAL
INFRASTRUCTURE PROTECTION T THE PRESENT SITUATION AND
PERSPECTIVES FOR THE FUTURE

3.1 Republic of Macedonia

It is clear nowadays that most EU Member States, as well as other European
countries, have dedicated much attention to the issue of national critical infrastructure
protection. Many national programmes and policies exist in this. fidddvever, COESS
believes that these programmes and policies still remain too much on a political level and
do not provide sufficient guidelines or directions/instructions for the actuatoeidgy
security and protection of critical infrastructure. Morev considering individual
countriesé policies, one has to concl ude
objectives and approach (CoESS, 2010: 7).

The Republic of Macedonia is one of the countries that still does not have neither
clear definiton, special legislation or policy on critical infratructure protection.
Everything seems to be pretty undefined, confusing and scattered througout various legal
documents, institutions which do not recognize the notion of critical infrastructure and the
vital need of their protection. Nevertheless, it seems that private security stays on the
forefront of a more serious societal wave that should sensitize the society to be more aware
and organized in approach and security treatment of this fundamereed slprotection.

So far, there are two ways of critical infrastructure protection provided by private security:
in-house and contract private security. There are no hybrid ways of critical infrastructure
protection, meaning publigrivate partherships ithis field still remain unrecognized and
undeveloped modality. Moreover, pubpcivate security partnerships in Republic of
Macedonia exist mostly in declarations of good will and readiness for closer cooperation
between police and private security, whithey are not part of any legislative act
concerning private security and there are no organized, systematic and important forms of
public-private partnerships in practice (Gerasimoski, 2013: 41).

Very important feature of critical infrastructure proteati in Republic of
Macedonia is that the practice, as many times before, proved to be going ahead compared
to legislation. Indeed, private security entities protect most of what is considered as
critical infrastructure protection and it gains in importaasethe time passes. Today,
therebés no serious and vital critical i nf
been protected, mostly through private security sector. A brief look at the present situation
in this field can prove this claim. Fondtance, most of the critical infrastructure of the
country has been protected by the biggest private security agencies in Republic of
Macedonia such as NIKOB, SGS, OSA, MDN Security, Perpetuum Mobile. We can see
this through their presence in practiced dhrough their list of clients on their respective
websites, as well as by their everyday presence and activities. The Chamber for private
security of Republic of Macedonia counts 45 private security agencies, out of which 25
have web pages. Out of tlee85 webpages 16 are active and 9 non active. We noted that
only 8 private security agencies have reference lists of their clients on their websites and
all of them have at least one or more clients that fall within the category of critical
infrastructure. This 8 private security agencies are actually the biggest and most important
in Macedonia contract security market which proves the thesis that securing critical
infrastructure requires a lot of resources, both human and technical. The above mentioned
private security agencies secure critical infrastructure facilities such as electricity
production, transfer and distribution facilities like EVN, ELEM and MEPSO, water supply
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companies in almost every town of the country, Skopje and Ohrid airports, breslaag
stations, financial institutions amongst which the biggest banks (Stopanska Banka,
Tutunska Banka, Komercijalna Banka, Sparkasse Banka, Procredit Banka) and insurance
companies (A.D. Osiguritelna polisa, Evroins Osiguruvanje, Vardar OsiguruVaigkayv
Osiguruvanje, Winner Osiguruvanje etc.), museums and other cultural institutions
throughout the country (such as the Museum of Macedonia, Museum of Contemporary
Art, Museum of the city of Skopje), etc. It is also clear that most of the critical
infrastructure has been protected by private security agencies and less by proprietary (in
house) security. Then, physical and technical security are the main security services
offered to this clients, but we also have to mention that in the last yeamsseksment
started to be recognized as very important service and the one that can significantly
improve securing of critical infrastructure.

However, it is still in its beginnings and there is a vast space for its development in
the future.

Taking into consideration the previous state in this field, the development of
critical infrastructure protection in the neighboring countries and customer preferences, it
is evident that the critical infrastructure protection in Republic of Macedonia has much to
achieve in the period ahead. The perspectives can be seen in the following:

1 Acknowledgment of critical infrastructure protection as generic security and legal
term;

1 Adoption of legislation on critical infrastructure protection on national level and
harmonizabn of legislation with domestic, as well as with the adequate
international legislation;

i Establishing publiprivate security partnerships in critical infrastructure
protection with special emphasis on coordination of activities in emergencies
(Gerasimosk 2014: 365;Bakreskj Danichic Keshetovi¢ Mitevski, 2015 166,

167, 173;

9 Creating special training programs and providing licensing for critical
infrastructure protection;

1 Broadening the extent and variety of security services offered to critical
infrastructure clients by private security agencies (such as critical infrastructure
databases, risk assessment; exchange of information concerning critical
infrastructure protection on ddg day basis; developing of effective preventive
strategies and meags; etc.);

1 Providing constant monitoring and evaluation of the successfulness of critical
infrastructure protection by different security providers.

3.2 Republic of Slovenia

A direct connection between the protection of critical infrastructure and private
seaurity in the Republic of Slovenia can be found in Article 69 of the Private Security Act
(2011), which, in the first paragraph, defines the purpose of the Decree on Obligatory
Settingup of Security Service (2012), which is the establishment and organigaiti
protection in business companies, independent individual entrepreneurs, institutes, state
authorities, public agencies, organisations and legal and material persons, considered liable
(hereinafter: liable entities), performing activities which ares@th importance for the
state, that they warrant protection in compliance with the Private Security Act (2011), as
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well as the Decree on Obligatory Settimg of Security Service (2012). This includes

activities, which;:

1 use or store radioactive substancesclear fuels, waste and other substances and
devices, harmful for people and the environment,

1 manage capacities, systems or parts thereof, that are essential for the maintenance of

key social functions, health, security, protection, economic and seeitdre of the

people and those, the failure or destruction of which would have serious consequences

for the national security of the Republic of Slovenia due to inability to maintain these

functions (traffic, energy, telecommunications),

store archives ahitems, which represent cultural heritage,

manage public airports or seaports for international public transit or carry out

transportation in the international air or sea traffic, or

9 are essential due to special security reasons (Private Security AtY, 201

Security must also obligatorily be organised by subjects, who, in an individual
building, directly deal in cash and other valuables, worth at least 200.000 Euros, including
banks, savings banks, currency exchange offices, casinos, gambling haltsfipestand
subjects, dealing in other financial services or directly dealing with valuables (Private
Security Act, 2011).

Several terms can be identified when naming stakeholders of the critical
infrastructure, including mainly "liable entities accorditwythe Decree on Obligatory
Settingup of Security Service", "critical infrastructure” and "buildings of special
significance for the state". The terms, in our case, have the same meaning, as they mean
buildings, environments and capacities, where the $tas an interest in protecting them
according to a specific protocol, set out by the Private Security Act (2011) and the Decree
on Obligatory Settingip of Security Service (2012), as any damage or destruction thereof
would have serious consequences lfierational security.

The protection itself, as well as the planning of protection for liable persons, as
defined by the Decree on Obligatory Settiqgof Security Service (2012), may be carried
out only by the private security service providers, whidfil fthe conditions, defined by
the Private Security Act (2011). Should a liable entity wish to organise protection on their
own, they must acquire a licedider the carrying out of private security activities, in
accordance with the provisions of theviate Security Act (2011).

Considering the fact, that the protection of certain liable entities is arranged with
special regulations (nuclear and radiation safety, courthouses, airports, seaports and
others), protection may be organised in accordance héetregulations, provided they
include at least procedures, tasks and security measures, equivalent to those, required by
the law which manages private security and the Decree on Obligatory Seittiofy
Security Service (2012). The purpose of this De@de ensure at least uniform security
measures, as well as to ensure an uniform interpretation of security measures, as individual

T
T

2 The licenses for the performance of private security services are issued by the Ministry of Internal
Affairs. They differ by the forms of prate security and there are 8 of them, those being: protection

of persons; transportation and protection of currency and other valuables; security at public
gatherings; security at events in catering establishments; operation of a security control centre;
design of technical security systems; and implementation of technical security systems (Private
Security Act (2011)).
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liable entities may carry out protection according to different regulations, which, by rule,
stem from the directives or dees and other legal acts. The liable entity is obligated to
ensure protection also during natural and other disasters, in a crisis, states of emergency
and wars.

According to the Decree on Obligatory Setting of Security Service (2012), in
the provision of security for liable entities as well as the planning of security and
monitoring, the key document is a security plan, which includes threat assessment, a
security programme and a plan of physical security. In the case of changes, maindf those
a security nature, the liable entity must ensure that the security plan is updated, while, in
the case that the liable entity prepares the plan also according to other regulations, they
must also comply with the provisions of the Decree. In the creafidhe security plan
itself, the liable entity or planner must take into consideration also the evaluation of the
level of risk, prepared by the Ministry of Internal Affairs, based on data / evaluations,
prepared by the Police, Slovene Intelligence ancu®y Agency, and the Intelligence
Security Service of the Ministry of Defence. All listed stakeholders must submit all
information of security importance which may influence the change of the risk evaluation
level of an individual liable entity, for theast year, to the Ministry of Internal Affairs by
January 31 While planning and in cases of a change in evaluation, the liable entities are
obligated to comply with possible new risk levels, detected by themselves or
communicated to them by the Ministoy Internal Affairs (Private Security Act, 2011).

From the description above, we may conclude that the protection of buildings and
areas, which are protected based on the Private Security Act (2011), or based on the
Decree on Obligatory Settingp of Secuty Service (2012), is arranged quite thoroughly
and this, at least at a normative level, the appropriate security is ensured. But what about
the practice? In the Republic of Slovenia, the buildings and areas, defined by the Decree on
Obligatory Settingup of Security Service (2012), are, at least according to unofficial data,
gained from practice and the representatives of the Ministry of Internal Affairs, protected
in accordance with the decree above. This means that for buildings and areas, security
plans with all required elements are made, created by private security companies, holding
licensed, issued by the Ministry of Internal Affairs, for the liable entities. In the planning
itself, the companies follow criteria, defined by the Decree on Oblig&ettingup of
Security Service (2012). A special emphasis is given to the protection of liable entities,
which own or manage critical infrastructure of special significance for the Republic of
Sl ovenia (e.g. Nucl ear P o wseaport Rdpar nUnivelsity § k o
Clinical Centre and other institutions), whereby we may notice, that the quality of this
protection depends more on the security policy and the awareness of companies
themselves, than it does on the activities of the state. Hoyweganust warn that, both in
professional circles, as well as in the media reports, news / reports on intentional threats to
critical infrastructure in Slovenia have, to this day, not been detected yet, thus the actual
level of protection of critical infistructure in Slovenia can be discussed only on the
theoretical level.

®The Decree on Obligatory Settingp of Security Service (2012) does not explicitly state, what
license the private security companiebkich create the security plans must have. The type of
license is defined only in the implementation of security.
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4. CONCLUSION

The essential aspect of the protection of critical infrastructure is to ensure a
relatively uninhibited operation of the critical systems, buildings, processes, actvitles
services. Ensuring uninhibited operation depends on the form of threats, which could cause
inhibitions or failures of the listed critical elements. The security threats change rapidly,
thus in the field of critical infrastructure protection one canaltabout ensuring absolute
security, but only an optimal one, at a set time and space. To achieve as high a level as
possible of the awareness and the desired state in the field of security and protection of
critical infrastructure, we must have a coelpensive vision, along with a suitable strategy
and powerful political commitment, to achieve said desired state. All of this must also be
transferred onto the owners and operators

Analysis has shown, that, both the Republic of Macedonia, as well as the
Republic of Slovenia, private security is one of the key actors in ensuring the protection of
critical infrastructure. Private security is important both from the perspective of security
planning, as well as thperspective of actual implementation of security for certain
elements of critical infrastructure. In both countries, progress can be identified in the legal
regulation of the field of private security and critical infrastructure protection as well, but
we must emphasize, that, to this day, there were no serious, planned attacks against critical
infrastructure, thus it is difficult to evaluate the resilience of the protection system.

As a conclusion, we suggest certain activities, which would be wise termapk
for an even better functioning of private security in the field of critical infrastructure
protection:

1 ensure more presence of the representatives of private security in the actual
operational bodies, which define infrastructure as critical,

1 dueto vulnerability of critical infrastructure to attacks from the cybernetic space
(Bernik and Lukman, 2010), the operation of private security should be expanded
to the field of cybernetic / online / virtual security and the placement of such
knowledge andkills into the process of protection of critical infrastructure itself,

1 identify and analyse the need for potential assignment of additional powers to the
security personnel, protecting critical infrastructure,

9 consider introducing a special private sdéguicense for the protection of critical
infrastructure, which will also demand additional, specific training of security
personnel.
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Abstract

The danger which comes with modern organized crime does not appear only in specific
criminal acts, but much more as a possibility to, directlynalirectly, affect the state
decisions in the sphere of its economy or politics and even in international relations as a
whole. Namely, criminal profits which are generated by organized crime and the criminal
market and its infiltration into the legal econic flows represent a potential danger for
corrupting the legal and economic relations and undermining the integrity of financial
institutions. In this way, eventually the basic fundamentals of the financial system may be
disrupted, and there is a danger functioning of state institutions, economic prosperity
and national security. The great economic power of organized crime is used to acquire
political power, and it is in turn used to pursue criminal objectives. The authors in the
paper point to the aaeand dominant negative consequences of the infiltration of organized
crime into legitimate economic relations, as well as the implications of these processes in
order to gain a better understanding of their importance for defining the model of fighting
agpinst organized crime.

Key words organized crime, economy, illegal market, impact.

1. INTRODUCTION

In a modern social environment, organised crime is involved in a large number of
legal and illegal activities from which it sucks out huge amounts of money with relatively
low level of risk. It is this connection between the permanent acquisition ofxifits
and minimal risk that represents the foundation which criminal structures use for building
their empire of wealth in the long run. The goal of organized crime groups is to increase
profit and reduce risk by using corrupt connections and coerciorarder to make
integration of criminal profits into legal economic relations possible, organized crime
groups tend to use the economic and financial sectors and in that way blur the boundaries
between legal and illegal activities (Ponsaers, 2002: 194)udy in Belgium showed that
75% of criminal organizations which are known to police, and which are active in the

This paper is the result of research on the pr@jeiche in Serbia and the instruments of state
reactions funded and implemented by TAeademy of Criminalistics and Police Studies in
Belgrade, the cycle of scientific research from 2015 to 2019.
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country, use the legal business structure in their activities. In 49.1% of cases those are
legitimate companies that have been establishearioginal organizations which are
engaged in legal and illegal activities. Results of the same studies show that organized
crime uses less risky ways, "borrowed" from the economic and financial sector, in order to
gain and increase criminal profit, legalitteeir activities and have influence on economic
and political trends.

Large amounts of illegally acquired assets held by criminals and criminal
organizations pose a potential threat, they are used for corrupting state authorities,
undermining the integst of financial institutions and for engaging into legal economic
fl ows, and thus controlling the grey and
By using legitimate business structures organized crime accepts the rules of behaviour in
business wdd and adapts its organization to the new requirements, which could
eventually lead to having criminal organizations that become similar to legal business
organizations. Besides using the methods of legal business organizations these "new"
criminal organiations also retain the previous methods of their actions(corruption,
violence, blackmail, etc.), and their ambitions are to influence the government, and even
shape the state and redefine its functions in order to achieve crime goals. Therefore, the
subjeds of the analysis are forms and consequences of the infiltration of organized crime
into legal economic relations and dominant implications of this process.

2. ECONOMIC FOUNDATIONS OF THE ACTIVITY OF ORGANIZED
CRIME

Looking from the economic aspect the amhorganized crime is to maximize
profits and reduce risk situations, modelled after the manner of legal business corporations,
except that a criminal organization, besides being involved in political corruption, uses
force in securing exclusive influenoa a given market (Schelling, 1971: 71). This being
taken, it has long been accepted that the business of an organized crime consists of
delivering illicit products and the provision of illegal services on the illicit market. These
figures have certainlpeen increased so far. The organized crime generates significant
amount of criminal revenues, then these illegal means are transferred, invested, mixed with
the legal means or otherwise infiltrated into the legal economic flows, which can
eventually resultin enormous damage as a consequence caused by this type of crime
activity.

Criminal organizations often have the ability to create a market, i.e. to develop the
need for products and services they provide. lllegal (criminal) market usually includes
marketof: illicit goods, their production, trade and possession; illegal trade in legal goods
and illegal provision of services (Weenink, et. al., 2004: 32). Essentially, organized crime
is a result of the dynamics of illicit markets, and after all, what iarorgd crime without
organizing some kind of illicit trade, without buying and selling of prohibited goods and
services in an organized context? The answer is simplething (Van Duyne, 1997:
2003). Thus, mafia and crime groups always broaden theintmdivo the process of
production and distributiorof a wide range of products and services, in legal as well as
illegal areas- from narcotics trafficking, illegal gambling, construction activities, to
investment banking (Savona, Riccardi ed., 2015: G@8hsidering the fact that organized
crime is involved in the process of production and distribution of various products and
services, it is often equated and levelled iitms (businesses), and in this way it becomes
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the subject of economic analysis, amuch as in the same manner regular legal
businesses/companies.

The diversification of organized crime in the sphere of legal business is
increasingly common. By forming legal business entities (particularly financial) and using
complex business structuréiegally earned money is laundered, the identity of the real
owner is concealed and various business interests are implemented. On the international
level, powerful criminal groups strategically buy companies in certain sectors, using large
amounts of dity/illegal money they establish a monopoly position, manipulate the prices
of certain goods and services and influence economic policy of the states. Organised crime
is increasingly focusing on taking over business activities that constitute the dibwe of
economy of each country, in order to gain huge profits and use economic power as
leverage against state authorities, but also for gaining political power that allows them to
infiltrate into all aspects of the state structure.

According to the finding®f the Council of Europe, the use of legal commercial
structures by organized crime groups can serve to a variety of purpases cover or
protection for their illegal activities; to provide logistical and other support services to
criminal activities;to facilitate money laundering; to serve as a liaison with the public
authorities and other legal structures of society; to enable participation in public
procurement; to expand the range of business interests; to control or monopolize the
market, etc (Coocil of Europe, 2004: 43). Then, another consequence of the enormous
proceeds gained by criminal activities, even legally invested, can be seen in the fact that
the criminal groups are trying to use their financial power in order to corrupt governments
and gain additional benefits to their legal enterprises, thereby causing their legal
competitors and companies to fall through and disappear from the market (UNODC, 2011
130).

If the society is faced with widespread corruption due to the existence of pbwerfu
and advanced criminal structures, then there is an inevitable decline in the credibility and
authority of the state and state institutions. Institutions that have been eroded by corruption
are insufficient and fragile obstacle for the goals of branchednal structures, because
the corrupt government individuals do not have enough authority and no morals, also, to
effectively confront the criminals, who use the current situation for illicit enrichment
(Bogkovil, Jugovil, 20drbcomed #of)the possibilityaad d i t i
organized criminal groups to generate sufficient amounts of capital intended for the
corruption of political groups, such as the financing of election campaigns in order to
establish driendly governmentin other words, minal organizations can provide such
economic and political power that will be able to weaken the social consciousness, the
collective ethnic standards and, eventually, the democratic institutions of society by
investing their funds in the legal sector.

The situation is similar in Serbia, where the roots of the @eesnomic elitedate
back to the past and the nineties of the twentieth century in the period of absolute
domination of totalitarian regime which enlightened and started the process of
criminalizatonof soci ety (Simonovii, Bogkovili, 2
country was sanctioned by international community alternative mechanisms for supplying
the market with goods in deficit were developed under the control of the security services,
ard under the influence of politicians and the along with active participation of criminal
structures. These alternative models of market supply were accompanied by alternate
payment mechanisms that were developed through the establishment of or panidgipatio
the management of banks or businesses in Cyprus and other offshore centres, and this
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facilitated the concealment of abuse. Trade and financial flows, which flowed through the
grey channels, were controlled by criminal structures infiltrated intoatispof economic
relations. This trend continued after the democratic changes in 2000, only now these
criminal structures started using the same mechanisms and connections together with
corrupt individuals of the new "democratic" government.

Criminal profit is the source of economic power of organized crime, it is used for the
acquisition of political power (by corruption, funding of political parties, carrying out
"dirty" jobs for the state and other methods), which is further used for achietlieg
criminal objectives. Contemporary organized crime is a very conipisiness empire
UNODC experts indicate that in 2009 organized criminal made profit of 870 billion
dollars, which accounted for 1.5% of global GDP for that year (UNODC., 2011:iiaiu
trafficking in Europe annually brings profit which is between 7 and 13 billion dollars, of
which about 7 billion come from prostitution victims. Globally, profit from sexual
exploitation of trafficking victims is around 60 billion euro per year, wigc#00% more
than ten years ago and it is equal to drug trafficking. It is estimated that in Serbia, about
1,200 persons are involved and engaged in prostitution and that profits about 40million
euro per year (Mijal kovi l gcrimeifeCmes arbimfdnal I
centre of financial power.

IMF shared an interesting fact that the extent of profit from organized crime in the
world increased from 85 billion dollars in 1988 to 5,000 billion dollars in 1998 (Hough,
2004: 216). Some internatidraiminal organizations have capital which is bigger than the
gross national revenues or budgets of many countries. Organized crime prevents the
transition to democracy, restricts personal rights and freedom, prevents an open market
economy and legal foign investments, limits free elections and freedom of the press, and
threatens to the financial security of countries. Money laundering is a necessary process
after gaining illicit profit. It has to be done in order to ensure the expansion of the sphere of
influence of organized crime. Money laundering is used for concealing the nature, origin
and existence of illegal revenue and it also enables uninterrupted using of that money
(Bogkovil, 2005: HaEtén) and illRiy revenods inm deghcancialg 0 |
flows organized crime threatens and endangers the economic system and market
competition and has influence on the economic, political and social trends at national and
international level. It is estimated that revenues of organized crime ghich recognized
and noted in the United States causes the loss of about six billion dollars that other
economic entities and citizens must fill up by additional taxation (Siegel, 2009: 380).

Transitional processes in developing countries are often abysaganized crime
for money laundering, participation in the privatization of social capital, the establishment
of companies whose main activity is the foreign trade and foreign exchange operations,
bidding in tenders for public procurement projects #ratfinanced from public spending
(such as public works and in general, large infrastructure investments) and more.
Organized crime and transnational crime in conjunction with the political factor are often
involved in the processes of privatization anbuse of bankruptcy proceedings
(Simonovil, 2004 : 621). The experiences
process show that this sphere is largely burdened by criminal activities which aim at
devaluation of capital, then the incorrect assessrard streaming of social wealth into
private possession (Bogkovil, 2011: 56).

Corruption enables creating and keeping criminal ties between the state authorities
and criminal structures active, and all this done in order to provide political decisions
favourable to organized crime and provide "immunity" in terms of punishment. Such
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corruption is gyood investmerdnd it is considered as overhead expenses and integral part

of thecriminal strategies and tactiqkor ¢, 2002: 949) . Aducethbe sa
ability of the criminal justice system and create distrust of citizens in the system and the
state. Organized crime tends to prevent the adoption of laws that would allow its
suppression, and if they do exist the aim is to provide that theyoaepplied consistently

and effectively. The investment of laundered money in a variety of jobs and an advantage
over legitimate businesses (public works, enterprise privatization, export and import
operations, etc.) are provided and facilitated by corrupty f i nanci al and
structures.

Efforts which are put into combating criminal organizations at the individual and
international level are aimed at disabling the usage of economic power of criminal
organizations for infiltrating the political stgsm of financing political structures, and thus
the acquisition of political power which is in turn used for increasing the economic power
of criminal organizations (see: Siegeland, Nelen, 2008). Therefore, the reasons why
criminal organizations, groups @nndividuals who are engaged in criminal activities
invest in legal businesses should be considered, because it may have different
consequences. The reasons can be to secure the future (in the case of withdrawal, serving
prison terms, death, etc.), to veg the risk and possibility confiscating criminal profits by
public authorities and to reduce the risk of acquiring the profit by a rival criminal group, to
support criminal activity and to making direct source of criminal profit. Criminal
organizations 1@ constantly in search for new centres for money laundering, and countries
that are especially vulnerable are countries in transition with underdeveloped institutions
for the fight against organized crime, countries which are in desperate need andmsearch
investments that can help bringing their economies to life (Borgers, Moors, 2007: 12). In
this group of countries is our country, so a series of measures and actions on preventive
and repressive plan should be taken in order to prevent the infiltraficriminal
organizations into financial institutions and controlling the political and economic flows of
investments which are backed up by "dirty" money.

3. CONSEQUENCES OF THE INFILTRATION OF ORGANIZED CRIME
INTO THE LEGAL ECONOMIC FLOWS

Criminal activties in various areas of the economy are mainly successful, to the
level that criminal organizations are able to hide their revenues by transferring them
through national and international financial systems. Disadvantages of the system to
counter organiz# crime in one country allow criminal groups to act successfully, use
illegal revenues and increase the number of their criminal activities (Bartlett, 2002: 31).
Organized crime has negative effects in all societies in which there is an organized crime,
and especially significant economic and social consequences it may have on countries in
transition, because there are no adequate institutions for its suppression in them, their
markets are often small and susceptible to disruptions caused by criminaly agting
vulnerability of these countries is big if their financial institutions do not apply measures
against money laundering, if insufficiently and selectively apply measures against
organized crime and if the penalties are ineffective, and if provisiansonfiscation of
illegal revenues are difficult to implement. The negative effects are usually manifested in:
the increase of the level of crime (especially corruption); unfair competition legal
undertakings; reduction in tax revenues; damaged reputatiothe country in the
international context; weakening of financial institutions and their credibility;
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compromising the economy and the private sector; endangering efforts related to
privatization and more. Criminal organizations can rule legal buytrstabeowned
enterprises out of the auctions, since they offer more money gained by criminal activities
or they use blackmail, violence and corruption. When the illegal revenues are invested like
that, criminals increase their potential for additionamanil activities, and deprive the
country of legally market founded company that pays taxes.

Actions of organized crime increase the corruption in gatesof the system,
such as: financial institutions, legislative bodies, law enforcement agencies, supervisory
institutions, the police, prosecution and courts. The infiltration of organized crime into the
legal economic flows has negative effect on the stalmf the banking and other sectors
of economic activity (securities market, insurance, investment affairs, etc.) and can cause
problems with liquidity due to the withdrawal of funds when it comes to the break of
correspondent banking relationships, cetdition of illegal funds, losses on loans and fall
of the value of the shares of financial institutions. Public connection between certain
businesses and organized criminal activities has the potential that negative publicity in
relation to business acttigs, regardless of whether it is true or not, can result in loss of
confidence in the integrity of the institution. Clients decide to stop doing business with the
institution whose reputation was damaged due to suspicions or allegations of involvement
in organized criminal activities. In this way, the funds that were placed as a deposit in the
bank by money Ol aunderersd cannot be relie
Large amounts of laundered money are often susceptible to unexpectecdwatisdione
by financial institution through wire transfers or other transfers, causing liquidity problems
of the banks (Levi, Reuter, 2006).

In cases where legal business structure are involved in criminal activities, court
proceedings can be initiated etlexistence of unenforceable contracts can be revealed, it
comes to imposition of penalties and enforcement fees that cause losses, to increase in
institutionb6s <cost, or even closure of s u
victims of financialcrimes, can lose money and sue the institution seeking compensation.
They can carry out an investigation of banking or any other institutions which enforce the
law, which can result in increased costs, penalties or other charges. What is more, some
contracts cannot be implemented due to abuse of relationship between the criminal and the
client. Too high level of exposure to a single lender is a particular risk in credit or loans.
Lack of information about a specific client, the client's business or nethiip between a
client and other borrowers, can put a financial institution in a situation of a great risk. This
is particularly troubling in cases where there are related subjects on the other side,
networked borrowers, and a common, same source of resvamuassets for repayment of
the loan. Loans losses are a result, of course, of unenforceable contracts and agreements
concluded with fictitious persons or companies backed up by criminal organizations.

Identification of the true users of accounts is oficial importance for the
efficiency of the system to combat organized crime in the economic and financial business
activities. Identification procedures protect business from relationships with fictitious
persons or corporate entities without sufficieesaurces, such as corporations that exist
only on paper but behind them there are criminals and criminal organizations. Customer
identification procedures help financial institutions understand the nature of the business
interests of the client and detesty suspicious and unusual transactions that may indicate
a variety of abuses in the financi al sectc
that organized crime uses-called "shell" businesses that are seemingly engaged in
legitimate businesbut in fact they are under the control of criminals. Such businesses are
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most often used for mixing illegal funds with the legal means to hide the revenues obtained
illegally. Access to illegal means which these businesses have allows them to subsidize
their products and services, even at prices lower than at the market. As a result, legally
founded businesses find it difficult to be competitive with those businesses whose sole
purpose is to preserve and protect the illegal funds, not to make profit.

If a country has a reputation of a haven for organized crime and money laundering
only for itself, then this can lead to significant negative consequences on its development
(Courakis, 2012: 212). Foreign financial institutions may limit their transactionsthgth
institutions in countries which are considered to be havens for money laundering, can put
these transactions under additional inspection and scrutiny, which will make them more
expensive or they may even terminate correspondent or lending relatiopiety. Even
legitimate companies from these countries may suffer due to reduced access to world
markets or being available at a higher price because of the additional degree of caution in
relation to their ownership, organization or control systems.cdmuytry that does not take
measures to fight organized crime is bound to attract foreign investors and to get the
support of foreign governments with much more difficulties. Thus, the Group for the
financial action in relation to money launderi(iginancial Action Task Force on Money
LaunderingFATF) compiled alist of norrcooperative countries and territoriewhich do
not meet the minimum standards and are not safe for investments. FATF countries may
introduce measures against countries that do not redimi the drawbacks in the
implementation of measures for combating organized crime and money laundering.

4. CONCLUSION

Organized crime in modern conditions and environment tries to use the legal
economic flows in order to hide its own criminal activitye thrigin and existence of
illegal proceeds. Large amounts of criminal profits in the hands of criminal structures
represent a potential danger for corrupting the work of state authorities, damaging the
integrity of financial institutions and enabling paipiation in the legal economy.
Accumulated economic power of criminal organizations is based on criminal profit that
has undergone process of laundering, and it is used as a powerful lever for exerting
influence by corrupt activities in all spheres of abtife and in being active in achieving
the objectives of criminal by infiltrating into the legal economic flows.

Organized crime risk is not limited to the effects of individual criminal acts, but
much more to the possibility to have influence on makjogernment decisions in politics
and economics. Organized crime has great interest in influencing state and its functions
because of the fact that with the help of the state they will be able to provide the easiest
profit and immunity from prosecution. Eiftive mechanisms for combating organized
crime have influence on reducing crime (especially corruption), enhanced stability of
financial institutions and markets, having a positive impact on economic development and
reputation in the world community. Tmenseparable part is also fight against corruption,
because organized crime easily grows and "swells" in an environment which is susceptible
to corruption.

Creating an effective system to fight organized crime, corruption and money
laundering requires cating the legal framework for exercising the legal measures of
confiscation the assets obtained by involvement in criminal activities while respecting and
being in accordance with the international standards in this area. On the other hand, the
inefficiency of the system to combat organized crime, corruption and money laundering in
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a country allows criminals and criminal organizations to act successfully, i.e. to use their
illegal revenues and expanding their criminal activities that impose a threatsfmhatkes
of social life.
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Abstract

Establishing a successful system for prevention of money laundering epeblestion

and detection, monitoring and obtaining evidence for the money laundering as & second
degree criminal activity with which both criminal money and other proceeds of crime are
legalized by the perpetrators of crime. The legalization of illegatijuired funds and

other proceeds of crime is a complex process in which perpetrators of crime use simple or
complex schemes as well as tactics and techniques for covering illegally funds and
proceeds. Just like the perpetrators use appropriate tactibsjoiees and schemes of
money laundering institutions that build System for prevention of money laundering
should use appropriate methods and techniques of cooperation, monitoring and detecting
suspicious transactions related to money laundering. This pédlpenake a simulation of

the institutional settings in the different Systems, methods and techniques of their
cooperation, exchange of information, and methods of data analysis in order to detect
money laundering, and the provision of relevant evidesdbe interest of a successful
conduct criminal procedure against perpetrators of crime and enabling confiscation of
criminal proceeds and property.

Keywords:money laundering proceeds of crime, suspicious transactions, and techniques
of cooperation

1. INTRODUCING

Looking from the historical perspective, the definition of money laundering is
experiencing the same fate as defining the terms terrorism and cyber crime. This text will
explain the definition of the term "money laundering" and will make a comparisom of th
different definitions given by experts, researchers, and practitioners. Although the
definition should actually be a starting point, the accelerator should take appropriate
measures and activities to suppress this type of crime. Historically, its oginsorihe
process of money laundering begins somewhere at the beginning of the last century, the
period of prohibition in the United States when criminal groups illegally (smuggling,
production and trade of alcoholic drinks, prostitution etc.) acquired axad they put it as
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daily turnover in stores for washing clothes. However, its expansion experiences in
somewhere 80s, 90s of the last century as an extended arm of organized crime, which at
that time was also in expansion. That lack of a proper defintias the main reason why

the international community could not develop a suitable mechanism to counter this type
of crime and that would contribute to solving the equation in which money laundering had
the role of the unknown "X".

The broad consensus thaas achieved at the beginning of the last decade of the
last century has resulted in adoption of a range of appropriate international legal
documents incriminate money laundering and confiscation of proceeds of crime as key
elements in creating a stratetry combat this scourgelThey actually present special
drivers that give guidelines and recommendations in the creation of national strategies for
the prevention of money launderifg.

One of the basic tenets in creating a strategy for the preventianoogy
laundering is the establishment of international cooperation and exchange of information
and data at both national and international level. The process of globalization, and the
development of sophisticated techniques and technology proportionpligsemted a
process in which the benefit had everyone for the common man as well as the perpetrators
of crimes. And no one can guess where the limit is. The Internet and the access to it
accelerated the procedures for implementation of banking servieglition, on account
of the strict process of identification. These processes have enabled the processes of
organized crime and money laundering to gain international scale, which is practically a
need for cooperation and exchange of information betweenctlintries in terms of
identifying, detecting, tracking and freezing proceeds. From that perspective, the
institutional cooperation is received internationally. The networking of all the involved
institutions is a successful mechanism in fighting agametworkorganized crime
structures and groups, too.

This paper will give an overview of the intistitutional cooperation at national
and international level between the involved institutions aimed at early identification,
detection, tracking and freegjproceeds of money laundering.

2. THE NEED FOR INTEGRATED FINANCIAL INVESTIGATION

The main motive of economic and organized crime is gaining illegal income and
property. Locating, freezing and confiscation of illegal income and assets is a major goal
of integrated financial investigatiodsf we know that money laundering is a secondary
offense, integrated financial investigations represent parallel criminal investigations. The
objectives of integrated financial investigations are as follows:

9 Financial investigations aimed at detecting, identifying and locating illegally
acquired proceeds. This process provides data about the owners of illegally
acquired income, or in other words, discovering organized network.

' gnj at o 8upression jof. the most serious forms of crime in conditions of transition and
insecurity TeSki oblici kpravapBudva, P04, p. 20V1 Semi nar
william F. Money launderingSecurity No. 4, Skopje, 1997, p. 369
Mitchell, A., Hinton, N. & Taylor S., Confiscation. [2ed), Sweet and Maxwell, 1996, London;
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1 Implementation of temporary measures cdirgisof temporary confiscation of
property for which there are suspicions that it has been acquired in an unlawful
manner.

The logic of this approach consists of neutralizing the motives and means for other
crimes and reducing the possibility of using fm®ceeds obtained in a criminal way.
According to Levy, the proceeds of crime are very rarely subject to freezing or
confiscation. The problem for this is the lack of integrated financial investigations aimed
even in the phase of placement to identify porarily freeze these processes.

Financial investigation should begin at an early stage at the moment of initiating
the process of legalization of illegally acquired proceeds. That is the stage of placement of
illegally acquired proceeds into the fir@al system through financial institutions, as
commonly used in the money laundering process. For that purpose it is necessary to
establish a system which will introduce comprehensive and general measures to counter
this type of crime® Furthermore, the ystems will be coupling between the involved
institutions for timely detection, identification, tracking and freezing proceeds of crime.

National legislation prescribes a necessary, usually very specific procedure for
providing information about suspiciotdimancial transactions conducted in subjects (and
they are numerous), which is significantly hindering and slowing the process of providing
the necessary documents and evidence; therefore investigations of complex cases usually
take a longer period of tim To provide the necessary documentation these things are
usually required:

9 Orders of the competent court

1 Written requests to the institutions responsible for keeping proper records and
documents.

1 Inter institutional cooperation, exchange of informatiml data.

1 International police cooperation through INTERPOL and EUROPOL.

1 International cooperation between Financial Intelligence Office.

No identifying criminal proceeds is "win" of crime or sufficient incentive for offenders

to develop their criminahctivity and to acquire wealth, which in some cases serve as
useful "grease* corrupting the places which "lock" with the criminal conversion. In recent
years, in Macedonia, the police powers detect serious financial crimes and put the
Financial Police amhthe Customs Administration in charge of detection, clarification and
proof of actual financial crimes referred by I8Besides keeping the classical criminal
investigation, they specifically provide its legal methods, actively involved in the
investigaton of illegally acquired assets and proceeds of crime and in cooperation with the
special unit for financial intelligence, which has no operational but only intelligence
character.

* Ass.Prof. Ivica Simonovski, DETERMINATION OF KNOWLEDGE, INTENODR PURPOSE
FOR MONEY LAUNDERING FROM OBJECTIVE FACTUAL CIRCUMSTANCES,

I nternational ScientificAtCamfterce nReer sipRed U rvietsy
Faculty of Security, 2012;
Levi, [ ., Idvestghtimds gejzingland, confiscatirlge proceeds of crime.ondon:

Home Office Police Department, 1995, pg. &

® Shelly, L.I., Transnational Organized Crime: An Imminent Threat to the N&tiate, Columbia

Journal of International Affairs, No.48, (1995), p.464;

"Taseva S. ,Money Laundeg, Data Pons, Skopje, 2003, p. 101.

& Nikoloska S., Money laundering, criminal and crimifegjal aspects, Van Gog, Skopje, 2015, p. 9
58



2. INTERINSTITUTIONAL COOPERATION

Leading the preventive policy, cooperatamd exchange of information within the
inter-institutional cooperation is a key element in the conduct of financial investigations.
With other words, inteinstitutional collaboration is a set of planned and coordinated
measures and actions taken by thegetent institutions aimed at prevention, suppression
and prosecution of perpetrators of crimes. In terms of horizontal structure, where one or
more institutions have the same or similar responsibilities, strategies and activities, an
important factor fora successful intanstitutional cooperation is their coordination. In
contrast, a lack of coordination leads to conflicts of jurisdiction which is reflected while
taking measures and actions and conduct investigations for the same criminal case. On the
other hand, lack of coordination leads to the transference of responsibility among the
institutions that have the same or similar powers. In order not to incur these problems, the
institutions strive for coordination through the existence of communicatampecation
and planning joint activities in conducting financial investigations related to money
laundering. According to Article 21 of the Third EU Directive on Money Laundering, each
state should establish a financial intelligence unit which would beahtal authority in
the overall system to prevent money laundering. This institution will be responsible for
receiving, analyzing and disseminating the competent law enforcement, the intelligence
data that there are grounds for suspicion of money lawmgdein other words, the
Financial Intelligence Unit will be the link between financial and-fioancial institutions
which are obliged to undertake measures and activities for prevention of money laundering
on the one hand and the investigating autresitn the other hand who have the duty to
investigate in order to prove offenses.

Depending on the position of the system for prevention of money laundering in the
countries, financial intelligence units can be:

1 Administrative;

1 Police;
9 Judicial- prosecutorial model
' Hybrid?

The subject of analysis will be our system to prevent money laundering in which
the Financial Intelligence Unit is an administrative type. This system is usually set based
on three pillars. The first pillar consists of bothdtfitial and noifinancial institutions that
are responsible for taking measures and actions to prevent money laundering, the second
pillar constitutes the Financial Intelligence Unit and the third pillar consists of the
investigating authorities.

In the praess of building a system to prevent money laundering, a major role has
the cooperation between financial and {fimancial institutions and the Financial
Intelligence Unit.

°Ass. Prof. lvica Simonovski PhDiypes of Financial Intelligence Uniis Features, Advantages
and Disadvantagednternational Yearbook Faculty of Security, 2012, p. 1#787;
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3. COOPERATION BETWEEN FINANCIAL AND NON -FINANCIAL
INSTITUTIONS AND THE FINANCIAL | NTELLIGENCE UNIT

The first pillar, or relatively speaking the first wall directly placed in front of the
money launderers consists entities (financial andfim@mcial institutions) under the Law
on Prevention of Money Laundering and FinancingTefrorism (hereinafter the Act).

They have the task to undertake measures and actions for detection and prevention of
money laundering, which consist of:

1 Analysis of its customers;

1 Monitoring of certain transactions;

9 Collection, storage and submission aftal on transactions and clients performing

and
1 Introduction of internal programs for implementation of measures and actions to

prevent money laundering.

Entities are required to conduct due diligence procedures in cases where customers
are establishing a usiness relationship, when carrying out one or several related
transactions amounting to over 15,000.00 euro in denars or more, when there is a suspicion
of money laundering regardless of the amount of cash and suspicion about the veracity or
adequacy ofhe previously obtained data on the client. In order not to be identified by
financial institutions, money launderers often work through intermediaries. Realizing the
problem, financial institutions should perform customer identification and verification of
their identity, it is important to identify the beneficial owner and principal and verify his
identity, the ownership and management structure, provide information on the purpose and
intent of the business relationship or transaction and to conduct amgmgonitoring of
the business relationship, which includes a detailed review of the transactions undertaken
within that relationship in order to ensure that these transactions are carried out in
accordance with the intention, the business and risk @rdfie financial situation and
updates of the client .In the implementation of measures and actions to prevent money
laundering, the subjects establish grounds for suspicion of money laundering; then they
submit a suspicious transaction report to the FKii@nintelligence Unit. This report
contains information on the transaction, the customer and the end user as well as the
grounds for suspicion. The subject determined the suspicion of money laundering based on
the indicators developed earlier by the Fitiah Intelligence Unit; those were drafted
during its operation or from international experience and later submitted to the subjects.
For each type of entity, the Financial Intelligence Unit prepares special indicators for
identifying suspicious transactie and suspicious customers.

According to the law, if the entity suspected for money laundering is caught before
he makes the transaction FIU is immediately informed and the transaction will be stopped
for two hours since the notification received from FIU

When the subject who is suspected for money laundering have been caught while
performing the transaction, FIU is immediately informed and the transaction is postponed
up to 4 hours of notification of the FIU.

Also, it is important to emphasize the comi®mn between the financial
institutions and the Financial Intelligence Unit in the implementation of the procedure for a
temporary detention of the transaction. Namely, when the Financial Intelligence Unit has
reasonable grounds for suspicion of commgta crime of money laundering, it has the
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opportunity to submit a request to the financial institution to keep a transaction until the
final court decision.
4. [ -BANKING AND CUSTOMER DUE DILIGENCE

Previously we mentioned that the procedure for analyzingient includes
identification, determination of the actual owner and-eser whose verification is based
on identity documents, additional information and data. Development of technology and
globalization has led to greater competition among banks edigeiti the process of
attracting new clients. Introduction and distribution of new products base¢banking,
an open field through which perpetrators of crime found a solution for involvement in
criminal activities and abuse. The use dfamking has @ditionally increased the problem
in the identification of customers. If in traditional banking, the customer must be
physically present in order to identify and approach the realization of banking services, in
electronic banking the customer does not haviee physically present, that is, there is no
visual contact between the client and the banking officer who requires his identification.
The process of communication between the client and the Bank takes place via
Internet connection. In this case thenbaffered alternative ways to carry out verification
of the customer through:
9 PIN codei Personal identification number
1 PKIT Digital certificate
1 Token
1 Database comparators
9 Biometric identifiers
But in spite of these tools for customer identification amdfication, the bank
may not be 100% sure that the client uses the servicebanfléng is the right customer or
owner of the account, credit or debit card and so on. For that purpose it is necessary to
prepare specific indicators that identify devidmghavior when using the services of e
banking. These indicators should identify actions that deviate from the daily operations of
clients. If such activities cause doubt and suspiciousness, the bank should submit them to
the Financial Intelligence Unit faheir further analysis.

5. CONTEMPORARY RESEARCH METHODS OF MONEY LAUNDERING

Laundering proceeds of crime is accomplished by using all modern techniques of
rapid communication, computers, electronic money transfers, transactions on the stock
exchangegtc., Apparently, it cannot be detected by conventional methods and devices.
Investigation of money laundering as a serious form of crime, especially organized crime
cases is a complex process of treatment involving multiple operating workers and other
civil servants in the research process, using modern methods, applying technical advances,
especially information technology. Perpetrators considered deleting or changing data in the
computer, without leaving any traces of the documents but they did naerbaliv many
traces they had actually left "because the computer remembers what man made in its
databases" and it "tells you when and how certain information in the documents was
deleted, modified or supplemented".

Law enforcement methods should follow tinend of technological development,
in order to develop techniques and methods for providing electronic evidence, which will
occupy an increasingly important place among the evidence.
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New methods used in the criminal research should be in line with tiséatem
and achievements of other scientific fields.

The legislator foresees a use of special investigative measures in cases of
organization of perpetrators of money laundering when, because of their relationship with
public authorities and institutionis difficult or even impossible to conduct investigations
and provision of evidence. In cases where otherwise it is impossible to obtain evidence or
information leading to the provision of evidence, special investigative measures shall be
applied togethewith the operationat tactical measures and investigative actions which
are typical for this type of crime.

Special investigative measures are provided by law, but the manner and technical
methods of implementation are determined by the criminal situatid the relationship of
the perpetrators and in some situations international cooperation is necessary as well as
planned and coordinated implementation of these measures by the foreign offices who
have police powers and a contractual process of exaigirgormation and evidence.

Worldwide, there are dozen species secret surveillance that involve different
technologies and this means different forms and degrees of interference with privacy. After
the interception of letters and other postal items et relevance and meaning, legal and
general public are mostly excited about monitoring the content of telecommunications, but
in our country and in the world today there are explicit measures of secret surveillance
which go beyond telecommunications. Tieture of these measures, apparently indicates
the possibility of significant involvement in the privacy of citizens and legal persons.
Moreover, it is obvious that the envisaged constitutional amendments in Article 17 of the
Constitution do not fail to aver all these measures. Although it is understandable that
there is a private life outside the home and correspondence, there is no clear and consistent
constitutional concept that will protect the reasonable expectation of privacy in these areas.
In theworld there are different solutions, where most states allow eavesdropping in public,
while in private premises such actions are prohibited. However, there are gray areas, such
as hotel rooms, vehicles and so on, that in some cases are regarded asgubliatfzer
cases as private places. The Court of Human Rights in Strasbourg acknowledged that
special investigation measures are necessary tools of the criminal prosecution in a modern
democratic society as adequate means of preventing crime, howeker, @pplication is
not legally regulated, creating a "danger" undermines or even destroys democracy, under
the justification that it is done for its defense. Therefore, states are required to provide clear
evidence for the necessity of the applicatiothee measures and build a legal framework
that will provide an adequate and effective protection from abuse

6. INTERNATIONAL COOPERATION FOR INVESTIGATION ON MONEY
LAUNDERING

Money easily moves in the world 24 hours a day. Bank transactions have no
borders and, therefore, money laundering is an international problem that directly
undermines the stability of the society and can lead to political and social instability in the
countries, which requires a broader international action to combat money lagnaedi
investigation into the criminal events of past crimes that directly caused the offense of

Y% alajdjiev G., cit., p. 283
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money laundering and other criminal proceélBhe international cooperation when
researching money laundering takes place on three levels:

1 Cooperation betweemgencies for financial intelligence;

1 Cooperation between state authorities with police powers and polizgetation,

the financial police and customs cooperation, and

1 Cooperation between judicial authorities.

Money laundering as a complex internationedlgpem, on the one hand, is the
responsibility of the international police organization Interpol, but in terms of the exchange
of data and information on financial transactions an international body called Egmont is
established. The international policeganization Interpol has been established to provide
the widest possible mutual assistance and exchange of information between the "low
enforcement" agencies within the legal provisions of the countrissmbers of Interpol.
Information and data via INTERBL are exchanged by the national central offices of the
Member States of INTERPOL.

Cooperation at international level in the area of investigation aims to identify and
provide evidence of the origin of the property, its possible transformation into eediffe
form, location, legal status, its value, the owner, the authorized person etc. Besides
illegally acquired proceeds of crime that can take the form of a real estate, securities,
money, etc, it is important to ensure material evidence which enablesormaniof
financial track!? Following the financial track requires financial analysis and backward
using the documentation (payment orders, SWIFT messages, orders for cash withdrawal,
the agreements, etc.) and the records, too. The quickest way to alstaidasa is through
the cooperation of financial intelligence units of different countries. Also, according to
international regulations, the Financial Intelligence Unit may require from another
Financial Intelligence Unit a temporary postponement of icettansaction and freezing
of certain assets aimed at preventing money laundering as well as transformation of
proceeds or property in another format order not to lose further track of its moniforing.

7. CONCLUSION

The development of technology, the process of globalization and the free flow of
people, goods, information and funds provided the processes of organized crime and
money laundering to reach a level of excellence and to receive international scale as well.
From that perspective, the need for timely coordination, cooperation and exchange of
information among the involved institutions is enhanced in terms of identifying, detecting,
tracking and freezing the proceeds of crime. Networking of the involved tistgls also
a successful mechanism against network organized crime structures and groups. For this
purpose, it is necessary to establish a legal framework system in which powers will be

"Bogkovil G. iMethals df Ridamcialilnkestifation and suppression of organized
crime,NBP, Journal of criminalistics and law, No. 2, Belgrazi&l 0 p. 87.
2Tony, J.F., Processing Financial Information in Money Laundering Matters: The Financial
Intelligence Units, European Journal of Crime, Criminal Law and Criminal Justice, Volume 3,
1996, p. 260.
¥Council Framework Decision 2003/577/JHA on 28yJ2003 on the execution in the European
Union of orders freezing property or evidence, Official Journal of the European Union L 196/45
from 2.8.2003
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strictly defined and coordinated by certain rules in order to awamig conflict of
competence.

As already mentioned, the preventive policy is a successful mechanism in the fight
against organized crime and money laundering, but new forms of organized crime in the
area of cyber space, further compounded the problem ofirkpgpeventive policy,
especially in the process of identification of the customer aneuseid where financial
institutions candt be 100% confident in th

For that reasons, the goal of these institutions is to lead integrated financial
investigations whose aim is to identify, locate, temporarily freeze and confiscate assets
acquired from crime, until their origin is proved.
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Abstract

Tax evasion and other charges contribute to the budget deficit, and thus unbalance the
budget. This has a negatiedfect, both on the economy and on the social status of the
citizens. Based on an analysis of the court judgements in the Republic of Serbia for the
past five years, it can be concluded that the courts in the case of tax offenses did not
automatically awat restitution claims. They do so only at the request of the Public
Attorney’s Office. In relation to these offenses, the said authority is representative of the
injured party. However, it cannot be expected that restitution claim will be filed in a timely
manner in all cases of fiscal offenses. The biggest problem is the inadequate cooperation of
the competent authorities. In practice, such a procedure is generally time consuming and
delays the procedure itself. In this paper, the authors try to idenéfpritblems which

arise in practice and try to give suggestions to overcome them. For that purpose, they use
the method of content analysis of data from the reports of the Ministry of Finance, but also
the contents of court judgements in the Republic dbi&er

Keywords fiscal offenses, budget, damage, restitution claim.

1. INTRODUCTION

Criminal offenses committed against the fiscal system represent a great expense
for the state budget. They are committed solely for the purpose of gaining illegal benefit.
Insufficient inflow of funds in the budget can contribute to creating a budgeitdiétis
necessary to compensate through a variety of measures, including the austerity measures.
Such measures negatively affect the overall social welfare. Accordingly, one might ask the
guestion what the most appropriate sanction that may be impaoste: gerpetrators of
these offences is. Given the motive for commission of fiscal criminal offences, apart from
sanctions, some other measures could be imposed as well, such as awarding a claim for
restitution or seizure of proceeds of crime. The firsasoee is imposed at the request of
the injured party or his/her legal representative, while the second one is inepasiidio.

As regards fiscal offences, both measures imply the payment of money in the budget, and
consequently compensation for causathdge. Application of such measures as stipulated

by the criminal legislation could influence potential perpetrators of these criminal offences

to refrain from committing them. Utilitarians advocated such a position. According to the
founder of utilitariaism, Jeremy Bentham, the task of law is to provide the-lvetig of
community members, and therefore should achieve three objectives: take care of crime
preventi on, hel p satisfy the injured party
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The legslator cannot be the exclusive contributor to the realization of these goals, but
those enforcing the law must participate as well. Utilitarianism pioneered by Bentham had

an impact on the development of economic theory of crime, which may not be agplicabl

to all criminal offenses, but can be applied when it comes to perpetrators of property
crimes. According to Gary Becker, people decide to commit crimes calculating the
maximum benefit that they will achieve from it. The decisive reason for undertaking
criminal activities is the very expectation of greater benefits from these activities than from
refraining from them (Schmidt & Witte, 1984:142). This theory is applicable when there is

a possibility of irati onal ¢ h onmedsepiimadlyn d wh
acquiring material gain, as is the case with tax evasion (Schmidt & Witte,1984:143).

It is certain that the expected benefit decreases with the increase of punishment
(and consequently its monetary equivalent), as well as with the indrepsebability of
detection of the perpetrator of a criminal offence, that is, passing a final conviction.
Therefore, the greater the punishment, the smaller the expected benefit of violation of the
law, and consequently it is less likely that a violatidiaw will occur. This finding has
led to the conclusion that effective penal policy is a basic factor of general crime
prevention, that is, of violation of the |
offenses, other than general preventione @an pose the question of compensation for
damages, since their commission causes high costs for the budget. Fiscal criminal offenses
are prescribed primarily for the purpose of protection of human rights, tballed new
generation right$ economicad soci al . However, the perpe
that criminal offence they commit potentially reduces their own rights would not affect
refraining from committing crime. However, if the perpetrator would be aware that the
same amount of moneytined by tax evasion, failure to pay withholding tax or amount
of budgetary funds that he/she improperly used must return to the budget, he/she probably
would consider refraining from commission of the crime. Although a fine can be imposed
to the perpetitor of fiscal offenses, it is often lower than the amount of damage that occurs
as a result of their commission. It is therefore essential, in addition to punishments, to
impose return of unpaid or unlawfully used budget funds as well.

Bearing in mind th@forementioned, the subject of the analysis in this paper is the
content of judgements of courts in the Republic of Serbia. The goal of such analysis is to
determine the frequency of imposing claim for restitution and measure of seizure of
proceeds of cme. The limiting factor in the proper content analysis of judgments of fiscal
criminal offenses, and consequently in making a more reliable conclusion, is the fact that
the subject of the analysis were only judgements convicting persons foelated
criminal offenses. The reason for this is the fact that it is harder to come by judgements on
other fiscal crimes, than when it comes totebated criminal offenses.

2. THE NOTION AND TYPES OF FISCAL CRIMES

The word fiscal comes from the Latin wdiidcusmeaning state treasury or state
assets (Klajn & Gipka, 2007:1328) . Accord
Latin wordfiscaismeani ng fApertaining to state trea
going in favour of state treasury, which has towdth the Latin wordfiscus meaning
treasury. In the Roman emperorsodé er a, t he
unlike the worderarium which meant the state treasury. Today, the ndiggus means
state property or state treasury (1970: 30T2king into account the meaning of the notion
fiscal, the umbrella of fiscal criminal offenses includes criminal offences which directly or
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indirectly endanger the treasury (budget) or state property. These criminal offences can be
considered in the naow or broader sense. In the narrow sense, these are exclusively
criminal offenses which directly threaten state property, while in the broader sense they
also comprise some other criminal offences, which depending on the circumstances of a
particular caséthe object of attack or perpetrator) may be directed against state property or
state treasury.

Fiscal offenses in the narrow sense include tax, customs and budgetary crimes.
Taxrelated criminal offences are defined by the Law on Tax Procedure and Tax
Administratiort. These are criminal offences defined by law, whose possible consequence
is full or partial tax evasion, drafting and submitting a forged document of importance for
taxation, jeopardizing tax collection and tax control, illicit traffickingegtise goods and
other illegal actions related to tax evasi@®@pme taxelated crimes are provided for in
primary, while others in secondary criminal legislation. The Criminal Code of the Republic
of Serbia prescribes the following criminal offences: tax evasion-pagment of
withholding tax and preventing contrbBecondary criminal legislation, i.e. the Law on
Tax Procedure and Tax Administration, prescribes the followingrdiated criminal
offenses: unfounded expression of amounts for tax reimbursement and tax credit,
jeopardizing tax collection and tax caoltrillegal markets of excise products and illegal
storing of goods.

As opposed to the taelated criminal offences, other fiscal offenses are not
defined by other regulations and are exclusively regulated by the Criminal Code. Within
the Chapter twentywo, which comprises a group of criminal offences against economy,
customs criminal offencé smuggling, is provided forln addition to tax and customs
criminal offenses within the same chapter and group of criminal offences against the
economy, criminaloffense whose object of protection is dual, is provided ifor
misfeasance in public procuremé&nih contrast to the previously mentioned offences, only
criminal offense of spending funds from the budget for a purpose other than designated is
provided forunder the Chapter thirthree, within the group of criminal offenses against

'The Law on Tax Procedure and Tax Administratic
Nos. 722011, 101/2011, 121/2012, 32/2013, 45/2013, 55/2014)
*Tax-related criminal offences are defined in the Article 135, paragraph 2 of the Law on Tax
Procedure and Tax Administration of the Republic of Serbia.
3Although committed to the detriment of the buddet. fiscal system, taselated criminal offenses
are stipulated in the group of criminal offenses against the economy. Criminal offence Tax Evasion
is prescribed in the Article 229, criminal offence Failure to Pay Withholding Tax in Article 229a,
crimina | of fence Preventing Control in Article 24
Republic of Serbiatf, No. 85/ 2005, 88/ 2005, 107
108/2014). Taxelated criminal offences are only in the legislatiohthe Republic of Serbia
prescribed in two laws.
* Criminal offence Unfounded Expression of Amounts for Tax Reimbursement and Tax Credit is
prescribed in Article 173a, Jeopardizing Tax Collection and Tax Control in Article 175, lllegal
Markets of Excisd’roducts in Article 176, and criminal offence lllegal Storing of Goods in Article
176a of the Law on Tax Procedure and Tax Administration.
® Criminal offence Smuggling is prescribed in Article 230 of the Criminal Code.
¢ Criminal offence Misfeasance in RigoProcurement is prescribed in Article 234 of f the Criminal
Code.
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official duty.” Fiscal offenses in broader sense are criminal offenses that do not always
cause damage to the state budget or property, but which, depending on the circumstances
of a particular case, can be committed to the detriment of the fiscal system.

Criminal offence of obtaining and using credit and other benefits under false
pretences exists if a person by false presentation of facts or their concealment obtains for
him/haself or another a credit, subvention or other benefit even though not meeting the
relevant requirements, as well in the case when a person uses the obtained credit,
subvention or other benefit for purposes other than those for which the credit, subvention
or other benefit was granted. Keeping in mind that subventions are granted from the
budget, offence can be considered as fiscal criminal offense if false data were submitted to
the competent authorities or if relevant data were concealed in order feciicsperson
(for example, a public company or natural person) to receive a subvention even though
he/she does not meet the stipulated requirements or if subvention was used for a purpose
other than designated. For a criminal offense of obtaining and wsedit and other
benefits under false pretences to be considered a fiscal criminal offense, it is necessary to
have been committed in relation to the budget (public funds), that is, that it was committed
in order to obtain subventions from the budgettitd Republic of Serbia, territorial
autonomy or local seljovernment unit, as well as in the case when granted subvention is
used for a purpose other than designéted.

According to some authors, criminal law protection of public revenues has always
existad, but varied depending on the social organization and -eacioomic relations.
However, all countries have sought to combat tax crimes, by stipulating criminal offences
t hat provided <c¢criminal protecti on-related publ
criminal offences were prescribed first, while the need for prescribing other criminal
offences committed at the detriment of the fiscal system arose much later. The
conseqguence of these criminal offences is prevention of the inflow of public revenues in
the budget (in terms of tax and customs offenses), as well as the excessive spending of
these funds (when it comes to budgetary criminal offenses). In addition to reducing public
revenue and damage to the budget, by committing fiscal criminal offenses sotte
values are endangered as well, which implies adequate reaction not only on legal, but also
on the moral level. The consequences are not only adverse fiscal effects, but also the
repercussions on the econorpialitical and sociepolitical level. Fscal crime significantly
affects the weakening of t&M |eaqendri,c 2WaDe

Fiscal criminal offenses are mostly committed with mercenary motives and
represent a great expense to a country, bearing in mind that in this way state budget is
damaged, as well as citizens. A large part of public spending is financed from public
revenuesand it is therefore necessary to find a way to compensate for the damage to the
budget resulting from the failure of payment of public revenues and their illegal payment.
However, this does not mean that these measures should be given priority over
punidfiment. But, it seems that on the decisions of the perpetrator to refrain from
committing a fiscal criminal offense to a greater extent would influence the likelihood that

’ Criminal offence Spending Funds from the Budget for a Purpose Other than Designated is
prescribed in Article 362a of the Criminal Code.
¥Criminal offence Obtaining and Using Credit af@ther Benefits under False Pretences is
prescribed in the Chapter XX, in the group of criminal offences against property, Article 209 of the
Criminal Code. Subventions are part of budgetary funds that are being allocated for economic
incentives.
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in the event of discovery of his/her offence, he/she will be required to pay inboidiget
the funds not paid or was illegally spent .

3. PRESCRIBING FISCAL CRIMINAL OFFENCES FOR THE PURPOSE OF
HUMAN RIGHTS PROTECTION

Recent variations of the natural law teachings are based on the existence of the
social contract. According to them, peeplvere autonomous and sovereign beings in
natural state, and by entering into the community they concluded an agreement, giving up
some of their powers in favour of the state, but retaining some rights. These rights which
people gave up in favour of theatt represent liabilities towards the state, and the rights
that they retained are human rights proclaimed by international and national documents.
Thus, the obligation to pay taxes to the state is waiving a part of their rights to property,
i.e. part of heir property, but it is also a prerequisite for the achievement of economic,
social and cultural rights, whose realization is financed by these taxes and other duties that
citizens pay to the st3@f.e (Dimitrijevil et

The Article 22 of te Universal Declaration of Human Rights provided that
everyone, as a member of society, has the right to social security and the right to economic,
social and cultural rights necessary for personal dignity and free development of his/her
personality, withthe help from the state and international cooperation, and in accordance
with the organization and resources of each state. The said Declaration stipulates that
everyone has the right to a standard of living that ensures health anteimgll of
him/hersel and of his/her family, including food, clothing, housing and medical care and
special social services, as well as the right to security in case of unemployment, sickness,
disability, widowhood, old age or other cases of lack of livelihood in circumstance
beyond his/her contrdiBesides the rights, the Declaration stipulates that everyone has
duties towards the community, and that only community provides the free and full
development of his/her personality, as well as that in the exercise of his/hsr aigh
freedoms, everyone can be subject only to such limitations as are determined by law, for
the purpose of securing due recognition and respect for the rights and freedoms of others
and the general welfare, all these in order to meet the just reqoisenfanorality, public
order and the general welfare in a democratic sotidtierefore, citizens waive a part of
their income in order to secure the rights and freedoms of others and the general social
welfare. The right to social security, as well Be tight to achieve economic, social and
cultural rights are conditioned by funds which the state has at its disposal. These funds are
provided from the state budget. Therefore, the stability of the fiscal system of a country is
of great importance for tHenctioning of the community.

Human rights are protected by different mechanisms. Nevertheless, a special place
and significance belongs to criminal l aw ¢
criminal law protection of human rights as suchtfie narrow sense), has developed only
when the very idea of human rights and obligation of their respect developed. Thus, it is
the achievement of recent times. (Paunovil

° Article 25 of the Universal Declaration of Human Rights. The text of the Declaration in English
language is available on the following webpage:
http://www.ohchr.org/EN/UDHR/Documents/UDHR_Translations/eng.pdf (accessed in January
2016)
10 Article 29, paragaphs 1 and 2 of the Universal Declaration of Human Rights

69



International standards guarantee economic and social human Ingltsordance
with them, everyone has the right to a dignified life and to a minimum standard of living,
as well as to health and social care. The state has a dominant role in the realization of these
rights. The quality of these rights, of course, dejseon the material wealth of a country.
Therefore, of great importance for every state is preservation of its fiscal system. It is quite
justified that the most serious forms of violations and endangering the tax, customs and
budgetary system are prescdbas a fiscal criminal offenses. Bearing in mind the above
said, it can be concluded that these offences do not only damage the state budget, but also
citizens, and it is therefore necessary to apply appropriate measures that will prevent the
potential pepetrators from committing crimes.

4. COMPENSATION FOR THE DAMAGE TO THE BUDGET 1 THE
CONTENT ANALYSIS OF THE COURT JUDGEMENTS

According to the data of the Tax Administration, in the period from 1 January
2009 to 31 December 2013the tax police filed 84&®ioal charges, while the state was
damaged by 64 598 658 586,65 Dinars for -pagment of taxes in the stated
period'However, when it comes to fiscal criminal offenses, it is not only necessary to
punish the perpetrator, but also to return unpaid fimdse budget. Two measures can be
imposed on perpetrators: awarding restitution claim and confiscation of proceeds of crime.
Restitution claim is a claim which is a result of commission of a criminal offence or of a
wrongful act stipulated by law as amihal offence. It is considered upon a motion by
authorised persons in criminal proceedings, unless it would substantially prolong
proceedings. Restitution claim may relate to the compensation of damage, return of objects
or annulment of a certain legaltimn, and may be submitted by a person who is authorised
to submit such a claim in civil proceedinifsWhile submitting a restitution claim,
authorized submitter is required to submit evidefidedue to the criminal offence or
wrongful act stipulated byaw as criminal offence public property was damaged, the
authority authorised by a law or other regulation to take care of the protection of this
property may participate in proceedings in accordance with the authorisation it possesses
pursuant to that lawr other regulatioh’if public property was damaged, the authorized
person is the State Attorneyds Office, as
Republic of Serbia. This claim may be submitted no later than the conclusion of the main
hearing before the first instance colitin case that an authorised person has not submitted
a restitution claim until the charges are filed, he/she will be notified that he/she can submit
it by the end of the main hearindf due to the criminal offence avrongful act stipulated
by law as criminal offence public property was damaged, and restitution claim was not
submitted, the court is required to inform the competent autHérity.

YThis datum is listed according to the letter of the Ministry of Finance, Tax Administration, Tax
Police Sector, Belgrade, No. 031201411 of06/02/2014. The data were submitted at the written
request of the author of 03/02/2014.
?person who can file it in civil proceedings is the injured party or his/her legal representative.
BArticle 252 of the Criminal Procedure Code.
14 Article 253 of the Criminal Procedure Code.
15 Article 2540f the Criminal Preedure Code.
16 Article 2540f the Criminal Procedure Code.
YArticle 2590f the Criminal Procedure Cade
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In case that in criminal proceedings restitution claim is not filed by rjuzed
party or by his/her legal representative, the court can order seizure of proceeds of crime.
Seizure of proceeds of crime is a special measure stipulated by the Criminal Code, and its
application is justified by the fact that no one can benefit ffeencommission of criminal
offence. The said measure cannot be imposed cumulatively with award of restitution claim,
because one excludes the other. However, since in case of fiscal criminal offenses and in
deciding on restitution claim and the confiscataf material benefits funds are paid to the
budget, it does not matter which of the above measures will be imposed. In order to
analyze the actions of the courts in relation to the application of these measures, the paper
analyzes the content of the sidgements imposed on perpetrators of criminal offences of
tax evasion and nepayment of withholding ta¥Of all the judgments whose content was
the subject of analysis in this paper, only in one case a restitution claim was awarded,
because inthatparticc ar case restitution claim was f|
Office as the authorized submitter of the clditilowever, none of the judgments
contained measure of seizure of proceeds of crime, and the court has an obligation to
impose itex offido. In one judgement, the court concluded that the imposition of measure
of seizure of proceeds of crime is not necessary, because the perpetrator made the payment
of the owned amount after the field contfnly the judgment of the Basic Court in
Valjevo states that the restitution claim is not awarded, because legal representative did not
file it, but the measure of seizure of proceeds of crime was not imposed. In contrast to that
judgment, in other judgments restitution claims were not mentioned, dunhdasure of
seizure of proceeds of crime was not imposed as well. Nevertheless, it seems that when it
comes to taxelated criminal offenses, courts more often impose security measures than
measure of seizure of the proceeds of crime, even though cortipensadamage by
payment of its amount in the budget might to a great extent preventively influence
potential offenders.

Based on the content analysis of court judgments, it can be concluded that there is
no adequate cooperation between the courts andotin@etent authorities which protect
property rights and interests of the Republic of Serbia, if one takes into account the
frequency of awarding restitution claim. Although a fine may be imposed to the
perpetrators of fiscal criminal offenses, one shdwdp in mind that they do not have the

18.Judgments that have been the subject of the analysis in this paper, were submitted at the request of
the author, by the Ministry of Finance, TAdministration, Tax Police Sector, Belgrade, No. 033
5/201411 of 06/02/2014. This paper analyzed the content of the following judgements regarding
the criminal offense of tax evasion: Judgment of the Basic Court in Prokuplje 2K. N0.807/2010 of
22/03/2011Judgment of the Basic Court in Smederevo 6K No 1040/2010 of 23/08/2011. Judgment
of the Basic Court in Valjevo K No 433/2010 of 07/06/2011. Judgement of the Basic Court in
Kikinda No. 1K.427/2011 of 23/08/2011. In connection with the criminal offensewpayment
of withholding tax, content analysis of the following judgement was carried out: Judgement of the
Basic Court in Zrenjanin No. of 1K 324/2012 of 09/07/2012, Judgment of the Basic Court in
Sombor No. of 1K. 1310/2010 of 20/04/2012
*The judgmenbf the Basic Court in Smederevo 6K No. 1040/2010 of 23/08/2011 has obliged the
perpetrator of criminal offence of tax evasion, by which he/she damaged the budget by 224 091
Dinars, to pay the amount for unpaid taxes in the budget of the Republic of Is&sbdon the filed
restitution <c¢cl ai m, given that the Republic At
Republic of Serbia in accordance with Article 206 of the Criminal Procedure Code timely filed
restitution claim
“Judgement of the Basic Otin Prokuplie 2K No0.807/2010 of 22/03/2011.
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same objective as the award of restitution claim and seizure of material benefit. The
purpose of punishment is general prevention, while mentioned measures are important for
compensation of damages caused to the Hulolgeommitting fiscal criminal offences.

This, of course, does not diminish their importance for the prevention of fiscal offenses.

5. CONCLUSION

Fiscal criminal offenses represent not only the damage to the budget, but also to
citizens. Low inflow offunds in the budget or their illegal or uneconomical use may cause
the budget deficit. Such a situation requires the application of measures that negatively
reflect on the overall social welfare. Therefore, in order to prevent such criminal offenses,
it is necessary to apply a large number of preventive measures. Fiscal criminal offenses
belong to the subgroup of property crime, and thus their perpetrators are usually guided by
the principle of maximizing the benefits from commission of such criminal cégenn
cases of t hese criminal of fences, Becker ¢
Bearing this in mind, one could ask the question what the adequate sanction or measure
which may affect the potential perpetrators to refrain from committing a a¢sinfénes
may as well be imposed on perpetrators of fiscal criminal offences, but they may be lower
than the amount for which the budget was damaged. Therefore, for the purpose of both
compensation for damage, and the additional influence on prevengirgptiimission of
fiscal criminal offenses, two measures could be imposed: an award of restitution claim and
seizure of proceeds of crime. The first measure depends on the existence of restitution
claim, which is submitted in criminal proceedings by the @igbd submitter. In case that
restitution claim was not filed, the court has the option to impose the measure of seizure of
proceeds of crime. Nevertheless, based on analysis of court judgments which imposed
sanctions for taxelated criminal offences, #eems that the courts do not, or very rarely,
impose the said measure.

Taking into account the damage to the budget caused by commission of fiscal
criminal offenses, in all cases where restitution claim is not awarded courts should impose
measure of seize of proceeds of crime. Application of this measure should have
precedence over security measures, because it actually has a dual funggaeral
preventive action and compensation for the damage. If a potential perpetrator of fiscal
criminal offensesas the knowledge that the court in most cases, in addition to imposing
punishment, also imposes the mandatory seizure of proceeds of crime, that is, orders
payment of an amount of money to the budget, it is very likely that he/she will refrain from
commiting that criminal offence.
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Abstract

Recently, the developmentof nonbank financial markets has become increasingly
important to the extent this developmentdirectly influencesthe developmentof the
country. The insurance,securitiesand private voluntary pension plan market has a
significant impactnot only in enhancemenand growth of social welfarein general,but
alsoin the performancef the public operatorin particular.The public operatorshouldnot
only regulatethesemarkets,but it shouldfirst and foremostprovide guarantedor all the
transactiongarriedout within suchmarketsandensurethatthe usersof financial services
areprotectedagainstllegal phenomenshatwould damageheir revenuesOneof the most
problematidssuesn the performancenf thesemarketsis moneylaunderingandfinancing
of terrorism.

From the organizationalviewpoint, the Financial SupervisoryAuthority is almostfully
regulated.Neverthelessas of today, its organizationalchart does not have a special
directoratein chargeof moneylaunderingand financing of terrorism. Accordingto the
recommendationsf the World Bank, aswell as EuropeariJnion Directives,a directorate
performing such functions should be part of the FSA structure. Currently, in our
institutional system thereis a directoratesubordinateo the Ministry of Finance which is
calledthe GeneralDirectoratefor the Preventionof Money Laundering(GDPML) whose
missionis the fight againstmoneylaunderingandfinancingof terrorism,but this unit does
not serveFSA. A contactper®n at the Financial SupervisoryAuthority is in chargeof
keepingcontinuouscontactswith this directorate putthis is still inefficient. This Authority
shouldbereformedwith this regard by establishinga newdepartmentvithin its governing
structures in order for the financial marketsto feel safe and sound. This paper will
attempt,throughthe analysisand comparativemethod,to presenta detailedoverview of
this phenomenotin Albania.

Keywords:financial market,law, security,moneylaundering,financingof terrorism, tax
evasion.

1. INTRODUCTION

Money launderingis nothing else than a processthrough people or different
companiestry to hide their incomesacquiredin an illegal way or various criminal
activities. Theseincomesare investedin different waysin the financial system(in stock
markets,goods,services products)causingone of the biggestproblemsor crampsin the
economyof a country.As far asmoneylaunderingeasesorruptionandat the sametime
affectsthe integrationof legd institutionsthrough renewedof funds that are neededto
thesepeopleto exert other criminal activities, it can as well destabilizethec ount r y 6 s
economy.
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To avoid negativeeffectsor to preventrisks coming from suchoffencesfor the
economicand financial stability, national security precautionsare neededto be taken
togetherwith the creationof somespecializedstructureghroughthe continuouswork can
contributea lot decreasinghis phenomenonThe GeneralDirectorateof Preventionof
Money Launceringis part of this systemandhasa majorrole in the preventionphaseof
hiding andconveyancef the outlawedsourceof fundsor assetsecuredrom the criminal
activity. It exertsits functions as an institution dependenbn Ministry of Financeand
insideits activity, it hasthe right to decideaboutthe way of pursuingandansweringthe
mentionedcasesof the potential money launderingand financing of possibleterrorist
activities. This directoratealsoactsas a nationalcenterin chargeof collecting, analyzing
anddeliveringat the agencieof implementingthe law of datafor the possibleactivitiesof
moneylaunderingandfinancingof terrorisnt.

In our opinions,evenif this directorateplays a major role on surveillanceof the
overallfinancial systemagainit is impossibleto enterandanalyzespecificfinancial cases
linked to transaction®f the non-bankingfinancial marketsthis for the complexityof these
markets.Today,nonbankingfinancial markets(Reinsuranc€ompaniesintermediaiesin
insuranceandreinsuranceTiranaStock Exchangeandothersecuritiesmarkets;Securities
Financial Intermediaries;ManagementCompanies;Investment Funds and Investment
CompaniesPensionFunds;Custody,Depositaryand Registerin Securities;Professionals
in respectivefields) are regulatedfrom the Albanian Financial SupervisoryAuthority,
throughlaw no. 9572, date 03.07.2006f O Rinancial SupervisoryA u t h o Fronttheo .
organizationapoint of view, eventhoughthe AlbanianFinancialSupervisoy Authority is
structuredin fully accordancewith the Europeanstandardsijts structureis missing a
specialdirectoratewith powerin thefield of fight againstmoneylaunderingandterrorism
financial, a directoratewhich would have a direct and immedite impact on financial
markets.Accordingto recommendationfrom World Bank but eventhe directivesfrom
EuropeanUnion, a directoratewith suchfunctionsmustbe part of FSAsin orderfor the
financialmarketgto feel secureandhealthy.

2. DEFINITIONS

Following this work, first we find it suitableto stop at two importantdefinitions
relatedto financial marketsandmoneylaundering As it is worth mentioningin this partis
the fact that in literature or official requisitions,we find similar definitions of money
launderingjncludingthe essentiabtructuresof illegal incomeandthe way theyarethrown
or transferrednto the financial systemto hide their provenienceSoin the theoryaspect,
theinternationaldoctrine(andnot only) is almostunified.

Money launderingis the processof hiding the criminal origin of activities and
investmentor illegal financialtransactionsThe accuratguridical terminologyof defining
money launderingis fi t Ihiging or camouflagingof the real nature, source,locdion,
disposal.transfer,real boundsrelatedto propriety, by being awarethat suchproprieties
derivefrom apenala c t Eavona2005)In otherwords,everyamountof moneythatin
a director indirectway circulates,is re-circulatedor transferredransformedor alienated
in productsor assets,derived from criminal or illegal activities and from penal acts,
accountsfi d i mMmbngeyd Money launderingis the long processthroughwhichfi di r t y o

'Law No. 9917, Date 19.5.2008 AOn the preventi
as amended. Article 21, Clause 2
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money,conveysinto fi ¢ | er@mey. In the Albanian legislatin, the conceptof money
launderingandthe financing of terrorismareincludedin the provisionsof PenalCodeby
giving a precision of this phenomenonAccording to the penal code, laundering of
offencesor criminal activities,through:

a) exchangeor transferringof assets,aiming at hiding or covering the illegal
sourceof it, by beingawarethatthis asseis a productof anoffenceor criminal activity;

b) hiding or covering of the true nature, source, location, disposal, transfer,
propertyor the rights relatedto the assetby beingawarethat this assetis a productof an
offenceor criminal activity;

c) gaining of property, possession®r use of assetspy being awarethat when
receivingit, this asseis a productof anoffenceor criminal activity;

d) performfinancial operationsor divided transactions$n orderto avoidreporting,
accordingo thelegislationfor the preventionof moneylaundering;

e) investin economicor financial activities of moneyor objects,by beingaware
thatthatareproductsof anoffenceor criminal activity;

f) counseling,helping, inducementor public call for performing any of these
offencesspecifiedasabove;sentencealy prisonfrom five to tenyearsandfined from five
thousando five million lek®. By subjective this offenceis donedeliberately.

Money launderingis specifiedasanactionthatfi h i dneak tbe ways,evenwith
false excusesthe origin of assetspf goodsandincome,of the authorof a crime or of an
offence,asresult,the formerhasprofitedanamountof moneyin a director indirectway”.

For the purposeof this work, with financial marketwill refer to every market
wherebuyersand sellerstake partin the marketingsuchassetsstocks,bonds,coinsand
derivate.The financial marketcan be wide and diversified but in mostof the casest is
characterizedrom transparenprices, strict rules for their marketing,specifiedcostsand
fees, and competentauthorities for its organization and protection.Meanwhilewith
marketingdatawill referto whateverinformationthat collectsa jurisdiction, on paperor
electronicway, import/exportformsor all othersupportingdocumentations.

Usually this information includes a descriptionof goodsthat are imported or
exported, their quantity, value, weight, custom number or their tariff code, way of
transportationand/ornameand addressof the exporter(submitter),importer (expectant)
andcompanyof transportln somecasesfinancialor bankdataaregathere

2Bank of Albania:What does it mean to prevent money launderlnfprming brotwre, Tirana
2005. Page 6
3 Law Nr.7895, date 27.1.1995 Penal Code, Republic of Albania (Updated). Article 287
“Bank of Albania:What does it mean to prevent money launderlnfprming brochure, Tirana
2005. Page 8
> DPPPP,Good practices on preventinmoney launderingand terrorism financing in marketing
activitiesTirana 2012, P. 3
http://fint.goval/doc/Pastrimi%?20i%20parave%20dhe%20financimi%20i%20terrorizmit%20perme
s%20sistemit%20te%?20tregetise.pdf
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3. NON-BANK FINANCIAL MARKETS AND FSA

Non-bankfinancial marketsin Albania areconsideredasa relatively new market,
which is generallyrelatedto the development®f recentyearsandin mostof the casests
performancas ratedaslukewarm.The small size of non-bankingfinancialinstitutionsis a
resultof former developmentsf the Albanianstate lack of knowledgeaboutthe products
and gnancial servicesfrom the possibleusersand their low level of essentiaffinancial
basis.

In Albania, nonbankingfinancial marketis composef threemain sectorsvhere
including: insurancemarketandits operatorssecuritiesmarketandits operatorsandthe
private supplementpensionsmarketandits operatorsThesethreesegmentf financial
markets have seendifferent developmentsn the Albanian reality, not only aboutthe
shownperformancebut evenin the regulatoryframework,for the creationof competent
authoritiesfor their regulationandsupervision As all overthe world, formerly in Albania
was applieda vertical modelof financial supervision, otherwisecalledinstitutionalmodel
or that traditional, wherea specialauthority existedfor eachof thesemarkets,competent
for its regulationand supervisionIn fact history showedthat one of the essentiateasons
that thesemarketsfailed in Albania was exactlythe applicationof this model, wherethe
existenceof a lot of laws and institutions were not able to createa quiet and secure
environmento urgeforeignor Albanianinvestorsto investon them.

Consideringhe low level of devebpmentof the financial sector(notablythe non
bankingsector)andthe largenumberof relevantregulatoryinstitutionsuntil 2006,it came
to conclusionthat Albania hada lot of financial regulatoré This wasthe mainreasorthat
the nonbankingfinandal marketforwardedthe needfor a new reformin the Albanian
regulationsystem,by changingform in 2006 with the creationof Financial Supervision
Authority. In this way the financials u p e r vadrchiteatureid Albania changedmodel
by distancing itself from that institutional to horizontal financial supervision, or
supervisionbasedon objectived. In the caseof Albania, it is chosenthefihor i zont a
i nt e g raaombirmatiof functionalintegrationin the highestlevelsof organizational
unitsof FSA andaninternalsectorialdivision’

Basedon the Go v e r n migativie fogeform the nonbankfinancial regulator
systemto the unification of a single consolidatedegulatororganunderthe strict technical
advice and supportof World Bank and IMF, in October 2006, it was conductedthe
integrationof regulatoryorgansi supervisional for thema r k a&ctividy &nd subjectsin
the insurancefield, securitiesand the private supplementgpension¥. In this framework,
the unification of the Authority of InsuranceSupervisionAlS) wasachievedCommission
of SecuritiegCS), aswell asthe Inspectoratef Private Supplement®ensiongIPSP),by
creatingthe FinancialSupervisoryAuthority (FSA) asthe only responsibldnstitution for

® See: FSAAIbania: Financial System Stability AssessmeRSSA IMF Country Report, August
2005.
" Financial Supervisory AuthorityAnnual Repor2006 Tirana 2006
http://amf.gov.al/pdf/publikime2/raport/amf/AMF_Raport_Vjetor2006_Shqip.pdf
&Twin Peaks Model
° Financial Supervisory AuthorityAnnual Report 2006Tirana 2006
10| |vi

Ibid.
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the licensing,supevision and regulationof the whole activity regardingthe non-banking
financialsectorin Albania".

A fully integratedsupervisional structureis betterthan a fragmentedstructure.
Thisfor thereasorthat™

1 Integrationsecuresameregulatorystandardaindtreatmentdor differentsectors;

1 Integrationoffers synergybetweendifferent regulatoryfunctionalfields from the
personnepoint of view aswell asregulatoryneutrality;

1 Integrationeasesnternationalcooperation.

According to law no. 9572, date 03.07.2006 i O nFinancial Supervisory
Aut h 0% ihe Authority is a legal audienceperson,independentheadquarteredn
Tirana, specializedto regulateand supervisethe s u b j activityptisat exerciseone or
someof the activities relatedto the secu i t maekstfinsurancesprivate supplements
pensionsandothernon-bankingfinancial activities.

The financial systemin Albaniais basedon a nearlyfully division betweenbank
and that of nonbanking sector, by predicting Bank of Albania and the Financial
SupervisoryAuthority asthe two competentuthoritiesfor the regulationand supervision
of each of them. This structure is designedaccording to the horizontal financial
supetrvisionor supervisionbasedon objectives,whereeachof themhasclearly provided,
in the establishmeniaw, its rightsandresponsibilities.

Advised from internationalorganizationsexperiencedn this field, the Albanian
governmentreferredthe horizontalmodelwith two specialauthoritiesfor the regulation
andfinancial supervisiondecidingto evaluatein a secondmomentthe needof their fully
unificationandintegration.

From the organizationalpoint of view, the Financial SupervisoryAuthority is
almostregulatedin a fully way. However,in its structureswe still find someimportant
deficiencieswhich would easein a considerablevay the duty of this institution and the
desiredresultswould come quickly. As one of its deficienciesof this structurewe can
mention the absenceof a specialdirectoratewith competenciesn the field of money
launderingfinancingof terrorism.Accordingto World Bank, but evenby the Directivesof
Europearinion, a directoratewith suchfunctionsshouldbe partof FSA structuresAs we
mentionedabove actuallyin our institutionalsystem it exista directoratedependenfrom
Ministry of Finance, named the General Directorate for the Preventionof Money
Launderinghavingasa missionwar againstmoneylaunderingandfinancingof terrorism,
butthis directoratds notin functionof FSA.

Financial Supervisory Authority has a contact personwho makes continuous
liaiseswith this directoratebut againit is notenoughln our opinion,theauthoritymustbe
reformed in this direction by establishinga similar directorate inside its managing
structuresin away thatthefinancial marketsfeelssecureandhealthy.

4. MONEY LAUNDERING IN THE FINANCIAL MARKETS

At this point of the study we think that it is the momentto stop and recordor
identify someof the frequently practicesof moneylaundemg. Different researcherput

" Financial Supervisory AuthoritAnnual Report 20Q6Tirana 2006
pid, p. 67

BArticle 3 of law nr. 9572, date 03.07.2006
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forward threemain stagegshroughwhich this processundergoesinvestmentre-gathering
andintegration.

In the first stage,that of funds entrancein the bank system,the depositionof

amountsof moneyin bankaccountsperefiting or gettingamountsof moneyin forms of
checks,andthe useof ¢ a s i amexldandthoseof gamblinggamescan be mentioned
among frequent practices.In the secondstage, these funds are re-gatheredby being
convertedor displacedtowardsother funds. This stageis characterizedy fractionation
andthenthe regroupingof bankdepositor paymentsfollowing with financial operations
thati ma s tkesfraudulentorigin of funds (fake invoices,returningof fifictionald loans
etc.);buyingandresellingof goodsor assetsandtransferof internationafunds.Thethird
and last stagehasto do with the reintegrationof the amountsof cleanedmoneyin the
formal or legal activity of economyby investing them in properties,by creating or
rebuyingprivateenterprisegandnot only), or by investingthemin stockmarket.
In the laststage the financial instrumentsstocksor bonds,makesit quite difficult to trace
downtheir ownersandtheir transfersSothey canbe usedby flaundereré to hidethetrue
ownersof differententity thatcantake partin the netof cleaningcapitalsor bettersaid,to
perplexandmademorecomplex,the netof financialturnoverof moneylaundering’.

5. ALBANIAN LEGISLATION AGAINST MONEY LAUNDERING AND
FINANCING OF TERRORISM

In the recentyears,in Albania, there have beendifferent law changesfor the
purposeof improvingandpreventionof this phenomenorso negativefor the economyand
societyin generalln the Albanianlegislationtherearea seriesof provisionsthatreguates
relationsandthe consequencesomingfrom this offenceby strengtheningevenmorethe
penaltiesderivesfrom this offence.

Money launderingandfinancingof terrorismareconsideredffencesaccordingto
PenalCodeof therepublicof Albania. Thelatter,in article 287 and230/aanticipateforms
throughwhich it could be possibleto cleanproductsof the offenceand criminal activity
andalsothetoolsor productsusedto financeterrorism.Insidethis framework,in 2002,the
Albanian statewith law no. 8920, date 11.04.2002ratified in the Conventionfi Agai nst
internationalorganizecc r i hyanakingin this way changedo article 287 of PenalCode.
Thefirst main changewasmadeon thetitle of article 287, whereit providedthe cleaning
of offencesor criminal activity. The reasonfor changingit is the fact thati mo n ey
launderingis an activity which is performedin different forms of cooperationwith
criminal organizationsterrorisme t ¢Elezi, 2012).

Thereexisttwo importantlaws inside the Albanianlegal system.The first hasto
do with the preventionof moneylaunderingandfinancingof terrorisnt®, andits aim is to
preventmoneylaunderingandthe productsthat derivesfrom offences,andthe prevention
of financing of terrorism; while the secondis relatedto the taken measuresagainst
financing of terrorismby determiningthe measuregakenagainstfinancing of terrorism,
competenceandrelationsbetweerauthoritieschargedo propose adopt,controlandtheir

14 Bank of Albania\What does it mean to prevent money laundetinfprming brochure, Tirana

2005, p. 28
“Law No. 9917, date 19 05 2008 AOn the preve
terrori smo, as amended.
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implementatioff. The goalof this law is to preventandstrike terroristsactivitiesandthose
who supportandfinanceterrorismor thosewho aresuspecteaf havingcommitted,or that
are committing or are planningto commit such activities, by blocking, sequestratiorof
their assetsimplementingthe relevantresolutionsof Security Council of united nations,
actsof otherinternationalorganizationsor agreementsyherethe Republicof Albaniais a
party'’. Both theselaws are a plus guaranteeabout the Albanian financial system
highlighting andpreventingeverysuspicioudransactiorrelatedto financial markets.
Lastbut notleast,the F S A@gulationii O appropriatgprecautionsneasuregsnd
expansionfrom subjectsof the law on preventionof moneylaunderingand financing of
terrar i s approvedby Board Decision no. 58, date 30.06.2015,amendedby Board
Decisionno. 135, date21.12.2015js anotherimportantlaw guaranteevhich aimsat the
preventiorfrom subjectson moneylaunderingand/orfinancingof terrorisnt®.

6. CONCLUSIONS

Money launderingis still oneof the mostproblematicissuesof Albanianfinancial
systemby dictatingin this way the strengtheningf the neededmeasure®n preventing
moneylaunderingor financingof terrorism.The hiding of thefi u n ¢ Is@uecevrdllegal
of the income by using legal ways for their circulationit canindeedput in dangerthe
economicand politic securityof the country,andfor this reasonthe public operatormust
bealerttowardsthesellegal actions.

In theendof this work, we canlist someconclusionsandrecommendations:

1 Further harmonization of legislation on preventing of money laundering and
financing of terrorism with the international standards of the Task Financial Action
andaquis communautaire

1 Growth and further strengthig of the cooperation between competent bodies on
war against money laundering.

9 Putting up of a special directorate next to the Financial Supervision Authority
which will be in charge of issues related to money laundering and in thieamén
financial makets.
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1. INTRODUCTION

Corporate crime is a phenomenon that marked the XX century. The first half was
marked by two major world economic crises (The Great Depression) and the second with
an increasing number of massive corporate scandals.

Corporate crime stems from businessvites and although there were financial
scandals in the previous centuries, corporate crime was in full swing in the last two
decades. Modern business has significantly dematerialized and transformed into virtual
reality, which on one hand representdgmificant breakthrough, but on the other hand it
opens a wide space and offers modalities for perpetrating crimes in the field of finance.
Nevertheless, regardless of the conditions of modern business, the basic reason for
corporate crime derives from ham greed, or more precisely, the wish to acquire
resources which are limited by nature. What is significant is the fact that this type of fraud
is spreading, and as a consequence, a need to study this concept from the scientific and
professional perspectg, so as to find a solution and enable corporate crime prevention
has emerged.

In this paper we will analyse corporate crime, errors, victims and financial
statements as possible key points in the conception of corporate crime. So, to point the
corporatecrime we also point out the need of knowledge of accounting and rules for
making financial statements, sufficient experience in coping with corporate crime
incidents. The protection of interests in business is still not perfectly clear, starting from
the fact that it is hard for creditors to protect their interest and collect their receivables to
the fact that the interest of a certain party prevails over the common interest, management
or owners, often establish a big number of small companies, directipdaectly
connected and thus break their business into pieces with the aim to avoid the audit of
financial reports and the overall fraudulent financial statements cause substantial damage
to economy. Further we will be offer the essentials that frauthieesis who investigate
should be good and experienced experts in this field and thus they will be able to recognize
the symptoms of modified financial statements.

Key words: corporate crime, fraud, victims, financial statement, mistakes.
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2. CORPORATE CRIME

Corporate crime is a rather broad concept and it refers to different types of frauds
and abuses related to business. Generally speaking, the original form of corporate crime
and occupational crime is the white collar crime. Corporate crime is anyactwiied out
fon behalf of and for the benefit of the ¢
their personal interests, so in that situation the company interests and the individual
interests are integrated. Therefore, corporate crime acts aeatai of an individual or a
group of people who can use their professional competencies to reach the goals of the
company; hereby they appear as perpetrators and beneficiaries of the fraud. The concept of
corporate crime refers to acts committed to hammbenefit a company and includes
criminal acts ranging from different types of frauds, misuse of assets, corruption, money
laundering, tax evasion, forgeries, to fraudulent financial reporting. Corporate crime refers
to acts perpetrated by individuals oompanies which enable them to obtain certain
benefits which they would not be able to obtain otherwise in regular business
circumstances.

Corporate crime as an activity which happens in the field of business is an act it
can inflict considerable damage the economy, so it is necessary to make significant
efforts for its prevention and timely identification. Damage caused by corporate crime can
be enormous in financial terms, and its amount and influence are often hard to establish.

An international swrey which has been conducted by ACK& several years and
which is published in the Report to the Natfoimslicates that the criminal act of assets
misuse inflicts a considerably smaller damage than fraudulent financial staterfiéets
study implements certain framework for corporate crime acts and occupational crime
based on a division given by ACFE which refers to: assets misuse, corruption and
fraudulent financial statements. This study is limited by the fact that the sample from the
region countms is insufficient to make relevant and applicable conclusions since the study
does not take into account specific features of certain countries and economies. Therefore,
business models which are practiced in modern developed countries cannot apply direct
in the region. Some of the reasons lay in the fact that former socialist countries are
overloaded with the remains of the socialistic past, unsuccessful or unfinished
privatization, transition period, process of adaptation to new economic conditions and
eventually affected by the current economic situation.

3. ERROR OR FRAUD

What is specific about corporate crime is the fact that frauds often look formally
regular and sometimes they are not classified as frauds by the criminal law, or by any other
law. Business activities which are in integral part of some criminal scheme are well backed
up by documentation which confirms a certain business activity, but it is also the weakest
link because certain documents are created to confirm the correctnesstafrabeesiness
transaction.

! Association of Certified Fraud Examiners http://www.acfe.com/
2 Association of Certified Fraud Examinér®Report to the Nations Archive
http://www.acfe.com/rttrarchive.aspx
% Ibidem, Page 12
83



Errors do occur often and are not uncommon in business, especially in a situation
when there are frequent changes in the legal and professional regulations, as it is in the
countries in the region which are in the process of Etéssion. It is also common that
persons who participate in business are not sufficiently competent and trained which can
result in a large number of errors.

What errors and frauds have in common is the fact that certain business
transactions are not preged in the right way and consequently the information presented
in the financial statements is incorrect, so in the process of investigation it should be
established if you are dealing with an error or a fraud.

It is an intention to present specific busss activities in a certain way which
differentiates an error from a fraud. On one hand, frauds are deliberate acts perpetrated by
one or more persons from different positions such as, executives, employees or third
parties with an aim to reap certain bitse On the other hand, an error is an unintentional
act caused by a failure to present certain data or by a misstatement of facts connected to
some business activity.

On the basis of the above mentioned, we can conclude that the same statements
can be iterpreted in two completely different ways in business records and financial
statements. Namely, the same business activity can be either an error or a criminal act.
Since it is an intention which separates an error from a fraud, it can be observed that th
very absence of intention to present the information incorrectly in financial statements is a
differentiating factor between these two acts. However, if there is an intention to modify
information and present fraudulent financial statements, then it bailla pervasive
phenomenon in business records and financial statements. It rarely happens that a fraud
appears in only one place in financial statements, actually the entire business records and
financial statements will contain several different busirdsmges which have the same
purpose, to modify the information in financial statements so as to present a desired image
and lead to a certain conclusion. On the other hand, errors can be unintentional and
sporadic caused by oversights or the lack of widading of the business activity or they
can be unintentional but systematic, which points to inadequate competence and training to
accomplish tasks. Consequently, differentiating between errors and frauds in financial
statements requires profound knowvgedof accounting and rules for making financial
statements.

4. VICTIMS OF CORPORATE CRIME

Corporate crime in the broadest sense of the word is an act which provides certain
benefits to the perpetrators, but it also has its victims and damage which cggdyetmn
the benefits obtained.
Victims of the corporate crime can be:
The company;
Business partners;
Employees;
The state.
When speaking about corporate crime, the company can be the perpetrator, but
also a victim of a fraud. Corporate crime is commlitby a certain group of managers or
employees, possibly in cooperation with third parties, with the aim to get certain benefits
for the company, and in that way obtain certain benefits for themselves. However, other

=a =4 =4 4
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people from the company are not includadthese activities, as well as the state and
business partners, so they appear as potential victims. According to thttistubliggest
number of companies involved in corporate crime do not manage to recover afterwards,
whereas a smaller number of campes manage to recover to a lesser or greater extent.
The mildest consequence of corporate crime will be reduction of the disposable resources
and depreciation of the company value; whereas the most severe consequence will be the
company bankruptcy; henglboth options leave consequences on other participants in
business.

Bankruptcy of the company is not a desirable outcome from the economic aspect
because in that way the scope of business activities is reduced, which can have numerous
consequences. Withahkruptcy the company ceases to exist, which causes employees to
be left without their jobs and earnings, which except for personal consequences, it also has
influence on the economy by reducing the purchasing power of individuals. Business
partners, banksnd other creditors are left without their receivables which cannot be
collected from a bankrupted company, whereas buyers cannot receive their goods, so their
business activities are reduced until they find a solution. There is damage inflicted to the
state, which above all, refers to the lack of regular tax revenue from VAT, profit tax, social
welfare and other public revenues. Furthermore, apart from having reduced revenue, the
state has to shoulder the burden of the unemployed who were made redacdast of
the bankruptcy caused by corporate crime which increases its social expenditures.
Collateral damage which is a consequence of all the above mentioned is a reduced tax
revenue, because of the reduced income of the citizens who were left witkeout th
earnings and the creditors who had to reduce their profit after writing off the receivables
form the company which had bankrupted.

Except for the above mentioned damage which stems from corporate crime, there
is another form of intangible damage whizdn have serious consequences on the level of
national economy it is the country risk which refers to reputation and susceptibility of the
country to corporate crime. When an economic system is in order, corporate crime is less
common, and as long as tkeonomy is not so wetirganized, especially when it is under
the influence of specific circumstances (crisis, transition), corporate crime is far more
common. Every national economy is interested in attracting as many investments as
possible in order tostart and maintain economic activity. In regular circumstances
investors are interested in investing their funds wishing to maximize their profit with
mi ni mal risk. Moreover, investor’sre adoo ea
interested in launderindgpat money and investing it with minimal risk, so they are not even
ready to accept an excessive risk of a disorganized economic system. Nevertheless, there
are investors who do not mind disorganized economy, because in that way their profit
made i ncadimgamyo eis increased, and on the
laundering is facilitated. Yet, it often happens that investment in unstable economies is

* Ibidem, Page 67
® Gray (informal) economy is a part of economy characterised by irregular and illegal business
practices. It can be observed as gray economy, namely business operations which can be legalised
by undertaking certain measures (for example by paying tax) lankl économy, which cannot be
legalised (for example drug dealing). It is characteristic of undeveloped and developed countries,
but with economic development its share in GDP is reduced. All countries take measures to
suppress it in order to increase taxenue. Economic dictionary, (2006) Belgrade University, The
Faculty of Economics, page 463
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made within the process of money laundering in order to withdraw or transfer those funds
in the nextphase to some more stable economy, so this refers tofbimrestments with

no intention of continuity. If corporate crime becomes a common phenomenon in a certain
economy, there will be no quality loftgrm investments and suspicious skerm
investmats will increase, which will not contribute to the stability and growth of the
economy.

It is evident that corporate crime causes enormous damage, the most severe one
deriving from fraudulent financial statements. Because of that, the state will have to
establish a regulatory system which will protect all the participants in the business without
favouring any of them. However, practice shows that this is still barely feasible which is
confirmed by the practice of the developed countries. Namely, the Aanesigstem is
primarily focused on the protection of sh
the European system is more focused on the
creditorsodé requirements i skrupcy. Pavertbetesstope i n
must bear in mind that according to legal regulations and by pure logic the requirements of
owners are the | ast ones to be met and cr
both concepts neglect the fact that the utmowrast of all companies is to keep and
continue business activities because in that way they will successfully settle all the
liabilities to creditors and owners. It must be emphasized that the state in this situation has
the biggest interest to keep thengpany and business, since it will still have tax revenue, a
smaller burden of social welfare contributions, and higher social stability.

It must be stressed that countries in the region, especially thacetist ones, still
lack sufficient experiencanicoping with corporate crime incidents. The basic problem lies
in the fact that the concept of private property in these countries was created through the
procedure of ownership transformation and privatization. In these countries, which are
undergoing th process of transformation, the protection of interests in business is still not
perfectly clear, starting from the fact that it is hard for creditors to protect their interest and
collect their receivables to the fact that the interest of a certain paatsils over the
common interest. In business, all participants have their interests and of course a short
term interest of one party should not be put in the foreground to cause damage to all the
others. It is common to put the shtetm interest of ta state in the foreground. It can be
the collection of the current tax liability which can lead the company to bankruptcy,
without taking care of the loAgrm interests of the state based on maintaining and
increasing economic activity, by keeping the pamy so it can continue to operate. The
state as a creditor should collect its receivables, but if this collection leads to a company
bankruptcy, then lonterm interests should be put before the sterh ones because after
bankruptcy the state will havi® shoulder the greatest burden. If longrm business
activities of a company are protected, the tax revenue from it is maintained, interests of all
other participants in business are protected and the burden of social welfare is reduced.

In exsocialig countries, corporate crime investigations start from the state
interests and tax evasion, and they are not sufficiently focused on the interest of other
participants in business and the public. The investigation strategy should be focussed on
collectingevidence, establishing facts and liability, as well as proving everything in court,
with an aim to take care of the lotgrm interests of the state and the company, to let the
company maintain its business activity. Not every company whose management has
committed corporate crime should goitheankr u
interest of the state, creditors, buyers, employees and others is to keep the company, make
it continue its business activities and thus settle its liabilitiedaggu
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5. FINANCIAL STATEMENTS AS A CORPORATE CRIME FACTOR

The purpose of financial reporting is to provide information on the basis of which
decisions of financial nature will be made. Because of that, financial statements have been
recognized as a usefidol to win certain benefits which could not be obtained otherwise,
without modifying financial statements, so they have become an important factor of
corporate crime.

Financial statements comprise information about the business activities of a
company andhey show different forms of assets, liabilities, capital, as well as income and
expenditure, with plenty of additional information which helps to increase the
understanding of financial statements. All the information in financial statements is official
as well as the public statements regarding the company business, so this information bears
a great importance. Financial statements of some companies are audited and auditors
express their opinions with a reasonable level of convittegarding the cormness of
financial statements. However, a great majority of financial statements are not audited,
which decreases their reliability.

The obligation of audit of financial statements is regulated by the law most
commonly according to certain criteria whiehcompany has to meet (the size of the
company, value of assets, revenue, or type of organizationinstance, a shareholding
company or a limited liability company), although any company can decide to have its
reports audited as a part of the compansitess policy. Companies today, more precisely
- the management or owners, often establish a big number of small companies, directly or
indirectly related and thus break their business into pieces with an aim to avoid the audit of
financial reports.

6. USERS OF FINANCIAL STATEMENTS

Users of financial statements are various legal entities and individuals who obtain
the information for making business decisions from financial statements of a certain
company. Users of financial statements can be:

91 External
a) The state and its organs;
b) Creditors (banks and other financial institutions, as well as other companies);
¢) Business partners (suppliers and buyers);
d) Potential investors, and
e) Public.

®AAs the basis for the auditorés opinion, I SAs
about whether the financial statements as a whole are fneenflaterial misstatement, whether due
to fraud or error. ... However, reasonable assurance is not an absolute level of assurance, because
there are inherent limitations of an audit which result in most of the audit evidence on which the
auditordraws conalsi ons and bases the auditor6s opinion
T International Standard on Auditing 2000verall Objectives Of The Independent Auditor And
The Conduct Of An Audit In Accordance With International Standards on Audltiteynational
standards and announcements of the revision, control of the quality, reviews and other
confirmations and similar services 2013015) Book I, Union of accountants and revisers of
Serbia, Belgrade, Page 85
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1 Internal
a) Shareholders;
b) Company management;
c) Professional departments withincampany, and
d) Employees.

Since there are numerous users of financial statements, each of them needs
different information, depending on their business goals and decisions which they need to
ma k e . I nvestorsodé goal i s to nosdible, wheseasmu c h
creditors need information about the company leverage and the capability of the debtor to
pay back loan instalments and interest.

Suppliers and other creditors seek to make sure that the company will be able to
settle its liabilities on the, whereas buyers want to make sure that the company will be
able to deliver goods or services. The state and its organs need the information about the
business activities of a company as a basis for establishing liabilities for public revenues
and tax pbcy, as well as for generating statistical data and analyses. The public is also
interested in financial information, whether as a potential investor or to follow economic
trends, company development and the influence on the local economy.

Except for extenal interested parties there are internally interested parties who
also make business decisions on the basis of the information from financial statements. On
the basis of financial statements, shareholders obtain information about the profit rating of
the company and potential dividend. The management, employees and the professional
departments can have a more complete insight into the company trends and developments,
whereas if they are in the capacity of shareholders they also have inside information at
their disposal, on the basis of which they make decisions about further investment or
disinvestment in the company.

All of the above mentioned groups use financial statements in order to obtain
relevant information on the basis of which they could makenfital decisions and that
very fact is the reason for making modifications of financial information which result in
fraudulent financial statements.

7. MODIFICATION OF FINANCIAL STATEMENTS

Madification of information in financial statements depends orgtied which we
want to achieve, or what kind of conclusions we would like to lead the users of financial
statements to. In line with that, fraudulent financial statements are by rule a decision made
by the top management and company owner. The modificafionformation which
eventually results in fraudulent financial statements will be carried out depending on
whom they want to mislead.

Techniques which present the general framework for making modifications in
financial statements are the following:

Overedimating Underestimating
Assets Assets

Liabilities Liabilities

Accruals and deferrals Accruals and deferrals
Income/profit Income/profit
Expenditure/loss Expenditure/loss

The process of preparing financial statements is based on business transactions
which provide financial information on the basis of which financial statements are made as
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a reflection of a companyds busi néenansialact i
statements made in this way the users make further decisions regarding the approval of
loans, investing, taxing, etc. However, in the process of making fraudulent financial
statements, techniques are implemented using a reverse process. Wetbe peocess

you start from a desired image of financial statements and information is modified in the
way to accomplish that.

The reverse process means that you start from the final goal, which means
presenting the desired picture in financial statemehta company which will result in
making a certain favourable decision, for example getting a bank to grant a loan under
favourable conditions. In order for such a decision to be made it is necessary to present the
information in the financial statementisat the user wants to see. For the purpose of
getting a convenient loan, financial statements will be modified to show small leverage
with banks and other creditors, low interest expenses, substantial assets and receivables, as
well as a significant prdfirating of the company. This can be achieved by underestimating
liabilities and interest expenses, as well as by overestimating assets and revenues, or profit.
In this way the company can show that it is not indebted by underestimating liabilities or
not presenting them at all. It can also underestimate or hide interest expenses for which
purpose positions of accruals and deferrals can be used. By overestimating its assets the
company will show that it has assets of great value so it can guarantee #stitiabts,
whereas overstating revenues and profit will confirm that the company is doing fine which
could put it in the group of lowisk companies which can get a loan under more
favourable conditions.

If the company aims to present a favourable pictiréhe company business
activity or to attract investors for a new emission of shares, then profitability, as well as
payment of dividend will be very important indicators. In order to reach this goal, profit
and receivables in financial statements caroberestimated and payables and expenses
underestimated, which can result in increased profit. Investors who rely on such financial
statements run a special risk because a-teng implementation of such a policy can
create an illusion of stability, grotvtand profitability of the company that is all based on
misstatements.

Techniques applied in making fraudulent financial statements can be very
perfidious, especially when there is a certain aim, or an intention to influence the users of
financial staterants to make certain decisions. The application of these techniques is a

V

wor k of experts from the fields of accou

excellent professionals with a profound knowledge of accounting can use these techniques
to modify financial statements in such a way that not even experienced investors and
bankers can recognize them on time. Since fraudulent financial statements cause
substantial damage to economy, it is essential that fraud examiners who investigate are
good and exp@&nced experts in this field, and they will recognize the symptoms of
modified financial statements.

8. CONCLUSION

Business activities of every company are presented in financial statements made by
the management and which are used to present the cpmpgublic. On the basis of
financial statements very important financial decisions are made; creditors decide whether
to approve loans, investors decide whether to invest, and the state established the amount
of tax liability, etc. Owing to techniques érreverse process in creating financial
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statements, the information presented in them can be modified in order to present the
company in the way that the management or owners have planned and gain a certain
benefit by misleading the users of this inforraatiln this way, goals of a certain group of
people, often owners and management are accomplished, while jeopardizing the goals of
other participants in business. This type of corporate crime is the most detrimental one for
the economy and the state, bex&it can demotivate investors and decrease investment

activity in economy, which again has very serious {®1gn consequences on the national

economy. A big number of professionals studied and have been studying this field, but
since it is very dynamica number of diverse and more complex business combinations
have appeared with the aim of concealing corporate crime. For this reason, numerous
experts from different fields (accounting, auditing, tax advisors, or lawyers) have been
engaged to implement tin&knowledge in order to present certain business changes, which

are part of a criminal scheme, in the most regular way. The essence is to present the overall
business of a company in the business records and summarize it in financial statements, so

they have become the tools with which corporate crime is committed.
To sum up, the number of victims and damage of the corporate crime are big, and
the biggest victim can be the state itself if it does not organize the economic system in the
right way and estatsh the economic climate which will prevent corporate crime.
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Abstract

When harm is done, it creates obligations and liabilities. This is a very important principle
of civil law that accompanies criminal acts. The criminal behavior infringes thélavat

the same time, it violates and harms the victims, who have the right of civil restitution. The
Code of Criminal Procedure in Albania has specifically determined the possibility of the
civil part damaged by a criminal act, to actively attend theioghprocess, by requesting

the civil damage suffered. Exploiting the possibility granted by the Code is a good
alternative to prevent criminality, because in certain cases, paying the civil reparations can
be more effective, towards the victim, than segvihe criminal sentence of the court. The
victims of criminal offence suffer financial losses, for several causes: hospital bills, losing
time from work, mental or psychological disorders, damaged or stolen goods, funeral
expenses, etc. The offender idiged to pay the property and moral damages they have
caused to the victim. The court is the competent authority to decide the sum of restitution.
The latest international studies in the field of victimology show that civil restoration of the
damage causdualy criminal acts is more satisfactory for the victims. The civil restitution is

in some cases the only way to make a person responsible for the criminal acts, especially in
the case of juvenile offenders. In these cases, considering that the minor drasimal
responsibility and the lack of correction institutions for juveniles in Albania, the only way

to punish is though the civil restoration of the damages. The purpose of the paper is to
analyze the Albanian judicial practice regarding the civil damdgring the criminal
process, as a way to reduce court and procedural expenses. From the data collected by the
Albanian courts, we conclude that the number of civil claims during criminal proceedings
is limited. Taking in consideration that the majoritiytioe civil petitions for criminal acts
damage restoration are done in separate judicial processes, the paper aims to highlight the
main reasons for this occurrence and to suggest more effective ways for the civil
compensation of criminal acts.

Key wordsCivil compensation, criminal acts, crime prevention, Albania

1. INTRODUCTION

In primitive cultures the victim of crime punished the offender through personal
retaliation or revenge. He or she inflicted physical injury or damage and took what he
wanted from he offender as reparation for the commission of the crime. The ancient
concept of composition or reparation to the victim in the modern times has become
incorporated into the civil law of torts. Nevertheless, vestiges of the reparation concept are
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presentin the modem systems of criminal justice. (Jacob, 1970) This aspect of criminal
proceeding is fundamental for guaranteeing an effective criminal process, which otherwise
would be incomplete and partial.

Restorative justice is the prime but not only exangbléhe recent trend towards a
mor e Afemotionally intelligento approach
considered as an effective strategy to respond to the intentional cries. Restorative justice
refers to a process for resolving crime by foogson redressing the harm done to the
victims, holding offenders accountable for their actions and also, often engaging the
community in the resolution of that conflict. Participation of the parties is an essential part
of the process that emphasizes fefahip building, reconciliation and the development of
agreements around a desired outcome between victims and offender. (Handbook UN,
Vienna).

The fundamental premise of the restorative justice paradigm is that crime is a
violation of people and relatiships (Zehr, 1990) rather than merely a violation of law.
The criminal justice system should provide those most closely affected by the crime (the
victim, the offender, and the community) an opportunity to come together to discuss the
event and attempt tarrive at some type of understanding about what can be done to
provide appropriate reparation. (Latimer, Dowden, Muise, 2005). This procedure
guarantees the right of the victim to be compensated, which it is not always achieved
through the normal crimingrocedure. On the other hand the participation of the offender
in the whole process of civil compensation of the victim helps in achieving the balance
which is destroyed by the criminal acts of the offender. On the other side the civil
responsibility alongvith the criminal responsibility will help in the prevention of crimes.

It is important to emphasise also a very important aspect of restorative justice, the need
that the offenders have in several cases to repair the damage they have caused, which is
met specifically by the restorative justice, that gives the possibility of both the victim and
the offender the possibility to restore the existed state of affairs.

During the 20th century, indemnity from criminal acts was mainly related with
property damageand health injuries. Initially they were separate civil processes, which
required time and money, and were frequently difficult to conclude in favour of the victim.
The first processes regarding civil reparations were seen as a way to compensaterthe victi
for the actual loss he had suffered from the crime. Further studies showed that
compensation as part of restorative justice is also seen as a form of vindication, a way to
restore also the psychological damages of the victims and an attempt to makedghem
better with the society. (Zehr, Gohar, 2003; Daly, 2011)

Though certain, incentives such as legislation, in many states encouraging victim
participation in the criminal justice process, victims counselling agencies, victim
restitutions, restorative $tice, local community involvement, and victim impact
statements have been accomplished, but many victims still feel left out, unsatisfied, or
further victimized by the justice process.

There are several ways in which the victim can be part of the criristte
process and restorative justice is one of the most used in recent years. Several countries use
the classic form of participation of the victim in the criminal proceeding. The victims'
rights in criminal procedures vary widely from one countryrtother. In several countries
the victims have broad rights, such as the right to be represented, to have free legal aid or
to interrogate witnesses. (Ukraine, Germany, Italy). In Albania these rights are not defined
well. The main scope of the criminalogeeding in Albania is to decide whether a person
is guilty or not of the criminal offence for which he is accused of. According to the
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Criminal Procedural Code, the victim of the crime can be part of the process in two forms.
One way is by being the claant, when the defendant is accused of crimes for which the
claim from the harmed part is indispensable for bringing the case before the court. The
other way is by being a civil part in the criminal proceeding. In the second case is the
prosecutor who brirg) the criminal case before the court for the punishment of the
defendant, by the court. However the civil part, urges civil reparations for the harm
suffered.

Restorative justice is considered a very effective way not just for expanding the
influence of tle criminal decisions, but also for recovering the harmed civil part, and for
trying to bring the situation at the financial status it was before the criminal act happened.
It is important to emphasize that the restorative justice is not based on ungesrsedl
principles, due to the very different approach that different parts of the words have towards
the victim and the steps to be taken for his/her moral and economic compensation. Another
direct benefit of civil compensation, relates with the reduatiarecidivism. It is important
not to focus solely on this aspect, but
civil compensation has on the person that has committed the crime. However, installing a
functioning system for civil compensatiofn the damages caused by criminal acts, needs a
well functioning justice system and the appropriate backup administrative institutions.

2. CIVIL LAWSUIT IN THE CRIMINAL PROCEEDINGS IN ALBANIA
In the Albanian common law, or as it is called the Canons,pbssible to find

el ements of <civil responsibility for cri
and specific juridical institute, but ar

it

m
e

|l i febs or propertyds spitethe punishreemehattthe author oft h e ¢

the acts had from the community represented by the council of elders, it was usually
assigned a monetary fine. (Canon of Leké& Dukagjin) The current Albanian legislation has
two main institutes related with the civibmpensation of crimes: the civil lawsuit in the
criminal process regulated by the Albanian Criminal Procedures Code and the civil non
contractual tort, provided by the Albanian Civil Code. These institutions are not
competitive but complementary with eaather.

Article 58 of t he Criminal TRrpesandur al

aggrieved by the criminal offence or his heirs have the right to apply for prosecution of the
guilty person (perpetrator) and reimbursement of the injury (caused). ... 3.gbneaed
person has the right to present his claims to the proceeding authority and require the
obtaining of evidence6 The provisions of this disp

o

foll owing articles in more cQOnawhohastsegferede r ms .

material injury by the criminal offence or his heirs may file a civil lawsuit in the criminal
proceedings against the defendant or the person liable to pay damages (defendant),
claiming the restitution of the property and reimbursement ofrilaey. 6 The vi ct i
of the criminal process has the right of an attorney.

The Al banian criminal proceedi ngs®o p
importance to the civil lawsuit in the criminal proceedings. This is related with the lack of
knowledg to the relevant law dispositions; the prosecutor does not inform the victims of
the criminal acts regarding the procedural steps and the commencement of the court
procedures. In many cases, the court itself separates the criminal case from the civil
lawsuit. The introduction of civil lawsuit in the criminal process solves rapidly, the
demands of the person injured by the offense. (Mustafaj, 2011) The civil lawsuit in a

94

n

r



criminal case has the main advantage of two procedures that join in one, costing as one
The prosecutor is responsible for the collection and presentation of evidence about the
criminal responsibility of the accused.

The non contractual tort is an important legal institute of the civil law in Albania.
The judicial practice regarding this pciple has evolved during recent years. Damages
caused during road accidents have played an important role in this respect. A few years
before, only rare cases were brought to court regarding the compensation for harm suffered
by road accidents. The siti@t is completely different now, mainly due to the increase of
knowledge by the public regarding this possibility. Article 608 of the Civil Code
d et er niiher geson wiiio illegally and for his fault, causes a damage to another
person or to his propertyis obliged to recompense the damage caused. The person who
has caused the damage is not liable if he proves that he is innocent. The damage is illegal
when it results from the violation of the interests and rights of the other person, which are
protected ly law, judicial order, orcustom.Accor di ng to the Al bani :
than one person has caused the harm, than they are jointly responsible towards the injured
party. However, it is responsibility of the judicial process, either the crimintileocivil
one, to determine the extent of liability of all the participants in the criminal act. The civil
lawsuit in criminal proceedings is addressed to the accused, or to the defendant, when the
civil responsibility weighs on someone different from pge¥son who has committed the
crimes, as in the case of juvenile.

The civil damage occurred as a consequence of a criminal act continues to exist
and respective persons have the right to demand it, even in the cases where the criminal
responsibility is avaled as a result of an amnesty, pardon, or other reasons.

3. CIVIL LAWSUIT PROBLEMS DURING THE CRIMINAL PROCESS

The District Court of Tirana is the only first grade court that has uploaded all its
civil and criminal decisions in its web page, being of gEsgistance for studying the
judicial practice of the Albanian courts. Looking at the court criminal decisions during
recent years, it is evident that the civil lawsuit cases during the criminal proceedings are
very rare. Even in those few cases when tbem or his relatives have deposited a request
for damages, the court had rarely accepted the request. The analysis of these decisions
highlights some of the main reasons for this situation.

9 Albanian Criminal Courts find ahortcutfor the civil claim inthe criminal process.
Considering it urdenfor the overall progress of the criminal process, they decide
to separate the cases. Article 62/3 determines that the court can decide to separate
the civil lawsuit from the criminal case in case it complisate delays the latter.
When considering that during the criminal process the court examines the facts, the
evidences, the witnesses, the expertises, submitted by the prosecution and the
defendant, it is very clear that the separation of cases harmsshdtguictim but
the legal system and the overall rule of law. Moreover, according to article 297/a, of
the Civil P rThecceudt decides theGosgdemsion df trial when the case
cannot be settled before another criminal, civil or administratiase is resolved 0
According to this article, the victim of the criminal act will have to wait the
conclusion of the criminal process for proceeding with the civil process. This
implies that if the court considers the request for civil compensation rddsa@ra
based on law, it will pass from4 years, and occasionally even more, before the
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civil compensation is granted. The passing of such a long time harms the law
implementation and the effectiveness of justice.

9 Another potential weakness of the cilawsuit during criminal proceeding is the
possibility of the lawsuit to pursue the fate of the criminal case. This means that
when an occurrence is not considered a criminal act, or where the defendant is found
not guilty, the possible civil lawsuit agatrthe same defendants is not accepted by
the court. The claim cannot be submitted in a civil court anymore, having already
been examined; otherwise it would constitute violation of the principle to not
consider twice the same case.

1 One of the main differares between the two procedures is that it is not possible to
request the moral damage in the criminal case. The moral damage may be requested
only through a separate civil process.
from t he cr i medih meral barm. Whés isiofeen theedason fer not
presenting the request for compensation in the criminal proceedings. The victims
may have not suffered material damages, but only moral ones, or proving its
existence could be so difficult, that the cigiaim will become void. On the other
hand, the civil process is time and money consuming and criticized for delay and for
unfair decisions.

1 Victims in Albania are not fully informed about their legal rights regarding civil
compensation of criminal acts.o@rnment officials, including police officers and
prosecutors, are not legally obliged to inform the crime victims regarding the
compensation opportunities. It is necessary for the victims to know their procedural
rights on time, in order to take the nesary steps for compiling a valid lawsuit.

9 The Criminal Procedural Code provides the possibility of free legal aid for the
accused who cannot afford a lawyer. This procedural right is not guaranteed to the
victims of the crimes, despite the fact that tlaeg the most harmed and in many
cases they dondét have the necessary mea
legal procedures. The lack of free legal aid is considered a major obstacle for the
adequate implementation of the procedural rights of viag@m in the criminal
proceeding.

1 Another deficiency of the procedural position of the victim, in accordance to the
Albanian Criminal Procedural Code, is the lack of explicit rights for the victim in
the criminal process. The only way it can become aiveagiarticipant, is by
depositing the civil lawsuit in the criminal process. Even in those cases where the
victim has legal representation, its representative has very few legal rights.

9 The police and prosecution are not obliged to collect and present ieéocourt the
evidences in order to support the civil lawsuit in the criminal proceeding.

4. CONCLUSIONS

The Albanian Criminal Procedural Code should be reformed and grant the proper
position and the proper importance to the crime victims. The Criminal procedural Law
should include the concepts of restorative justice, which would help to improve the
efficiengy of the criminal law and criminal proceedings. This would encourage the parties
to better evaluate the consequences of the criminal acts and the respective civil
compensation. The main objective should focus not only in avoiding two separate
processes fathe same occurrence, the criminal and the civil one, but also in reversing the
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harm that has been done to the victim. The restorative justice gives the victim a central

role. The actual criminal procedurtewithdonot

the offender, like it is done in the restorative justice. This form solving the criminal act can
have a more positive impact on the victim, the offender and the society at all. In no way

the restorative justice cannot be seen as the sole way ighghe offender, by bypassing

the criminal punishment, especially in violent crimes. The best way is to combine both

methods, of criminal punishment and restorative justice, in the same proceedings.
The doctrine argues the existence of several reasanprdferring to submit the

civil lawsuit for criminal acts before the criminal court, instead of the civil court.
(Mustafaj, 2011; Islami, Hoxha, Panda, 2003) Some of the main reasons may be

summarized as follows:

9 The judge of criminal proceedings has @ackr and complete overview, on the real
happenings, giving him the possibility to better evaluate the extent of damages

caused,;

The criminal proceedings are faster and less costly;

The victim is relieved from the obligation of presenting evidence belfieredurt,
because this is the duty of the prosecutor;

=A =

1 Reviewing both cases in the same process, avoids contradictory decisions

regarding criminal and civil claims;

1 Gives the victim, or his successors the possibility to be present during the criminal

procedlings, which otherwise would be impossible.

Another important element for the process of civil compensation from the criminal

acts is related with the real possibilities of compensation. The civil laws and bylaws in
Albania, guarantee the overall fulfilmeaof civil obligations. However the specific of the

civil compensation in criminal cases, must have specific provisions that cannot be
implemented in the ordinary civil cases. Some of the measures which might be taken in

this regard include:

1 The creation D a special state fond for the compensation of crime victims.
International Agreements that aim to protect the rights of victims of crime, but also
other countries legislation in this area, recommend the creation of this special state
fund, which will aimto compensate and indemnify the crimes victims. This fund can
be managed by a special institution, which will be responsible for the recovery
lawsuits towards the defendant. In the area of human trafficking, Albania has created
the institution of the Natiwal Coordinator, who has the responsibility of creating the

scheme for compensation and rehabilitation of victims of trafficking.

1 A good option would be to use the confiscated properties of the accused and

convicted, in order to create this fund. Accodlito existing legislation, in some

criminal cases, specially related with human trafficking, the state is authorized to
confiscate the property of the accused, at the beginning of the criminal case. The
state can use all its competences to investigatelefendant's assets. During the

civil process, it is possible to confiscate or to sequester the movable and immovable
properties of the defendant; meanwhile during the criminal process it is possible to

confiscate all the properties generated through fih@raal activity.

The Coordinator R pcheme forcdmpehsatios ang rehakllitation of victims

of trafficking, based, among other things,
same commit ment is present in the official
Perons and ActionPlan201201 70, but the fond or the scheme
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9 The civil compensation will be helped through the creation of possibilities for
employing the persons who have committed the crimes, in order to give to them the
real possibility of generating incomes, which will be used then to payitile ¢
compensation.

9 The civil compensation of the victim can also be encouraged by the court through
the formulation of the criminal sentence. A good option is the implementation based
on the model of Germany. As early as the investigation proceedingsishare
possibility for inducing the accused to redress the damage caused to the victim
(Article 153/a/1 German Criminal Procedure Code). The public prosecution office
can dispense with the investigation proceedings with the agreement of the accused if
he m&es certain payments in reparation for the damage caused by the offence. This
payment may also be paid to the victim of the crime. In case the accused does not
meet the obligations that have been cha
the penaltysuspension will be abrogated.

The civil compensation of damages caused during the criminal acts is important
for the wellbeing of the victims, for avoiding recidivism in criminal acts and for granting
to the society a human dimension, which in these mtsn&lbanian society seems to have
lost. The best way, as it is argued in the article is to include the civil process for
compensation during the criminal proceedings. Legal reforms in this regard are
indispensable, because currently the civil lawsuit rdureriminal processes is legally
possible, but in practice there are very few chances to conclude it successfully. It is crucial
for fragile societies to grant the same |
victims as that granted to the convictiofithe law violators.
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Abstract

Macedoniaaspireso join the NATO alliance.NATO integrationis a strategicdecisionof
the state and the main reasonfor major reforms faced by the countriesof the Balkan
Peninsula,in particularthe WesternBalkansin the last two decadesMacedoniaworks
hardontheimplementatiorto the criteriafor membershipn thealliance.

The contributionto NATO that Macedoniagivesis at leastaffectedby variousanalyses.
Thefirst partof the paperwill analyzethe contributionto NATO thatMacedonighasmade
throughthe years.It is bestreflectedby the expenditureof the statebudgetin section-
Integrationin NATO. In the centralpart of the pape, authorswill makea comparisorof
the financial expensesior the defensein relation to the member statesand aspiring
countriesfor membershipFor betterunderstandingthe comparativemethodwill be used.
Of special interestin the researchwill be those countries which are candidatesfor
membership.Irthis way, it is bestto measurehe contributionof Macedonia.
Althoughtheaim of the authorsof this paperis to showthroughthe statisticaldatathe true
contributionto NATO from a financial standpint, this researctwill takein consideration
a certainpolitical momentwhich is inseparableart of the overall processOf course this
should servein addition to the financial part, in order to get a clearer picture of the
contributionthatMacedonishasachievedn therecentyears.

Keywords: Macedonia;NATO; Financial expensedhudget;comparativeanalysis;
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1. INTRODUCTION

Macedoniaasoneof the states- foundersof the United Nations,thenasa federal
unit - DemocraticRepublicof Macedoniaaspartof Yugoslavia,startedits commitmentof
independenceon 25.01.1991,when with an acclamation,the Parliamentadoptedthe
Declarationof Independencef the Republic of Macedonia(Georgievski& Dodevski,
2008, p. 126). After only 6 months,on 08.09.191 (Cepreganov2008, p. 330) was held
thereferendunon the independencen which 95% of the citizensvotedfor Macedoniao
becomea sovereigrandindependenstateequalwith all othercountriesin theworld. As a
sovereignand independenttate we gaired the opportunity to decideon relationswith
othercountriesinternationally,aswell asa numberof internationalfactorsthat actedasa
risk for Macedonian the periodbeforethe crisisin BosniaandHerzegovinaSloveniaand
Croatia.lt wascrucialfor the stateto becomea full memberof the UN assoonaspossible.
The lobbying for international recognition of Macedoniawas accompaniedby the
Declarationon the InternationalRecognitionof Macedoniaasa sovereigrandindependent
state which demanédrecognitionfrom theinternationalcommunity.

As of 11.06.1992,the MacedonianDefense Minister addressedo the North
Atlantic Treaty Organizationthrougha letter as well asto the neighboringcountriesof
Macedoniathe future conceptuponwhich the defensesystemof the countrywill be build
up, aswell asthe focus on membershign the alliance.ln 1993followed the decisionon
enteringinto NATO, which in turn wasaccompaniedby the membershipf Macedonian
theincentived P a r t roe P e d& frandNovemberl995,which wasthe initial sparkof
integrationinto the alliance ( R im ¢\., 2010, p. 213; Gocevski,T., 2005, p. 33 and 34;
Gocevski,T. 2006,p. 46 - 47; Nacev,Z., Petrovski,D., 2009,p. 34). If we wantto see
the contributionthat the country has made, it is necessaryfo comparethe financing of
defensewith other countriesmembersof NATO, and especiallyimportant stateslike
Macedoniawhich aspireto alsobecomememberof the alliance.

The allocation of funds from the budgetfor the military of one country is a
standardobligation. That funding needsto be in a specific amount,as much as it is
necessaryto maintain the security of the country and its foreign policy, dependenior
independentThere cannotbe a questionof whetherthoseallocationscost the stateand
whetherthey arelarge or small, becausdhe statesecurityis of vital interest.The Ministry
of Defencemustposses&noughfundsto financethe runningcostsof the military andall
otherincidentalcoststhatmay arisein the courseof a year. The decisionon the amountof
financial expensess a political decisionof the governmenbf the state.The government,
andin its compositionthe line ministry, is responsibldor the amountof fundsthat would
be determinedby the statebudgetannuallyfor its defense Theseexpensehavefinancial
precedencevermostotherfinancialexpensegjeterminedy the statebudget.

In recentyearsa numberof scientistsand expertsin the field of scienceand
security analysts of intermational relations in Macedonia, explore the topic about
Macedonia'sntegrationinto NATO. Eachof usin his own way seeksasmuchaspossible
to give his own prognosisfor the future socialtrendson this issueand on that how truly
Macedoniacontributedo NATO. In thelastpartof the paperit will be madea comparative
analysisbetweerMacedoniaandMontenegroon the sameissue.
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2. MACEDONIA’'S LONGTIME CONTRIBUTION TO THE NATO
ALLIANCE

The conceptof collectivesecuritycan be understoodas a securityarrangement
political, regional,or global, in which eachstatein the systemacceptghatthe securityof
oneis the concernof all, andthereforecommitsto a collectiveresponseo threatsto, and
breacheso peace EversinceWoodrowWilson presentedt asii e x p e thatme o i
for greatercentralizationof power,wantedto clearthatasa form of organizaibn of power
in the internationalsociety would protectthe small and weak countriesand that every
problemwould be overcomeby the major world powers(Maleski, 2000) i.e. in ultima
linea, as a mechanismto maintain balanceand aggregationof military power against
threatsto peaceandsecurity(pg. 459and461).NATO is establishean the sameconcept.

The professomf internationalstudiesAndrewA. Mihta (2009)hasa clearposition
on the issue of the alliances: From a historical point of view allianceswere against
somethingor somebodyand just againstsomethingdeclaratively.During the Cold War,
the essentiafunction of NATO wasto defendEuropefrom Sovietaggressionwhile other
tasks,suchasthe adoptionof a communitywith shareddemocraticvaluesor increaseof
theareaof security,werein secondplace.Todaythe allianceknowsfor which questionds
fi f omithdut to decidefor which questionds i a g a {(pg. $42)0As for NATO andthe
Republicof Macedoniawith its strategiccommitmentto membershipin this international
military organizationof regionalcharacterit is obviousthat nowadayshe atmospheren
internationallevel imposescertain conditionsthat must be fulfilled previously by our
country.

First, the demonstrationof will, i.e strategicand declarativecommitmentof a
country for membershipin the international military-political alliance is not enough
(Ortakovski& Milenkovska2014,pg. 338). A seriesof conditionsthat must possesshe
futureNATO state find its sourcein the UN Charter,in accordanceavith the principlesand
objectivesof promotinga mature,stable,democraticsociety,freedomandthe rule of law
aboveeverythingand consequenthhavingthe capacity/ ability to copewith future direct
clashesof various chaacter appropriateto the contemporaryinternationalenvironment.
Given that eachorganizationhas its basic principles on which is based,NATO hasa
standardamountof the financial cost of the defenseof its memberstatestoo. Therefore,
that NATO standad is a minimum 2% of the statebudgetannually.If we are guidedby
thatprincipledpolicy in theorganizatiorwe cansaythat,accordingo this, the Republicof
Macedonias underthat standardHowever,thesestatisticswhich will be presentedn the
paper show that many member statesof NATO have a lower defensebudget than
Macedonidan continuity, which provesthe nonprinciple policy of thesecountries.

If the state, in this case Macedonia, has serious intentions and strategy for
membershipn the allianceor organizationwith othercountriesthenthe conditionswhich
thatunion or organizationmposesshouldbe completelyfulfilled in general.On the other
hand,that sameinternationalstructureis requiredin equalmeasureo counteracthe state
throughits capacitieshat owns and ensureits safetyas much as possible.This includes
moreindicatorsby which thesecapacitiecanbe measuredOf coursejn everymoment,if
every statein the internationalcommunitywantsto be respectecand to be seenon the
sameas a seriouspartnerand a factor in the regionin which it exists, it is necessaryo
havea seriousyealisticandflexible securitystrategyandthroughwhich shallfix the route
of its integrationin thesespecific internationalsecuriy organizationsThe main task of
anyinternationalentity if it wishesto enterinto analliancewith othercountriess firstly to
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fulfil the necessaryriteria to join that alliance which he has determined However, we
haveseena numberof casesvheredespiteall the conditions,somesubjectsbecamepart of
certainalliancesin shortterm becausef the geostrategicinterestsof that union/alliance.
In general onescientific researchmustnot be guidedstrictly by thoseexceptionsputit is
goodto be mentionedandto know aboutthat.

2.1. Macedonia as a part of NATO missions
If Macedoniaactively participatesn NATO andat the sametime, implementshe
policiesof thealliance thenit representerspecificallyexpressedommitmento join the
alliance. Above all it is the involvementof the statein somemilitary actions.Given that
the ninetiesof the lastcenturyhadopeneda new opportunityfor NATO to win the Central
andEasternEurope,including hereandthe countriesthatemergedrom the SovietUnion

and voted its independence¢hroughthe creationof the programfi Par t focPs & ¢ @ 0

with continuousdialoguebetweenpreviousmemberstatesof the allianceandthird states
partners,it clearedthe way for the statespartnersto be involved in military operations
aroundtheworld ( Fr | kGeardievski,Petrusevsk&012,pg. 446). We are still to the
realizationidea of Straw Talbot, as a mechanismto conquerthe countriesof Eastern
Europewhich weretransformecdvertheyears.

By sendingMacedoiian soldiersin Afghanistanin 2002for thefirst timein Iragin
2003,Macedonishasdemonstratethe maturity to be a partnerwith the membersstatesof
the alliance (Nacev, Z., Petrovski,D., 2009, p. 51 ). The key strategicdocumentsThe
National Conapt for Securityand Defencein 2003, The National Security Strategyfrom
2008, The Defence Strategyfrom 2010 and Long-Term DevelopmentPlan of Defense
from 2011to 2020,declareghe plannedmplementatiorstatetasksfor a bettersecurityof
the state.It only remainsto seeon what level the social mainstreanwill be andwhether
therewould be major changesn the region of SoutheasEurope.Since2002, more than
3,200membersof the armedforceshave participatedin a few internationaloperations.In
the Annual NationalProgrammeof the Republicof Macedoniaor the NATO membership
for 2014 - 2015 statedthat the statewill continueto participatein the NATO mission-
"ISAF" in Afghanistanby theendof theyear

http://arhiva.vlada.mk/registar/files/Gisda_Nacionalna_Programa_na_Republika_Maked

onija_za_clenstvo_vo_NATO_za 2062815.pdf

In the following table is presenteda comprehensivedata of the costs of
peacekeepingissionsperyearfrom the statebudgetin the area- Integrationinto NATO,
i.e.,financingpeacekeepingissionsn the period2003- 2014:
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Table No. 1. Review of the expensesof Integration into NATO (peacekeeping
missions)per year

OVERVIEW OF THE EXPENDITURESFORNATO INTEGRATION
(PEACEKEEPINGMISSIONS)PERYEAR
*The amountsareexpressedh
denars
expendituresor 0
MoD budget LoD (BTG NATO integration if theexpen§e@r :
yea by vear apercentagef (peacekeeping peacekeepingiissionsin
Yy the statebudget e relationto the budgetof
missions)
MoD
2003 | 6,454,929,000 2,34% 49,965,800 0.77%
2004 | 6,368,377,000 2,38% 61,318,000 0.96%
2005 | 6,292,020,000 2,03% 90,272,000 1.43%
2006 | 5,954,844,000 1,84% 170,252,000 2.86%
2007 | 7,123,388,000 1,95% 496,000,000 6.96%
2008 | 7,242,433,000 1,74% 551,800,000 7.62%
2009 | 7,009,077,000 1,69% 477,400,000 6.81%
2010 | 6,050,801,000 1,38% 682,000,000 11.27%
2011 | 5,869,376,000 1,26% 496,000,000 8.45%
2012 | 5,731,353,000 1,23% 558,000,000 9.74%
2013 | 5,871,065,000 1,17% 496,000,000 8.45%
2014 | 5,742,745,000 1,18% 496,000,000 8.64%

Source Ministry of Defenceof the Republic of Macedonia- Department of Finance,
23.11.2015

As it can be seenfrom this table display, since 2003, where the budgetof the
Ministry of Defensewas only 0.77%, so until 2010, wherethe percentagencreasedo
11.27%, the level of resource for NATO missions marks some growth. This is the
oppositeof 2011, where there was 8.45% until 2014, when it was 8.64%, thesefunds
registeredevel of statusquo. The aspirationof the statein the early 2000swaswalking
towardsuncompromisingnemberstp in NATO andthe possibility of Macedoniathrough
the NATO missionsto prove that it is worth beinga full member.Specific and special
momentwasthe NATO Summitin Bucharesin 2008when,althoughthe stateexpectedan
invitation, it did not happernwith the explanatiorthatMacedonianeedgo changdts name,
as a condition for membershipinto the alliance.Defacto, Macedoniagot a sort of a
ficonditionalinvitationd The Declarationof the BucharestSummitof the NATO in 2008,
cites the unfulfilled condtion for coming up with a solutionto the namedisputeof our
country.
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Therole of thesedataexpresse@sa percentagés to showhow muchthe statehas
allocatedfrom its budget,i.e. of the budgetfor the Ministry of Defencefor NATO
missionsin recentyears,as an additional attachmenthat would enrich this paper. The
main data are going to follow in the secondpart of the paper,where there would be
presentedhe real contributionof Macedoniao NATO, througha comparativeanalysisof
the defensespendingof the member-statesof NATO and states- aspirantsjn this case
Macedonia.

22.Defining the term fAdefense spendi
financial expenses for the defense in respect of NATO membeistates and
statesi aspirants for membership

Although national defenseis an importantfunction of governmentin providing
security from external threats, high military expenditureon defenseor possible civil
conflicts can hamperthe economicgrowth. The dataon military spendingas a share of
gross domestic product of the stateis a rough indicative of how part of the national
resourcesreusedfor military activitiesandgo to the burdenof the economylt canspend
the stateeconomyto its maximumlimits in certaincases.Aa A i n pmedastiremilitary
spending are not directly related to the output of the military activities
(https:/lwww.marketvis.io/economy/wimnems.mil.xpnd.gd.Zs The InternationalPeace
Reseath Institutein Stockholm(SIPRI), adopteda definition of the military expenditure
arising from the former definition from the North Atlantic Treaty Organization(NATO).
This definition includesall currentandcapitalexpenditure®f the armedforces,including
peacekeepindorces; Ministries of Defenseand other governmentagenciesengagedin
defenseprojects; paramilitaryforces- if they are judgedto be trained and equippedfor
militaryoperations:

http://wdi.worldbank.org/table/5t#tp://data.worldbak org/indicator/MS.MIL.XP
ND.GD.ZS Furthermoreunderthesemilitary expendituresreincluded:costsfor military
and civilian personnel,including pensionsand social servicesfor military personnel;
operationand maintenancepurchasingequipment;military researchand developmenfor
defensemilitary assistanein military expenditure®f donorcountries.This definition can
be appliedto all countriesequallybut still servesasa broaderframeworkin this section.
For example,military budgetsmight or might not have cover civil defensereserveand
auxiliary forces,police and paramilitaryforces,military grantsin the form of pensiongor
military personnelndsocialsecuritycontributionslt depend®n the formulatedfinancing
policy of the statesindividually. Thesedata are obtainedfrom the budgetdocuments,
White Paperof Defensehat Macedoniahastoo, andotherpublic documentgrom official
governmentagenciesjncluding governmentresponsedo questionnairesentby SIPRI,
UNODA, orOSCE. Secondarysourcesinclude internationalsstatistics,such as those of
NATO andtheFinancialYearbookof the IMF.

If Macedoniacontinuouslythroughthe yearshasa higher percentagef financial
expensegor the defensethan certainmemberstatesof NATO, thenits undoubtedlyand
indisputable,direct participantin the implementationof NATO policies and strategies
aroundthe world, andit hasa greaterole in NATO missionsthansomeothermembersof
thealliance.

The statisticaldatathat areprocessedarecoveringthe periodfrom 2004till 2014.
At first, thereare presentedc dataaboutthe memberstatesof NATO which havea lower
defensebudgetthan the Macedonian,and then follows those memberstatesof NATO,
whichin turn, havethat NATO minimumstandardf 2%.
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Table No.2.Nato member stateswith lower expense®f defensebudgetin respectof
Macedonia2004- 2014(in percentof gdp).

Before presentinghesedata, it is importantto mentionone NATO memberstate
which hasa different positionthanthe othermembersjceland.lcelandis the only NATO
memberthatdoesnot havea permanentnilitary force. By 20060n theterritory of Iceland
were stationedUS military forces.All US military forcesin Icelandwere withdrawnin
October2006.Iceland'slefensds the responsibilityof NATO military presencehereover
the airspace of Iceland. This member of the alliance participatesin international
peacekeepingmissions with its own civilian crew - Icelandic Crisis ResponseUnit
(ICRU)(https://www.cia.gov/library/publications/theorld-factbook/geos/ic.htrjl
The financing of the defense of NATO member states, comparedto the
Macedoniardefencebudgetexpenditure$20042014)is presentedn thefollowing tables:

NATO MEMBER STATES WITH LOWER EXPENSES OF DEFENSE BUDGET IN RESPECT OF MACEDONIA 1004-2014 (IN PERCENT OF GDP).

STATE|MAC.| ROM. | POR. | POL. | ITA. | EST. | NOR. | CZE. |[SLOVA| LAT. | NETH. | HUN. | DEN. | GER. | BEL. |CAN.|SPA.| LUX.
2004 | 238 | 2,02 | 1.97 | 1.94 | 19 19 1.85 | 1.72 | 1.68 | 159 15 143 | 1.42 | 1.35 | 1.15 | L.11 | 1.06 | 0.69
STATE|MAC.| ROM. | POL. | EST. | ITA. | CZE. |SLOVA.| LAT. | NOR. |NETH.| HUN. |SLOVE| GER. | DEN. | CAN. | BEL.| SPA.| LUX.
2005 | 203 | 199 | 194 | L9 181 | 1.79 | 1.68 | 1.59 | 158 | 1.5 143 | 141 | 1.33 | 1.31 | 1.12 | L.09 | L.02 | 0.G9
STATE|MAC.| ITA. | LAT. BLOVA| CZE. ELOVE| NETH. | NOR. | DEN. | GER. | HUN. | SPA. | CAN.| BEL. | LUX.

2006 | 1.84 | 1.72 | 1.7 16 | 158 | 1.54 15 145 | 138 | 1.27 | 1.23 | 114 | 113 | 1.05 | 0.66

STATE|MAC.| POR. | ITA. | LAT. | ROM. | NETH. |SLOVA.| NOR. |SLOVE.| CZE. | DEN. | HUN. | GER. [CAN.| SPA. | BEL.|LUX.
2007 | 1.95 | 1.82 | 1.63 | 1.56 | 1.53 | 1.5 148 | 147 | 144 | 1.43 | 131 | 128 | 1.24 | 1.19 | L.13 | 1.09 | 0.59
STATE|MAC.| ITA. | LAT. |[SLOVE| ROM. BLOVA| NETH. | NOR. | DEN. | GER. | CAN. | CZE. | BEL. | HUN.| SPA. |LUX.

2008 | 1.74 | 1.72 | 1.63 | 1.49 | 147 | 146 14 138 | 136 | 1.28 | 1.25 | 1.24 | 1.21 | 1.19 | 1.14 | 0.58
STATE|MAC.| NOR. BLOVESLOVA|NETH.| GER. | LAT. | CAN.| DEN. |ROM.| CZE. | BEL. | HUN. |SPA.|LUX.

2009 | 1.69 | 1.6 | 159 | 1.52 15 139 | 139 | 138 | L36 | 135 | 1.32 | L16 | 114|113 |0.53

STATE|MAC.| GER. | ROM. SLOVA| CZE. | CAN. | LAT. | BEL. | HUN. | SPA. | LUX. | ICE

2010 | 138 | 1.36 | 127 | L.27 | 121 | 12 109 | 108 | 104 | L03 | 055 | 013

STATE|MAC.| CAN. | CZE. BLOVA| HUN. | LAT. | SPAIN | LUX. | ICE.

2011 | 1.26 | 1.15 | 1.09 | 1.09 | 106 | 1.05 | 0.94 | 0.63 | 0.18

STATE|MAC.SLOVE{ CAN. SLOVA| CZE. | HUN. | BEL. | 5PA. | LAT. | LUX. | ICE

2012 | 1.23 | 1.17 | 1.11 | 1.09 | L04 | 1.04 | 1.04 | 1.03 0.9 0.52 | 0.15

STATE|MAC.SLOVE| BEL. | CAN. | CZE. BLOVA| LAT. | HUN. | SPA. | LUX. | ICE

2013 | 1.17 | 1.05 1 1 1 0.99 | 092 | 0.91 0.9 0.49 | 0.13

STATE|MAC.|NETH. | ALB. [SLOVESLOVA| CAN. | CZE. | BEL. | LAT. | SPA. | HUN. | LUX. | ICE

2014 | 118 | 1.16 | 1.01 | 0.99 | 0.99 | 0.98 | 098 | 0.97 | 0.94 | 0.91 | 0.85 | 0.49 [ 0.12

Source: (http:/iwww.multpl.com/)
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Table No.3.Member statesof nato with defencebudget abovethe averageof 2%
(2004- 2014)

MEMBER. STATES OF NATO WITH DEFENCE BUDGET ABOVE THE AVERAGE OF 2%
STATE |LITHU.| USA | TURK. [GREECE| BULG. | FRAN. UK ROML
2004 4.13 3.9 2.78 2.62 2,51 2.5 2.5 2.02
STATE |LITHU.| USA |GREECE| TURK. | FRAN. UK BULG.
2005 4.01 4 2.84 2.5 2.4 2.4 2.30
STATE |LITHU.| USA |GEREECE| TURK. | FRAN. UK BULG.
2006 4.02 3.9 2.78 2.47 2.34 23 2.23
STATE USA |LITHU. |GREECE| BULG. | TURK. TK FRAN. | POL. EST.
2007 4 3.84 2.68 2.37 2.33 2.3 2.28 2 2
STATE USA |LITHU. |GREECE| UK TURK. | FRAN. | EST.
2008 4.3 3.9 2.098 2.5 2.32 2.26 2.09
STATE USA |LITHU. |GREECE UK TURK. | FRAN. | EST. ALB. POER.
2009 4.8 3.73 3.23 2.7 2.63 2.48 221 2.07 2.03
STATE USA |LITHU. |GREECE| UK TURK. | FRAN.
2010 4.8 3.04 2.72 2.6 2.34 2.33
STATE USA |LITHU. UK |GREECE) FRAN. | TURK. | POR.
2011 4.7 2.74 2.5 2.47 2.26 2.21 2
STATE UsA |LITHU. UK |GREECE| FRAN. | TURK.
2012 4.4 2.65 2.5 2.37 2.24 2.26
STATE USA |LITHU. UK |GREECE| TURK. | FRAN. | POR.
2013 3.8 2.64 2.49 2.49 2.24 222 213
STATE USA |LITHU. |GREECE| FRAN. | TURE. UK

| 2014 3.5 2.7 2.24 2.2 2.19 2.05

Source: (http://www.multpl.com/)

This tables presentsthe defensebudget spendingof NATO member states
comparedo the budgetexpenditureof Macedoniardefensebudget.lt may be notedthat
even 17 membersof the alliance for the year 2004 have lower budget costs than
Macedonia.Macedoniain 2004 is participatirg in peacekeepingnissionscarriedout by
the NATO in the world. However, for that year Macedoniahad the defensebudgetof
2.38%, which is a satisfying NATO standardof at least 2% of the state budget. An
interestings thefact thatthe big the countriessuchasGermanyJtaly, CanadaandPoland,
areenteringinto this group.In 2006, Macedoniadoesnot satisfiedthe NATO standardof
minimum 2% of GDP. A total 1.84%of GDP areallocatedfor the defensebudget butit is
beforel4 memberstatesof thealliance.

Macedoniawith 1.95%in 2007, hasa defensebudgetexpenditurdower thanthe
anticipatedNATO standard However, it is larger than the group of 16 membersof the
alliance,amongwhich areincludedGermany Canadaltaly. For the sameyearof 2007,9
member statesof NATO has reachedthat standard:US, Lithuania, Greece,Bulgaria,
Turkey, GreatBritain, France,Polandand Estonia.In2008, despitea group of 15 NATO
memberghat hada lower % of GDP on defenseat the BucharesSummit,Macedoniadid
not receivedaninvitation to join thealliance.Thefactis that, with only 1.74%o0f GDP the
stateis below that minimum NATO standardbut is still largerthan mostmembersof the
alliance.Thefunding of the defensebudget of 1.69% for 2009 for Macedonia, has
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decreaseadomparedwith the previousyear. Howeverit is larger comparedwith the 14
memberstatesof NATO.Thetrendof morebudgetaryspendingfor defenseof Macedonia
in regardingthe memberstatesof NATO continuedn 2010,whenthe groupconsistsof 11
countries.In2013,from the Macedoniardefensebudgetare allocatedl.17%,which again
representsan amountbelow the minimum NATO standard,but again higher than the
defensébudgetof 10 memberof thealliance.This groupof countriesncludesCanadaand
Spain,which in the pastyearshad a consistentlysmaller defensebudgetin relation to
MacedoniaFor 2014, thereare 12 NATO countriesthat havelower defensebudgetthan
Macedonidor thisyear.

This is a comprehensivereview for a period of 11 yeas, where on a more
extensiveway were presentedhoseargumentsn favor of the thesisthat if Macedonia
continuouslyin the pastyearshasa higherpercentag®f defensebudgetexpenditureshen
certainmemberstatesof NATO, its clearly an indisputableand direct participantin the
implementationof the NATO policies and strategieshroughoutthe world, andit hasa
greaterrole in NATO missionsthan somemembersof the alliance.Of coursethat should
not be missedthe fact that Macedoniacontinuouslyfrom 2006 onwards,doesnot reaches
the NATO standardof 2% of GDP. That minimum standardis not reachedby many
membersof the allianceandin continuity, are still membersof the alliance.Canthis be
calledan nonprinciple behaviourof a few participantsin this processwvhenit is in terms
of fulfilling of the given principleandthefoundingtreatiesof thealliance?Is it possiblein
this casein someexistenceof a doseof tolerancein the NATO in respectof its member
states?Take for instance,Germary as one of the largest Europeancountries. Does
Germanydecidedthat thereis no needto allocatemore fundsin this section?All these
issuesshouldencourage thinking.

What s particularly remarkableis that countrieslike USA, UK, France,Greece,
Esbnia, Lithuania and Turkey in recentyears are those countrieswhich allocatedthe
highestfunds for defense A logical explanationfor this is the fact that thesecountries,
especiallyGreece,Turkey, Lithuania and Estoniaare on the borderline with the Asian
continent.A geostrategicinterestfor the NATO is to approachascloseaspossibleto the
bordersof the Russiarfederation.

2.3. Comparative analysis of defense budget expenditures of Macedonia and
Montenegro (2006- 2014)

With the last enlargementwvave, which happenedn 2008, NATO has become
strongerwith two more countries,Croatiaand Albania (Ortakovski& Milenkovska2014,
p. 338). On the one hand, NATO memberstateshave alreadybeenidentified and have
takentheir positionon a numberof challengeghat canappearMontenegras expectedo
join the NATO somewherén the first half of 2017,sinceDecember2015, by unanimous
decisionof 28 foreign NATO ministershelda meetingin Brusseldo give aninvitation for
membershifhttp://netpress.com.mk/crrgoradobipokanaza-clenstvevo-nato/
http:/www.sitel.com.mk/crngoradobi-pokanazachlenstvevo-nataO0;
http://republika.mk/?p=5222Zhttp://edition.cnn.com/2015/12/02/europe/nato
montenegranembershignvitation/;). Thus,that statewould becomethe 29th memberof
the Alliance. We should not excludethat this statehas accesdo the seaand hasa gec
strategicinterestfor NATO in the Balkan Peninsula.In the light of the membership
invitation for Montenegran the alliance,this paperaimsto makea small analysisof how
thedefenséudgetaryexpendituresventfor MacedoniaandMontenegrq20062014)
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If Montenegrohas continuouslydoesnot reachesghe NATO standardof 2% of
GDP on defense annually, then her contribution would be almost similar to the
MacedonianOr, it is not exactlylike that?In the graphicaldisgay No.23 are presented
dataon howthesebudgetspendingsook placein therecentyears:

Graphic display No.1l. Comparative analysis - defense spending - Macedonia 1
Montenegro (2006- 2014)

COMPARATIVE ANALYSIS - DEFENSE SPENDING
MACEDONIA - MONTENEGRO (20062014)
3.00%

2.40%

1.80% — ] ] —

1.20%

0.60%

0.00%
2006 2007 2008 2009 2010 2011 2012 2013 2014

mm MACEDONIA C—IMONTENEGR( ——NATO STANDAR
Source: (http:/iwww.multpl.com/)

The total averageof Macedoniafrom 20062014 is 1.49%,while Montenegrdhas
1.80%.Bythis canbe notedthat Montenegrohasa largerdefensebudgetthanMacedonia,
but still is not in sucha large amount,which would be an evidencethat dueto financial
expensesvertheyearsthe statehasreceivedaninvitation to join the alliance.Yet hereis
perhapghe reasonfor NATO to enhancehe geostrategicpositionin the Balkanandto
closethe Russianexit on the Adriatic Sea.Monteregrohasa bettergeastrategicposition,
moreattractivethanthe geographigositionof Macedonia.

3. CONCLUSION

Macedoniais placedin a situation of choosingthe way how to continueits
survival and existence.On one side NATO and its long standing cooperationthat
representsa strategiccommitmentof the state. From anotherside as a variable are
appearinghe Asian countriesRussiaand China, throughits interestdn the Balkans.They
want to take the easternMediterranearand the Europeancontinentwhich, accordingto
their gecpositionwith the Asian,arenaturallybelongingto eachother.
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Macedoniahas a crucial role on the Balkan Peninsulataking into accountthe
opinion of Mihta (2009) that i t lestablishmenbf a safer environmentfor small and
mediumsized powersin the alliance is much more importantthan in larger forces or
authorities Minor playersareanimportantpart of the alliance,becausehey play arolein
the regional securitykalkus, settingthe patternfor regionalcooperationand planning of
actionsthatneedto betakenin timesofc o n f (p.03.t 0

Additionally concernghe statemenbf the US Secretanyof StateJohnKerry in the
US Senateon the 24.02.2015He, despiteotherBalkancountrieslike Serbia,Montenegro,
Kosovo, and on the other side, Georgia,Moldova and Transdniestridn EasternEurope,
pointed out Macedoniaas one of the statesthat are,,onthe line of the f i rbetviieen
Washingtonand Moscowttp://netpress.com.mk/kemakedonijae-nalinijata-na-ognot/
http://fox.mk/aktuelno/makedonija/kesibijamakedonijakosovai-crnagorasena
linijata-naognot).

For 2015,5 membersof the allianceis expectedo reachthe NATO standardof
2%: USA, Greece,Poland,the UK and Estonia,which againwould be thosethe same
NATO memberdrom the previousyears.
(http://www.defenseone.com/politics/2015/06/natembersdefensespendingtwo-
charts/116008/ For Montenegro,as a country invited to join the alliance,is expected
allocatearoundl.3% of GDP for the defensewhich is againbelow the minimum NATO
standardf 2%, annually.

It remainsfor Macedoniao decidehowwill actonthisissue.
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COORDINATION AMONG THE MINISTRY OF INTERIOR
AND OTHER ENTITIES IN THE CRISIS MANAGEMENT
SYSTEM
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Abstract

In conditions of declared crisis, the coordination of all subjects in the crisis
management system is one of the key segments for successful managing of it. Considering
that the Ministry of Interior has the most human and mata@inical resorces, it is
necessary to develop an adequate system of coordination with other entities in the crisis
management system.

The author of the paper deals with the matter of communication at all stages of dealing
with crisis situations ranging from monitorirtpe situation, data collection, analysis,
assessment and evaluation of the same, in terms of taking preventive action, early warning,
mitigation and rehabilitation of the consequences of the occurrence of the crisis.

Key words:crisis, coordination, communication.

1. INTRODUCTION

Coordination as a concept means synchronisation of the actions of two or more
participants in one process, i.e. synchronisation and directing of the interaction among the
elements in order to achieve thlanned or adopted objectives

The processes of organisational directing i.e. terms such as interaction, which
according to Lawrence and Lorsch is used instead of the term coordination, in order to
mark the level at which the members of different sectogperate with each other are
related to the concept of coordinati on. A
coordination is a process which integrates the activities of separate sectors for the purposes
of more efficient achievement of the planned j e c’t Tihereevillobe no successful
achievement of the common objective of the organisation without any coordination, and in
such cases there is a danger each sector (which although works on the achievement of its
own objectives does not pursue tbejective of the organisation) to endanger the
achievement of the common objective. In conditions of crisis management, the coordinated
actions of all subjects included in the Crisis Management System is of significant
importance and undoubtedly greatlyfemts the success of the resolving of the crisis
situation. When managing a crisis situation, the coordination is included in all phases of
the management process, starting with monitoring of the situation, collection and analysis
of data, assessment arsgtimation of the actual situation, as well as in the area of taking

1St e v a n enanagement(in. Polic§econd edition, Police Academy, Belgra@@03, p. 202
?bid, p. 202
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preventive measures, early warning, managing and the area of rehabilitation of the effects
of the crisis situation

The objective of the coordination as the police managing functionradunting
synchronised relations among the organisational units in order to achieve the planned
objective. This function is not independent and separate, but it is also realised at the
remaining police managing functions (planning, organising, orderingcanttol). The
intensity and type of the coordination depends on the type of the task and primarily on the
necessary documentation and exchange of information. When intensive communication is
needed according to the task, the coordination is intensive #s Ve intensive
communication, as well as the exchange of information, is the key to achieve efficient
coordination. This is expressed during the actions of the police when managing a crisis
situation, when besides the coordinated action of the orgamniabhunits in the police,
coordinated action of all subjects in the Crisis Management System is needed as well,
which additionally burdens the organisation of measures and activities taken to manage the
occurred situation. The more the task is uncleag thore the need of intensive
communication and exchange of data is increasing, including communication in the police
organisation and the communication with the subjects of the environment. The efficient
coordination in the police is conducted through dineresence of the managers on the
field and constant toungsit of the employees at their work positions. This activity enables
collection of data on the development of the performance of the work tasks, directly by the
employees and by personal obsdorat

When managing a crisis situation, the presence of the managers on the field will
enable them to detect the points for possible improvement through direct insight in the
actions of the other subjects in the Crisis Management System. This meangtbgatti aig
measures for removal of the shortcomings, i.e. improvement of the mutual coordination
will be taken through joint actions of the managers of the subjects outside the police
organisation.

2. COORDINATION IN CRISIS SITUATION

2.1 Types of Coordination inCrisis Situation

In conditions of crisis situation, in organisational sense, the coordination can be
internal and externalnternal coordination is conducted among the internal elements of
the organisation and it can be horizontal, vertical and diagbhelexternal coordination
is conducted with the subjects outside of the police organisation when appropriate
measures and activities are taken, such as the joint management of the crisis situation.

Horizontal coordination is conducted among the managersid atheir
organisational units, but at a different territory. It is used when performing a task which
should be conducted on several different organisational units at a different territory, but at
the same level. The actions of different organisationakuwmiten managing the increased
entry of migrants on the south border, their transit through the territory of the state and
their leave through the north border is an example of this type of coordination.

Vertical or linear coordination is conducted by theigher management levels
towards the lower, subordinate ones. This type of coordination is especially significant for
the police organisation and represents preservation of the hierarchigpl set

Functional dependence of the elements in the organisation which are not connected
nor horizontally nor vertically, but by the line of professional directing is characteristic for
the police organisation. The coordination of these professional connestitingdnal or
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functional coordination. This type of coordination enables consistent actions by all
elements in the appropriate organisational unit in the police, which also means coordinated
actions with the other subjects in the Crisis Management Systemctieving the same
objective which is successful managing of the crisis situation.

The system which conducts the internal coordination in all three aforementioned
dimensions is stable and successfully exists, in contrary it is subjected to disorganisati
The shortage of time and funds is successfully supplemented by good coordination, and
well-planned functioning of the organisation is always based on the principles of good
coordination.

For successful performance of the security tasks and managemtrd crisis
situation, the police often cooperate with organisations or authorities outside the Ministry
of Interior, whereupon a cooperation with the local -gelfernment, organiser of the
event, stewardship service, emergency service, Red Cross lardnangovernmental
organisations is needed. When performing these tasks, the manager coordinates with
external subjects and this coordination is ca#igtérnal coordination. The actions of the
police, when managing the crisis situation caused by thedsed entry of migrants on the
south border, is an example of this coordination. In order to resolve this situation,
Operational Headquarters is formed in the Crisis Management Centre as operational expert
body for the purposes of planning, organisinggrdinating and control of the measures
and activities necessary for managing the crisis situation. All subjects in the Crisis
Management System participate in the Operational Headquarters by their own
representatives, including representatives of the @oli€he participation in the
Operational Headquarters means joint coordinated action of the police with the other
participants, during which mutual coordination, communication and cooperation is needed.
So, the coordination among the subjects in the Chkikisagement System is conducted
during the functioning of the Operational Headquarters. However, there is often a need of
strengthened coordination of only certain subjects in the Crisis Management System such
as the Ministry of Interior and the Army of tiepublic of Macedonia. In this situation,
direct coordination between these two subjects is made by direct contacts of their
representatives, contractual meetings, joint actions on the field, etc.
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Chart 1: Coordination

In formal sense,the coordination occurs aguiding, cooperation, unification,
joint work, help and coactions he unification and help belong to the vertical area of
coordination which is conducted by the high management police structures towards the
lower management levels. Most often guiding orkvis in the functional or diagonal area
of the coordination, whereas cooperation, joint work and coactions belong to the horizontal
area of coordination.

2.2 Coordination Planning

As the other police activities, the coordination can be planned when mamaging
crisis situation.Spatial coordination is planned when operational and tactical or other
measures and activities are taken at the same time but at different places. In case of
managing the crisis situation occurred as a result of the increased inflovigiaints,
simultaneously, activities may be taken at several different locations in order to stop the
entry in the country and not to interfere with the action.

Time coordination is planned when several elements of the organisation use same
space at difrent time when performing a task, thus the space is used methodically and
rationally without overlapping terms. In this regard, the plans for use of the shooting
ranges, sport facilities, drill grounds, classrooms, meeting rooms during the day, week,
month or year are characteristic.

Integration is needed for successful cooperation among the organisational units.
Here the focus is on the level of cooperation, joint working or structural relations among
the units as prerequisites for sure success. Theigt@alachieve some jointly acceptable
coordination mechanism rather to create a situation in which all units would have same
objective and time orientation. In this manner, different units learn to mutually meet their
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needs while keeping their individualy . The coordination is
the effort of the units to provide unity of action following the general objettive.

In case of managing crisis situation, the cooperation of the Ministry of Interior
with the other subjects in therisis Management System is necessary and is realised by
integration of the activities directed towards achieving the joint objective which is
managing the crisis situation. In order to achieve the planned and to meet the joint
objective of all the subjestincluded in the crisis situation coordination, planning among
all subjects is needed. Planned coordination covers all the steps which are necessary for
harmonisation of the relations of different subjects when taking different measures aimed
at achievingthe objective. Planning includes detection and determination of the contact
points in different institutions through which the communication will be realised, exchange
of information will be performed, the activities will be synchronised, the performaince
the planned tasks will be monitored, eventual deviations, shortcomings or obstacles in the
realisation will be detected, the points of possible improvement will be detected and
corrective actions will be taken.

2.3 Development of Mutual Respect, Professiai Culture, Tolerance and Trust

The managers and the staff have permanent characteristics which influence the
way they think, feel and behave at their work place. These characteristics are features of
the personality, special tendencies composing thehamsm for raising the awareness
which leads to mutual respect and trust. The understanding of personality (of the managers
and the staff) is important because their personalities influence their behaviour and their
approach in the human resources managénihis also develops the conscience as a
feature to be careful, tactical and persistent. The conscientious managers are organised,
self-disciplined, since the conscience is well planning of the performance, and develop
selfrespect feeling good aboutiemselves and their own abilities.

In this way only managers can continually build authority, only by their personal
example they should create situation that will be managed by them and will be credited for
the achieved results. In this way, the needssociation is met, which is present among the
employees, thus developing good interpersonal relations necessary for creative
environment and developing organisational climate and professional culture

Good working relations and good organisatiobahaviour are observed and
measured by the satisfaction of the work which represents set of feelings and beliefs of the
managers and the other employees about their current work tasks. They usually love their
work, they are motivated and dedicated to hai®d beliefs, trust, expectations, values,
norms and working habits are built which influence the ways in which the individuals,
groups and teams influence each other, cooperate and tolerate each other in order to
achieve the organisational objectives.efiéh is strong organisational culture when the
members of the organisation share strong affection for the cultural values, beliefs and
habits. The stronger the culture of the organisation is, the more anyone can think that
he/ she becomes oganifapfon hecausedthisiinfluentes éhe manner of
creating joint identity, connection between the personal and organisational needs and
objectives.

The values and norms of the organisational culture strongly influence the manner
in which the managers germ their managerial functions. The extent to which managers

3Laurie J. Mullins Management and organizational behayibifth edition, Financial Times, 1999
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agree with the values and norms of their organisations shapes their perception of the world,
their actions and decisions in certain circumstances. In addition, the actions taken by the
managersan affect the performance of the organisation. According to this, it can be said
that the organisational and professional culture, the managerial actions and the
organisational performance are mutually connected.

3. CONCLUSION

On the basis of theaforementioned, it can be established that the Ministry of
Interior works with the entire capacity of material and technical means and human
resources which are at its disposal and has a key role in the management of the occurred
crisis situation. For th@urposes of increasing the efficiency when managing the crisis
situation, further strengthening of the capacities of the ministry is needed in the area of
mutual communication in all phases of managing the crisis situation starting from
monitoring of the uation, collecting data, analysis, assessment and evaluation, taking
preventive activities, early warning, managing, as well as in the area of rehabilitation of the
consequences of the occurred crisis

The coordinated actions of the subjects of the €fidanagement System when
managing a crisis situation have significant meaning and undoubtedly influence the
success of the solving of the crisis situation.

The police organisation which conducts the internal coordination in all three
dimensions (horizonta vertical and diagonal) and internal coordination is stable,
successfully exists and achieves the planned objectives, in contrary it is subjected to
disorganisation and doomed to failure. The good coordination successfully supplements
the lack of time ath funds, and welplanned functioning of the organisation is always
based on the basis of good coordination.

In order to achieve the common objective, coordination planning is needed among
all subjects in the Crisis Management System. The planned codrdieatbles organised
approach of the different subjects when taking different measures aimed to achieving the
objective. The planned coordination which facilitates the locating of the contact points in
different subjects through which the communicatidi e realised, exchange of data will
be made, activities will be synchronised, the performance of the planned tasks will be
monitored, eventual deviations, shortcomings and obstacles in the realisation will be
detected, the points of possible improvemeititbe detected and corrective actions will be
taken.

The understanding of the personality (of the managers and the staff) has significant
influence on the successful coordination, because the personalities influence on their
behaviour and their apprdam the human resources management. This also contributes to
the improvement of the relation of the manager and makes him/her conscientious, careful,
tactical and persistent. Conscientious managers are organisedjssiglined, since
consciousness mesrwellplanning of the performance, develops $eBpect- feeling
good about themselves and their own abilities.

Finally, it can be concluded that the coordination among the Ministry of Interior
and the other subjects in the Crisis Management System mbaaging crisis situation is
of significant importance for successful performance of the planned tasks and realisation of
the previously established objectives. The good coordination achieved by intensive
communication among the Ministry of Interior arkde other subjects in the crisis
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management system is a guarantee for successful management of the occurred crisis
situation.
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Abstract

The processof associatioramongpeopleaimedto fulfilment of their commongoalsis a
characteristicof every areaof h u ma soéiad life. The fact that people can achievea
greatereffect togetheris the main motive why associatioris usedin the criminal sphere.
But, we shouldneverforgethow dangerousconcursuslelinquentiunis.

Co - offendingis not only a specialform of committing a crime, but it is alsoa special
crime phenomenon(collective crime) which is much more dangerousthan crimes
committed by a single perpetrator.A collective crime is an accumulationof criminal
energy,asa resultof which a consciousandintentionalassociatioremergesin the theory
of the criminal law a crime committedby few personschangeghe level of socialdanger
becauseo - offendingdeepenshe problemof crimes.

One of the mostcharacteristianarksof juvenile crimeis co - offendingand gangrelated
crimes, and by this we mean participation of two or more children in the processof
committingthecrime.

Methods:Thearticlewill analyzethe datafrom aresearclof valid courtcaseson thearea
of the PrimaryCourtin Bitola. The focuswill be on casesagainstpeoplewho wereunder
18in thetime of committingthe crime (juveniles),in the periodbetweer2005and2015.
Results The researchwill show tha crimes are mostly committedin groups,by few
perpetrators;the groups are formed spontaneouslywithout internal organizationand
hierarchy.Their goalsare mostly associatedvith committing grandtheftsandafter being
discoveredy the police,theyfall apart.

Keywords co - offending,gangschildren,phenomenologysocialdanger.
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1. INTRODUCTION

Crime' is a negativesocial phenomenonwhich dueto its prevalenceand social
threatis a subjectof continuougnterestof both scienceandpractice.

The exerciseof certaincriminal result may be the work of one or more persons.
Organizationin teamsfor achievingcommongoalsis a featureof everyareaof sociallife,
sothefact thatjoint efforts canachievea greatereffectis the basicmotive for teamingin
the criminal spheretoo. Teamingof individuals (complicity-concursugdelingventium)for
committingoneor morecrimesis particularlydangerousocialphenomenon.

Complicity is not only a specialform of commissionof criminal offence,but it is
also a specialform of crime (group crime) which is significantly more dangeroughan
individual. A groupcrimeis actuallyan accumulatiorof criminal energy,i.e. a felonious
will wherea personknowingly and willfully takespartin the commissionof the crime
( B a |1880:,321).In the theory of criminal law it is indisputablethat the offence
committedby more than one personchangeghe natureof social threatof the committed
offence becausethe complicity deepensthe problem of the offence under certan
conditions( J o v a 2014:168).1 ,

Group crime is more prevalentamongchildrerf than adults. Very often children
commit crimesin complicity with other children or adults. In sucha community,young
peoplearedrawnto delinquencythusemphasizindheir strengthandimportancewhile not
exposinghemto belittling by peers.Suchbehaviomormallyleavessevereconsequences.

Emphasizinghis problem,the paperwill analyzethe datafrom the surveyof legal
andexecutivecourtjudgmentson the territory of the Basic Courtin Bitola. The focus of
theresearchcoverscriminal casegelatedto personaunder18 that occurredbetween2005
and2014.

1In this work, as an appropriate definition of the term criminality, we consider the definition that
the term criminality implies the totality of the behavior of individuals and groups that are implicated
in the positive crinal law of a community. (Arnaudovski, 2007: 53)
2Child
- Is a human being under the age of eighteen unless under the law that applies to the child,
adulthood is attained earlier (Convention on the Rights of the Child, Art. 1)
- Is any person under theeagf 18 years (Law justice for children, Art. 19)
3Analyzing the number of offences committed by juveniles and children and the number of reported
perpetrators shows that the number of reported juvenile perpetrators is bigger which points to the
fact thatthere is an organized group for commission of crimes. When analyzing the period from
1992 to 2000, for a total of 44,468 committed crimes, a total of 74,713 juvenile offenders were
reported. (Nikoloska, 2005: 119). In neighboring Serbia statistics inditatén 2012 more than a
third of convicted minors committed an offence alone while 63.3% committed an offence with
another person. It is important to note that among minors complicity is far more frequently than
among adults (2012 % of adults committed affence alone, and in 25% of cases complicity is
being noted) (lgnjatovil|, 2014: 190)
4In the researchmethodto analysisof content(ContentAnalysis) was applied. As a model of
recordingdatawere usedtabularviews that, becausef the needto analyzethe specifiedcontent
weredefinedascategoriesandtheir codeswere constructedThencamethe coding of the material
andits inputin the analyticaltable,which wasprocessedvith softwaresolutionSPSS Analysisof
contentalsoimplied anapplicationof statisticalmethods.
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